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Abstract - With the increase of competition on the
smart phone market, many companies are looking
for the weaknesses in competitive products in
order to provide alternatives. At the same time,
the continued development of these devices has
become necessary in order to know the
weaknesses and problems that exist so they me be
avoided or solved. In this paper we will review the
current weaknesses of the android OS and (10S).
Keywords — Operating System, Android, 10S,
disadvantages.

i Introduction

A mobile operating system is system software
that manages the hardware on a phone or other
mobile device. Designs vary depending on the
manufacturer, each operating system contains
many properties at the same time there are a lot
of challenges and problems that exist in these
systems, which are still under development. In
this study, we will focus on two types of
operating systems: android OS and 10S .
Android is a stack of software which includes
an operating system for mobile devices.

Android was first released on September 23,
2008, and is considered as an OS as well as a
platform for software.

Google developed the android operating system
based on the Linux kernel and designed
primarily for touch screen mobile devices. It’s
designed to be an  open source and freeware
system so all the developers can develop
application [4].

I0S is a mobile operating system developed by
Apple. 10S at present runs on the iPhone, iPad
and iPod touch.

When developers design iOS they tried to add
many features did not exist in other traditional
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operating systems, one of the most important
features easy to use.
Apple designed a special operating system for
apple hardware only, but based on Unix and the
first released for the 10S on June 29, 2007 [3]
[5].
As we will see in this paper, there are different
disadvantages and weaknesses in each mobile
operating system. We have found three
weaknesses for the Android operating system
concerning: data failure, the architectures of
android Mobile Operating Systems, and security
ISSues.
Then we discuss the problem in 10S in four
points (the cost, hardware requirement, 10S
Architectures, and Concurrency Model)
ii.  Android weaknesses :

e Automatic Collection Data Failure
There are two types of data failures: application
failures and system failures:
“Applications failures may crash like an app that
stops to work unexpectedly or infinite loop or
deadlocked.
The system as a whole may experience self-
reboots (the system forces a reboot as a
consequence of a severe problem) and freezes
(the system delivers a constant output, and it
does not respond to the user’s input)” [5].
We can see that android as operating system not
fully stable, the reason for that being many
developers who design application daily and that
lead to a lot of compatibility issues that’s why so
many times the application crashes in android
and some application also cause system crash
which lead to hang of operating system or may
also leads to system reboot[5].
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e Architectures of Android  mobile
operating systems:
For the Android OS architecture we have five
layers ordered from top to bottom: (applications,
applications framework, libraries, Android run
time which provides the functionality of JAVA
PL, and the Linux abstraction layer between the
hardware and the rest of the software stack)
as we know that Android has a set of c/c++
libraries , android built as set of core
applications that offers developers the ability to
build various applications with an open
development.
According to this architecture we have some
weaknesses: (Most Android phones require
Internet connection at the same time, so that
could be heavy on the internet, applications can
still be expanded we can see update for many
apps automatically and all that impact the
storage) [3].

e Security issue:
Android has two basic methods of security
enforcement:
a) Applications run as Linux processes with their
own user IDs and thus are separated from each
other [3].
b) Android uses an enforcement mechanism
based on permissions to restrict access to
advanced or dangerous functionality on the
device[1], if there is any application trying to
access any component, Android requires that
the user must accept prior to installing an
application.
The Problem with this technique, according to
Joe Keehnast, a product manager for Norton, is
that very few people actually look through an
app's permissions before installing it.
The permissions list can be extremely unclear
and unhelpful. Some security apps, such as
Lookout Mobile Security, feature "privacy
advisors" that can give you a little more detail as
to why an app would request certain
permissions[8].
iii.  10S weaknesses

e Cost
One of the biggest issues in mobile market is
cost compared with quality of operating system.
I0S is not a freeware services; it’s based on the
Unix platform.
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I0S supports only Apple hardware. That’s why
any device which supports i0OS is costly
compared to Android. [5].

e Hardware Requirement
iIOS - To develop iOS we require Macintosh
computers running Mac OS X. 10.6. As the apps
in mobiles are relatively small in size, and run
on slower processors, the only difficulties is :
Usability testing— example for that using the
mouse with a simulated touch screen or apps
that require access to certain hardware (GPS,
Camera, Magnetometer) it’s so hard to test apps
like that realistically [5].

e 10S Architecture:
I0S developed and distributed by Apple and just
for Apple hardware
ios works between the user and the hardware,
and as result for 10S Architecture we have some
disadvantages: No flash Support, Dependent on
Apple hardware, App Approval process is
largely a black box to developers. [3].

e Concurrency Model
multitasking give the chance to switch between
the apps or open more than one in the same time
but also this apps using CPU , sources, memory,
so that Apple restricted the multitasking
capabilities by using the third party to save
more memory so just One application can run at
the same time. [2].

CONCLUSIONS
In this paper, we review the Mobile OS
weaknesses for Android and iPhone, we
discussed the disadvantages and not be explicitly
announced that the one is better than another;
but according to the features of any operating
system, users must select the appropriate
operating system, we discuss the Architectures
disadvantages for both and security issues,
Failure Data in android, and cost, hardware
requirement and Concurrency for iphone
operating system .
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