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ABSTRACT

Reversible Data Hiding (RDH) techniques have become an
active research topic in the field of Data Security. The two
important factors in defining the efficiency of data hiding
method are stego quality and payload capacity. Recently
interpolation based data hiding techniques (IRDH) are useful
for achieving high embedding capacity by up-scaling the
carrier image to create additional space for embedding.
Existing interpolation-based hiding techniques concentrate
mainly on natural images. But IRDH can also be utilized for
sensitive medical images to hide patient details inside them
for achieving privacy protection. Thus, this paper
encompasses an effective embedding procedure for
interpolation based reversible data hiding schemes in medical
images. The objective of our proposed scheme is to provide
high visual quality as well as increased payload. The given
medical image is interpolated without changing its original
pixels. For embedding patient details, we propose a novel
Threshold-based Embedding Strategy (TES) to increase the
number of bits that can be embedded in an interpolated pixel.
Experimental results show that the proposed interpolation
based reversible data hiding technique achieves high stego
quality and capacity than many state-of-the-art methods for
medical images.

Key words: Reversible Data Hiding (RDH), Interpolation
based Reversible Data Hiding (IRDH), Threshold-based
Embedding Strategy (TES)

1. INTRODUCTION

Data Hiding has been used to securely share sensitive and
private information over internet [1], [2]. Data Hiding is
categorized into two types. One is Reversible data hiding
(RDH) and the other is Irreversible data hiding (IDH) [3], [4].
Traditionally, RDH works in four domains namely
compression [5]-[7], histogram maodification, quantization
and expansion [8]. Recently, Interpolation-based Reversible
Data Hiding (IRDH) Schemes are being developed for high
embedding capacity. Interpolation is one of the image
processing techniques, used to enlarge an image by creating
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new pixels. It exploits the dependency of neighborhood pixels
to create a new pixel. The most common interpolation
techniques used in imaging are Nearest Neighbor
Interpolation (NNI) and Bilinear Interpolation (BI). But the
scaled up images obtained from these traditional methods
does not satisfy the image quality needed for data hiding
schemes [9]. So, various interpolation schemes like Neighbor
Mean Interpolation (NMI), Interpolation by Neighboring
Pixels (INP), Enhanced Neighbor Mean Interpolation (ENMI)
etc., have been developed for reversible data hiding [9], [10].
However, these methods suffer from capacity limitations. The
interpolated pixels are not effectively utilized for data
embedding which leads to low embedding capacity.
Therefore, there is possibility for increasing the payload.

In this paper, an improved interpolation based reversible data
hiding is proposed for hiding patient records into medical
images. Interpolation by Neighboring Pixels is used to
interpolate the given image. This up-scaled image is the cover
image. Based on a threshold value, the number of bits to be
embedded in each interpolated pixel is calculated using the
proposed Threshold-based Embedding Strategy (TES)
technique.

The remainder of this paper is organized as follows. Section 2
discusses the related works in IRDH. Section 3 presents the
proposed system in detail. Section 4 shows the experimental
results. Conclusions are provided in Section 5.

2. RELATED WORKS

Jung and Yoo first introduced the use of interpolation in
reversible data hiding. They proposed an interpolation method
namely Neighbor Mean Interpolation (NMI) to embed secret
data into those interpolated pixels [11]. Lee and Huang
presented a better interpolation method to NMI which is
named as Interpolation by Neighboring Pixels (INP). This
method provides better visual quality then Jung and Yoo’s
method [12]. Tang et al. proposed a better RDH namely CRS,
using interpolation to increase the hiding capacity [13]. Hu
and Li extended the INP method using Interpolation by
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Maximizing the difference values between Neighboring
Pixels (IMNP). This technique improved the embedding
capacity of Lee and Huang’s method [14]. Lu proposed an
interpolation based lossless hiding using message recoding
step. Here, INP interpolation is used. The re-encoding scheme
assigns smaller codes to the secret message based on its
frequency of occurrence [15].

Mohammad et al. presented a new and computationally
simple reversible scheme based on interpolation. In this work,
the number of embeddable bits and stego quality is
maintained by threshold value [16]. Luo et al. proposed a
reversible watermarking scheme based on interpolation-error
expansion. The additive interpolation is followed by
difference expansion of the interpolated pixels [17]. Wang et
al. exploited the interpolation technique and direction order
mechanism. Interpolation errors are calculated for one type of
pixels called wall pixels whereas difference values are
calculated for other type of pixels called non-wall pixels.
Embedding is carried out based on direction order and
histogram shifting [18]. Biswapati et al. proposed a reversible
data hiding scheme based in a weighted matrix. Modulus
function and element-wise multiplication steps are employed
to hide secret data [19]. Govind and Wilscy presented a new
RDH with directional interpolation and difference expansion
using a threshold value [20].

3. PROPOSED SYSTEM

In this section we present our novel reversible data hiding
using interpolation and Threshold-based Embedding Strategy
(TES). The general structure of interpolation based reversible
data hiding scheme is shown in Figure 1. The proposed RDH
proceeds by the application of INP method. Then, the
interpolated pixels are processed in 3 x 3 blocks. Based on the
difference value between interpolated pixels and neighbor
pixels, payload capacity of each interpolated pixel is
calculated using TES strategy. Then the bits are embedded
into the interpolated pixels without degrading the overall
visual quality of the stego image. Next, the extraction
algorithm is explained where both cover and secret data are
separated from the stego image reversibly.

Secret bits II _

¢ Extraction

Original image

Figure 1: Framework for Interpolation-based Reversible Data
Hiding Techniques

3496

3.1 Interpolation

Image interpolation is a technique by which low resolution
image can be scaled up to high resolution image without
degrading the visual quality. The quality of such interpolated
images can be calculated using PSNR value. But the enlarged
images are larger in size than the given original images. To
solve this problem, we consider the standard ground truth
images of size 512 x 512 and reduce them to 256 x 256. This
reduced image serves as the original image and is further
up-scaled using interpolation technique to generate cover
image of size equal to the ground truth image. Now, we can
calculate the performance of interpolation method by finding
the distortion between ground truth image and cover image
using PSNR metric.

Table 1: PSNR comparisons of NMlI, INP, CRS and IMNP
methods for interpolated image and ground truth image

Images NMI INP CRS IMNP
Airplane 34.93 35.29 34.15 34.09
Baboon 29.92 30.08 29.72 29.55
Barbara 31.87 32.10 31.49 31.34
Goldhill 32.78 33.15 32.25 31.96
Lena 34.63 35.13 33.94 33.53
Peppers 33.69 34.01 33.20 32.94

Table 1 compares the performance of the NMlI, INP, CRS and
IMNP methods to determine an interpolation method that is
appropriate for our proposed method. From the table, it is
evident that INP interpolation gives better result than other
interpolation methods. Hence, INP is preferred in our
proposed data hiding technique.

Let R(i, ) be the original image of size 256 x 256 and C(i, j)
be the cover image of size 512 x 512 obtained from original
image using INP interpolation. The scaling procedure is
described as follows. As pointed out in Figure 2, for each 2 x 2
block of original image, five new pixels are inserted to form a
3 x 3 block. The corner pixels of cover image C(0,0), C(0,2),
C(2,0) and C(2,2) are the unaltered original image pixels
R(0,0), R(0,1), R(1,0) and R(1,1) respectively as shown in the
Figure 2. The middle pixels are calculated as follows:

c(0,0) + ¢(0,2)
c(0,1) = 2

; €(12) =

lc(o,o) + lc(oyz) +£0D +C(2) J

2

2

c(00) + ¢(20)
C(L0) = 2

2

€(0,0) +
2

J IC(Z’O) . c(2,0) ;r C(Z,Z)J
;€1 =

cn = [C(O,l) ;— C(l,O)]

1)
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Cover image C(i, )

Original image R(i, /) 00| co.0]c0.2)
R(0,0) | R(0,1) =47 | =47 |[=49
=47 =49 INP Interpolation c10)| c1| c1,2)
— d , ’
R(1,0) | R(1,1) =49 [=48 =49
=55 =5t €(2,0)| c(2,1)| €(2,2)
=55 |=54 |=51

Figure 2: Generation of cover image from original image using INP

3.2 Embedding Algorithm using TES

After interpolation, the next step is embedding. The proposed
Threshold-based Embedding Strategy (TES) exploits the
relationship among predicted pixels and original pixels of the
cover image. The steps for embedding are given below in
detail.

vInput: Cover Image C sized 2r x 2c and secret bit stream s
Output: Stego Image S sized 2r x 2¢c

Step 1: Divide Cover into 2 x 2 non-overlapping blocks.
Calculate the maximum of 2 x 2 block denoted as M.

M =max(C(i,j),C(j +1),C(i+1,)),C(i +1,j + 1)) 2

Step 2: Find the difference values d, (k = 1,2,3) between the
maximum value M and the interpolated pixels C(i,j+1),
C(i+1,j) and C(i+1,j+1) as given in eq. (3). At each block, the
first pixel C(i,j) is kept unchanged for distortion-less
recovery. The remaining pixels C(ij+1), C(i+1,j) and
C(i+1,j+1) are used for embedding.

dy=M=C(i,j+1)
dy=M—=C(@+1j)
dy=M—-C(i+1,j+1) (3)

Step 3: Obtain the lower and upper bounds to determine the
total bits to be embedded. The log base 2 values of d, are
denoted as [, . The equations are as follows.

L, = llog,(d,)]
l, = [log,(dy)]
l5 = [log,(d3)] (4)

Step 4: Allocate the maximum number of embeddable bits to
be inserted into an interpolated pixel using threshold value th.
This threshold value is the user defined value to choose
between stego quality and capacity.

th, if j, =
3 { th+1, ifl, €{0123} .
MY th+2,  ifl, €{45} ©)

th+ 3, if l, €{6,7}
where k=1,2,3 denotes the interpolated pixels C(i,j+1),
C(i+1,j) and C(i+1,j+1) respectively. The value of n;, denotes
the length of secret bits.

Step 5: Convert n, into decimal number and add with the
cover pixels to form the stego pixels. But this may lead to
overflow condition where the stego pixel value exceeds the
maximum intensity of 255. So, to overcome this situation,
limitation variable R is introduced.

R = 255 — (2(th+3) _ 1) (6)

Let s, be the bit string of length n,.. Therefore, the embedding
equations are modified as follows.

(%)) =C(i.j)
. _(C(i,j+ 1)+ decimal(sy), ifC@j+1)<R
SGj+1) = {C(i,j + 1) — decimal(s;) otherwise

, ~ _ (C@i+1))+decimal(sy), ifC{i+1j)<R
SGi+1j) = {C(i +1,j) — decimal(s,),

otherwise
Si+1,j+1)=
{C(i +1,j+1) +decimal(s;), ifC(@i+1j+1)<R
C(i+1,j+1)—decimal(sz), otherwise
(7)

Step 6: Go back to step 2 and repeat the same process until all
the non-overlapping blocks are processed. Finally, we get the
Stego-image S

\ 4

o
v

3.3 lNlustration of Embedding Algorithm

Consider the interpolated 2 x 2 block as shown in Figure 2.
The cover pixels are C(0,0)=47, C(0,1)=47, C(1,0)=49,
C(1,1)=48. Find the maximum of the four pixels, M=49. Next
step is to find the difference values, d, = 49-47 = 2, d, =
49-49 =0, d; = 49-48 = 1. The difference values are in varied
range from 0 to 255. So, to group the interpolated pixels and
allocate the capacity, log values are calculated.
L =llog, (D] =1, I, = llog,(0)] = o, I = llog,(1)] =
0. Based on our proposed bit allocation method, th values are
selected,n; =th+1, n, =th and n; =th+1. The th
values are used defined. The next step is to check overflow or
underflow limitations before embedding. The limitation
variable R depends on the threshold value. Let us
assume th = 1, then R=255-(2%"9-1) = 255-(16-1) = 240. Let
us consider secret message bits s=01110. So, n; =2, n,=1 and
n;=2. The value of n;=2 indicates that first two bits from s has
to be taken and converted to integer value, i.e., decimal (n,)
=decimal (01) =1. Similarly, decimal(n,)=decimal(1)=1 and
decimal(n;)=decimal(10)=2. According to eq. 6 all three
interpolated pixels are within range and hence stego pixels are
formed by adding integer values to interpolated pixels,

S(0,0=47,  S(0,1)=47+1=48,  S(1,0)=49+1=50 and
S(1,1)=48+2=50. This example is explained in Figure 3.
Cover block
47 | 47 dy b T
L | 49-47=2 || llog,(2)] =1 ﬂ:; th+1=2
48| | 19-29=0 | |llog:(0)] = th=1
49-48=1 llog,(1)]=0 th+1=2
decimal 5=01110
47148 47147 values
50|50 [ < 0L, =15 |g
4941 | 4842 1, =1y
10, = 24

Figure 3: Illustration of Proposed TES method with example
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3.4 Extraction Algorithm

At the receiver side, to extract the secret data from the stego
image and to recover the original image, the proposed
extraction algorithm is applied. The detail of the extraction
algorithm is given below.

vInput: Stego Image S sized 2r x 2c -
Output: Original Image R sized r x c and secret bit stream s
Step 1: Divide Stego into 2 x 2 non-overlapping blocks.

Collect all the first pixels S(i,j) from each block to get the
Original Image R.

0(i,j) = S(2i,2j) for alli,j € {0,255} (8)
Step 2: Use the INP interpolation to get the interpolated
image from the recovered Original image (Eq.1)

Step 3: Find the absolute difference between the interpolated
image and the Stego image. The difference value is the value
of integer hidden in stego image.

Diff[n] = abs(S(x,y) — C(x,y)) (9)

Step 4: Follow the steps of embedding (Eqg. 2, 3, 4, 5) to find
the ny value for each block. Convert the Diff[n] integer into
binary bits of length ny.

Step 5: Extract all the secret bits and concatenate them to
Aregain the secret data losslessly.

3.5 lNlustration of Extraction Algorithm

At the extraction side, the original image is separated from the
cover image by colleting the unchanged pixel S(i,j) in every
2 x 2 block. In our example, the first pixel 47 is the original
pixel. Now, same INP Interpolation is performed on
recovered original image. By finding the difference matrix
between the interpolated image and the stego image, secret bit
stream is recovered losslessly as shown in Figure 4.

Stego block Interpolated block
Original block
47 48 49 47 47 49
47 | 49 INP
50 50 —_— Em— 48
55 51
s5 51 55 51
dy
49-47=2
49-40=10
Cover -- Stego 40_48=1
18— 47) ="1" 3
|50 — 49| = "1" I
_ g k
150~ 40l ="2 [log; (2= 1
llog;(0)] = oo
liog,(1)] =0
lth=1
Secret bits
y
"1" 5 2bits =01 || th+1=2
"1" = 1bit=1 th=1
"2" = 2 bits = 10 th+1=2

secret bit =01110

Figure 4: Illustration of Proposed Extraction method with
example
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3.6 Auxiliary information

The auxiliary information needed for extraction are the length
of total secret bits embedded and the threshold value. To
represent the secret data length, we need a maximum of 20
bits. The maximum value of possible threshold value is 5 and
hence it requires 3 bits. So, the additional data of ly+Is is
embedded into the first two blocks of cover image using LSB
substitution as shown in Figure 5. Then, the proposed
embedding starts with the third block and proceeds till all
required bits are hidden successfully.

C(i,j+1 C(i,j+3

C(i.) D ey Lo
L, — 3 bits l,; — 4 bits
C(i+1,j) C(i+Lj+1) | €(i+1,j+2) | C(i+1,j+3)
1y — 4 bits 1, — 4 bits 1,4 — 4 bits l,- — 4 bits

Figure 5: Embedding of Auxiliary information using LSB
substitution in first two 2 x 2 blocks

4. EXPERIMENTAL RESULTS

This section presents the experimental results and comparison
of the proposed method with other state-of-art methods.
Experiments were done on 8-bit grayscale medical images of
size 512 x 512. These images serve as ground truth. The
interpolated cover image is compared with ground truth (input
image) image to show the performance of the interpolation
scheme. So, the original image (carrier of secret data) is
formed by reducing the input image to ¥ of its size. It is to be
noted that for all the existing methods taken for comparison
and the proposed method we used Bicubic Interpolation for
this reduction step. The image quality of the embedded image
can be evaluated using PSNR as follows:

PSNR = 10 * log (%) (10)
MSE = =S T o( ) - 1G.)))° (12)

where PSNR is Peak Signal-to-Noise Ratio and MSE is
Mean Square Error between Stego image S(i,j) and Input
image I(i,j) with dimension M x N. Structural Similarity Index
Measure is given by,
(2uetty + 1) (20, + c2)

SSIM(x,y) = ('u)zc +u + cl)(Uf +oy + CZ)

¢ = (kiL)?, ¢, = (k,L)? 12)

where i and |, are average values; o and Gy2 denotes
variance, oy, IS the covariance of x and y; c;andc, are
variables for stabilization, L=255 denotes pixel range,
k;=0.01, k,=0.03 are default constants and x, y are stego and
input images respectively. Embedding capacity denotes the
total number of bits that can be embedded into the cover
image. It is named as BPP (bits per pixel). The secret data are
the randomly generated binary bits.
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Table 2: Comparison of Proposed method with existing IRDH [12] for Image_3

Lee and Huang [12] Proposed TES (th=1)
Range Number Nbl.Jtmtt)e';)Of eTn?:)iI d%';(sj Total Number of Nbl.Jtmtt)e';)Of Total bits Total
of ny of pixels 115 10 be ‘ Capacity | pixels with 11510 D€ embedded for | Capacity
. embedded for a given AP embedded . AP
withn, - (in bits) ny . agiven n, ('in bits)
per pixel ny per pixel
0 120495 0 0 151961 th 151961 151961
0
0 12684 0 0 11484 th+1 22968
1 17058 1 17058 11729 th+1 23458
79466
2 18711 2 37422 9980 th+1 19960
3 14671 3 44013 6540 th+1 13080
4 8945 4 35780 155139 3455 th+2 10365
14313
5 3400 5 17000 1316 th+2 3948
6 642 6 3852 143 th+3 572 579
7 2 7 14 0 th+3 0
155139 246312
Table 3: Performance of the proposed method with different thresholds
Proposed Proposed Proposed
Cover th=1 th=2 th=3
Images
PSNR BPP SSIM PSNR BPP SSIM PSNR BPP SSIM
Image_1 37.22 0.90 0.9179 36.11 1.65 0.7858 33.64 2.40 0.6455
Image_2 36.15 0.91 0.9147 35.33 1.66 0.8020 33.26 241 0.6855
Image_3 39.73 0.93 0.9481 37.80 1.68 0.8245 34.22 2.43 0.6878
Image_4 35.46 0.94 0.9008 34.79 1.69 0.8006 32.98 2.44 0.6911
Image_5 36.56 1.11 0.9391 35.14 1.86 0.8312 32.66 2.61 0.6333
Image_6 35.98 1.11 0.9622 34.85 1.86 0.9253 32.45 2.61 0.8167
Image_7 38.61 1.21 0.9421 36.40 1.96 0.8880 32.43 2.71 0.7519
Image_8 36.26 1.17 0.9545 34.94 1.92 0.9055 32.29 2.67 0.7736
Table 4: Comparison of the proposed method with existing techniques (th=1)
Cover Jung and Yoo [11] Lee and Huang [12] Mohammad et al. [16] Pr?rﬁ):ied
Images
PSNR BPP PSNR BPP PSNR BPP PSNR BPP
Image_1 37.08 0.38 36.67 0.64 36.13 0.51 37.22 0.90
Image_2 36.00 0.48 35.61 0.78 35.09 0.64 36.15 0.91
Image_3 39.49 0.29 38.64 0.59 37.84 0.41 39.73 0.93
Image_4 35.27 0.55 34.93 0.89 34.56 0.71 35.46 0.94
Image_5 36.44 0.55 35.76 0.99 35.15 0.74 36.56 1.11
Image_6 35.94 0.54 35.42 1.00 34.96 0.74 35.98 1.11
Image_7 38.37 0.47 37.46 1.12 36.63 0.71 38.61 1.21
Image_8 35.97 0.62 35.24 1.17 34.49 0.87 36.26 1.17
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B SK)
Image_8

Image_7

Figure 6: Groundtruth medical images

The test medical images which serve as groundtruth were
downloaded from National Biomedical Imaging Archive
database as shown in Figure 6. Table 2 shows how the
proposed system is efficient when compared to existing
methods [12]. Here, the number of bits to be embedded per
pixel using threshold is our proposed way to increase the
embedding capacity. It is to be noted that though both our
proposed and existing system Lee and Huang [12] uses INP
interpolation, the number of pixels with n, = oo is higher for
our proposed system. This is because we have proposed the
equation for finding the difference values between
interpolated and reference pixels using M value as in eg.2 and
eq.3.

From the Table 2, it is evident that higher capacity is due to
the increase in number of pixels with ny values 0 and infinity.
Minimum bits are selected for those pixels with higher
occurrences of n, to maintain the stego image visibility.

Table 3 shows the performance of different threshold values
for the proposed TES method. The value of th is restricted
between 1 and 3 to balance the tradeoff between capacity and
PSNR. Thus the user can define the th value according to their
need.

3500

Table 4 shows the PSNR and capacity comparison of the
proposed scheme with other existing techniques. The capacity
of the proposed technique is higher than all other methods.
Despite this increment, our PSNR values better than other
existing techniques with lower capacity.

Table 5: Comparison of the proposed method with existing
techniques (th=2)

I(r:nogers Tan[gi ;t al. Pr;)rﬁ)zoged
PSNR | BPP | PSNR [ BPP
Image_1 35.56 0.79 36.11 1.65
Image_2 34.59 0.97 35.33 1.66
Image_3 37.12 0.72 37.80 1.68
Image_4 34.03 1.08 34.79 1.69
Image_5 34.33 1.23 35.14 1.86
Image_6 34.42 1.24 34.85 1.86
Image_7 35.27 1.40 36.40 1.96
Image_8 33.83 1.46 34.94 1.92

Table 5 shows the result of comparison between the existing
[8] and proposed method with th=2. Tang method is better
than other existing techniques so it is compared with higher
threshold value to prove the novelty of the proposed method.

5. CONCLUSION

In this paper, a novel Threshold-based Bit Embedding
Strategy (TES) is proved to be efficient for interpolation
based information hiding. Interpolation by Neighboring
Pixels is preferred for up-scaling the cover image. Then, the
proposed embedding schemes allowed high payload to be
embedded inside the cover image without disturbing the
original pixels. Proposed method has an advantage of not
using any location map or secret pin to be shared prior to
communication. Also, the extraction of cover image is blind
technique i.e. the cover image is extracted without any
procedures or additional information. Experimental results
showed the efficiency of the proposed technique suitable in
medical applications where patient records can be securely
saved into their medical images. PSNR, SSIM and BPP values
also demonstrated the efficiency of the proposed TES based
reversible information hiding techniques.
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