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ABSTRACT

The key to every security system is the important part as it
defines if the system is security strength or weakness. Security
has become a key issue in digital data transmission over
insecure communication  network, which can be
accomplished using robust ciphering algorithms. At the
other side, the chaotic systems have excellent features, such as
Mixing data, ergodicity, sensitivity to initial conditions,
control parameters, etc., all of which are useful for designing
cryptographic algorithms with large key size and efficient
permutation . The addition of using DNA in cryptography
creates a novel domain for three reasons:: storage space,
computing power and huge parallelism. This paper presents
a hybrid approach of the chaotic map as well as DNA
computation to Text encryption. Two logistic maps are
employed for key generation to be used in permutation
process, and 1D logistic map is used for generating index
permutation. DNA computation coding rules and addition
operation are used to frame the final result of the encryption
process to produce encrypted text. The proposal results show
that the proposal algorithm is highly secure, resistant to brute
force attack. and has a bigger key space.

Key words text encryption, chaotic Logistic Map,
confusion, Diffusion, DNA coding.

1. INTRODUCTION

. There are numerous ways of securing sensitive information.
One method is through encryption or the transformation of
data into unintelligible format. Data is secured based on the
cryptographic and cipher algorithm [1]. In recent years, the
DNA features in encryption have emerged to exploit DNA
characteristics. These characteristics are represented by high
capacity storage, and parallelism. Although, the four DNA
bases and their coding rules are used to encode the data and
used as the secret key [2][3]. On the other side , the chaotic
algorithm is characterized by very distinct characteristics
such as mixing data the sensitivity of both initial condition
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and control parameters are all useful in designing
cryptographic algorithms for text, images, audios [4].

2. RELATED WORK

In [5], this research presents a new way to generate the
key stream depending on the combination of the chaotic
maps, where each of them is used 3DHenoun map and 3D cat
map. The basic principle of this method consists of generating
random numbers, and those numbers are converted into a
binary sequence that 3DHenoun map These sequence
positions is permuted and Xor by 3D Cat map
In [6],” proposed The algorithm first uses Keccak to calculate
the hash value for a given DNA sequence as the initial value
of a chaotic map second, it uses a chaotic sequence to
scramble the image pixel locations and the butterfly network
isused to implement ion the bit permutation then the image is
coded intoa DNA matrix dynamic and an algebraic operation
is performed with the DNA sequence to realize the
substitution of the pixels ,which further improves the security
of the encryption. Finally The confusion and diffusion
properties of the algorithm are further enhanced by the
operation of the DNA sequence and the ciphertext feedback
In [7], proposed a text-encoding algorithm. This algorithm
uses the chaotic nature of the map by using MS map. MS map
is a key stream generator. The difficult of recognizing the
encrypted text by a brute force attack resulted from the
decoding process that tested by three different secret keys.

In [8], in this research two types of chaotic map are used: Sine
Map and Henoun Map. The coding capabilities of the
algorithm for a text data are verified in different sizes.

In [9], “this paper proposed a new low weight cryptographic
scheme for secure image Communication. In this scheme the
plain image is permitted first with a pseudo random sequence
Number (PRN) and computation encrypted with
DeoxyriboNucleic Acid ( DNA) Four PRN Sequences are
generated by a Pseudo Random, Cross-Coupled Number
Generator (PRNG). The Chaotic logistics map use two
key-sets. The first sequence of PRNs is used to permute the
plain Image while the second PRN sequence is used for
random DNA sequence generation.
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3. DNA CRYPTOGRAPHY

Cryptography of deoxyribose nucleic acid is the promising
and rapid development filed in data protection. The
Traditional binary data uses two digits '0" and '1." But data is
encoded by four bases for DNA molecules, which is the
natural transporter of information. ‘A" and 'T' and 'G' and 'C".
Few grams of DNA molecules are capable of curtailing all
data contained in the world. Some of the benefits of
computing DNA is that DNA molecules are massively
parallel. About 1018 processors operating in parallel can be
easily managed in an in vitro assay Besides the immense
parallelism, DNA molecules do have tremendous capacity for
storage. A gram of DNA molecules is made up of 1021 DNA
bases that are almost 108 tera-byte. This benefits of DNA
computing justify the concept of DNA cryptography [10].

3.1 Deoxyribonucleic Acid (DNA)

The human body contains trillions of cells, each of them
Serves numerous duties. much of the DNA material is in a
nucleus known as Nuclear DNA. DNA controls every cell 's
function. all Chromosome of DNA consists of a molecule of
DNA that is hold genes. The gene is a whole genetic makeup
that contains all a chromosomal information [12].

DNA strands contain long polymers of millions of linked
nucleotides. These nucleotides consist of one of four nitrogen
bases, a five carbon sugar and a phosphate group. The
nucleotides that make up these polymers are named after the
nitrogen base that it consists of; Adenine (A), Cytosine (C),
Guanine (G) and Thymine (T) [11] . figure 1 shows the
general structure of DNA.

TT
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Figure 1: Simple DNA structure [13]

4. CHAOS THEORY

This is one of the big systems, because of two
essential systems The complex nonlinear behavior results
in irreversibility and unpredictability [14] .

4.1 Logistic map

Logistic map was used as a sequence generator
pseudorandom .One of the most common and useful chaotic
functions is the logistic map .
xn+1 = xn (1- xn) 1)
Obviously, xne [0,1] under the conditions that the initial
X0 e [0,1], where n is the iteration number and p =4 [13] .
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5. PROPOSED METHOD
The proposed method consists of two processes :

Permutation and substitution , with two stage. In the first
stage: the text is shuffled using the secret key generated by a
logistic map. The second stage: the series of permutated code
is converted to DNA using DNA encoding rules as shown in
table (1) and DNA addition operation as shown in table ( 2) .
Table (3) gives the final encrypted text. figure 2 shows The
general structure of the proposed method .

Plain Text X n Y0 r2
v v v
Logistic map

y

Permutation key

, v

Change character position

y
ASCII Code

v

Convert To Binary

v

DNA Encoding

v
d2(i) = DNA_add(d2(i-1),d1(i))

v

DNA complement

’

Encryption text

Figure 2:Block Diagram of the Proposed system
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Table 1: DNA digital coding
DNA nucleotide | Decimal | Binary
A 0 00
G 1 01
C 2 10
T 3 11

Table 2: addition operation of DNA sequence

+ A G C T
A A G C T
G G C T A
C C T A G
T T A G C

Table 3: Complementary tables

Base

Complement

—HO|0O>

> oo+

5.1 generating chaotic key

Chaotic sequence is a real value sequence. This real value
sequence can be transformed into the integer sequence. In this
method, an index based chaotic sequence is created. First, the
chaotic sequence is created using two logistic map, Input the
initial value (x0,yo0) and control parameter(r1,r2), combined
two logistic maps after which the index values that are stored
in a vector, are created according to ascending order of the
chaotic sequence. Index values represent the location of
chaotic sequence. The resultant row array contains the
integer sequence which can be used for key permutation

figure 3 shows key permutation Generation.

Ascending order

ri r2
v v If (xi > yi)
X0 —p ot —» | Merge_xy=xi
Yo _, Logistic map e Else
Merge_xy=yi
Merge_xy [(x1 [vy1 [y2 [x2 [v3 |
Index IF [ 2 | 3 | 4 B |

Sorted merge _xy ‘

X2 \x1 \Ys \Yz \Yl\

Permutation key

11 T5 3 12

Figure 3: key permutation Generation

5.2 Permutation

The rearrangement of the text location is achieved by

creating a series of integers. Chaotic based on index is used in
permutation.

Algorithm 1. Permutation process
Input: initial condition (x0,yo0,r1,r2)
Output: permutation key .

Begin
Stepl: Input the initial value(X0,y0)and the values of the
control
parameters(rl,r2) in the logistic map. The initial values (x0,y0)
are
number of floating points with a range of 10
Step2: the logistic map is iterated n times using equation.
X —r1l *X* (1—x)
y—r12xy*(l-y)
step3: the index values that are stored in a row matrix .
Step4: Compare the chaos values, whichever is the smallest
value,
and the values are arranged in ascending order with
change value of index.
if(x(i)>y(i))
mergexy(i,1)=x(i)
else
mergexy(i,1)=y(i)
end
step5: swap between Index values and the position of chaos
sequence.
for i=1tol
for j =i+1to |
if (mergexy(i)>mergexy(j))
tem=mergexy(i)
mergexy(i)=mergexy(j)
mergexy(j)=tem
tem=index(i)
index(i)=index(j)
index(j)=tem
end if
end for
end for
step6: The resultant the array contains an integer sequence
which
can be used for permutation .
Step7: original Text are scrambling using the permutation key

Step8: the scrambling ASCII codes are converted to the
corresponding binary code.
End

5.3 Substitution

Is the process where actual text value is changed To make

this encoding method extra secure and hard to analyze by
attack . Steps include the following.
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step 1: Each bit of Binary (Text), can be encoded into a single

DNA strand.
step2: DNA addition is applied on step 1.
step 3:DNA complement is applied on step 2.

Algorithm2. shuffling the Text
Input : text
Key: permutation key
Out put: scrambling the text .
Begin
Stepl: read the plaintext (message).
Step2: compute the number of the message character.
Step3: generate permutation key equal to length of message
by two 1D logistic map using algorithm (1) .

Step4:

For m from 1to length of text
h=result(m)
shuff(m)= text(h)

End for
End

Algorithm 3.encryption stage

Input :scrambling the text
Out put :encryption text

Begin

stepl: Take the result of the scrambling message from the
algorithm(2).

step2: read the message (M).

step3: convert Ascll code to BinMsg .

step 4:convert the Bin Msg to DNA encoding using rule 1 in
table (1).

step5:each bases of DNA is addition as show in Table (2)
with previous bases .

Step6:the result of step 5 is applied the DNA complement as
show in Table (3).

Step 7 :in this step the encryption text is obtain .

End

6. PERFORMANCE ANALYSIS

The output sequences must have a high degree of security,
randomness and be absolutely decorrelated from each other.
Some cryptographic tests must be performed to gauge the
degree of security. The key space and key sensitivity are
included.
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6.1 key space

The total number of different sub-keys that can be used in the
encryption represents Key space size. For a 10 ™** floating
point precision, all keys parameters (2) introductory status (2)
control parameter to produce permutation key can take 10™°
possible values. Therefore, the key space comes out as 2'°
(10 *%)*  which is big as much as necessary to defend against

the brute force attack .

6.2 key sensitivity analysis
The key sensitivity of the proposed algorithm is tested
based on two experiments:
1. Experiment one uses the same secret key for encryption
and decryption with the following details. as shown in
Table 4.

Table 4:key sensitivity with same secret key in permutation

For permutation
X0=0.546981427419036
y0=0.918273475610374
r1=3.999999999999996
r2=3.999999999999995

"Hello this is a key Sensitivity test". The result will recover

the same text.

2. Experiment two uses a different secret key for Logistic map
in permutation process and as follow. as shown in Table 5.

Table 5 :key sensitivity with two different secret key in

permutation

Inverse Permutation
x0=0.446981427419036
y0=0.918273475610374
r1=3.999999999999996
r2=3.999999999999995

Permutation

x0=0.546981427419036
y0=0.918273475610374
r1=3.999999999999996
r2=3.999999999999995

The recovered text " h syt ehnsivsltke ay telo itise" is
meaningless .

7. CONCLUSION

The purpose of this study is to build an efficient text
encryption algorithm that combines DNA and chaotic map to
achieve a robust security. The chaos systems' powerful
properties such as sensitivity dependency on initial
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conditions and system parameters . The feature of chaotic
keys used in permutation stage difficult enough to any
cryptanalyst in determining the actual parameters. any
intruder could not figure out the key. thus, parameters
confidentiality also enforces the security of the text messages.
in diffusion stage, using DNA cryptography model to enhance
the strength of security of the overall proposed system. using
operations of DNA computing and coding rules gives a
flexibility in structuring and scrambling the ciphered
message. Although, using the DNA molecular to exploit the
characteristics of high-density of storage and parallelism to
deal with huge data and decrease the time of data processing.
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