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ABSTRACT 
 
The weakness of using one layer security technique based on 
Radio Frequency Identification (RFID) for door lock is that 
the unauthorized person still could unlock the door by using a 
stolen or cloned RFID card. The objective of this article is to 
improve the security level of RFID-based door lock by adding 
one security layer namely RFID card scanning pattern. 
Research and development method was used in the 
development and testing process. The proposed system was 
implemented in the laboratory-scale model with door lock 
was modeled by using direct current (DC) micro servo. The 
proposed system equipped with two RFID reader units and a 
main controller unit. In order to be granted an access or 
unlock the door, a person should scan the RFID card on the 
two RFID readers in the correct scanning pattern using a valid 
RFID card. The scanning pattern is like a password or 
Personal Identification Number (PIN) commonly used for 
various applications. The tests results showed that the system 
was able to recognize the correct pattern and valid RFID card, 
if the pattern was correct and the card was valid then access 
was accepted and the door was unlocked for a predetermined 
time, in the experiment it was 10 seconds, otherwise the 
access was denied. The experiment also showed that every 
reader needs at least 0.2 seconds in the range of maximum 3.3 
cm to read the RFID reader successfully. The test results 
suggested that the addition of a password-like scanning 
pattern able to enhance RFID-based door lock.  
 
Key words : Door lock, multilayer security, RFID based lock, 
scanning pattern.  
 
1. INTRODUCTION 
 
House or office security is still an important factor for people 
especially when there are valuable items stored in the house or 
office. Breaking doors or windows to get in the house or office 
was commonly practiced by thieves. Mechanical door lock 
which is using a physical key to be inserted in the key-housing 
to lock the door is still widely used worldwide. The 
disadvantage of the mechanical door lock is that the key could 
 

 

be duplicated easily so that unauthorized people could open 
the door by using this duplicate key.  
 
Nowadays, the usage of electronics technology for home 
automation is gaining significant attention from researchers 
such as for home appliances automation [1], for home 
monitoring [2] and for automating the parking environment 
of the home [3]. Furthermore, besides for automating home, 
attempts for improving security of mechanical door lock 
using electronics technology have also been proposed by 
researchers for example was by using Android application 
where the door lock could be locked and unlocked by pressing 
the button of the Android application then the Android 
application send the command to the door lock controller 
using bluetooth data communication [4].  
 
Another technique was proposed by using a secret Personal 
Identification Number (PIN) where people have to insert a 
correct PIN by pressing a 4x4 size keypad in order to open the 
locked door [5]. Similar system architecture but by using 
alphanumeric keypad component to facilitate password as a 
key was proposed by researchers in [6]. Another system 
architecture was using plug-in keypad for extra security 
means that the keypad for entering PIN or password could be 
removed from the main door lock systems and bring by the 
homeowner the same as bringing mechanical key [7]. By 
using this security technique, a single PIN or password could 
be assigned for all authorized people or each person could be 
facilitated to have a unique PIN or password. However, 
because the PIN or password was implemented in 4x4 keypad 
which including number from 0-9 plus four alphabet ABCD 
and four characters the drawback of this technique is that the 
PIN or password could be known by unauthorized people 
relatively easily such as by using brute force or other 
techniques such as social engineering.  
 
Another improvement was reported in [8] and also in [9] 
where Radio Frequency Identification (RFID) technology was 
proposed for door lock to replace mechanical door lock. The 
door could only be opened by authorized people who have a 
valid RFID card. An RFID card has a tag in it which can be 
inserted as a unique code. This code should be different from 
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those of other tags in order to provide an authentication. 
Other researchers in [10] added a short message services 
(SMS) based notification warning to RFID-based door lock so 
that if there was a force break on the door then the system sent 
a warning message to the homeowner. However, there are 
some challenges and weaknesses of using RFID cards such as 
cloning and impersonating [11]. Cloning means an attempt to 
inject an RFID tag with the same code as the targeted card so 
that more than one RFID tag has the same code while 
impersonating means that the people who bring the valid 
RFID card are not the right person who should bring the card 
for accessing the door. 
 
In order to improve an RFID based security, researchers 
proposed a double security system such as using RFID tag 
plus iris recognition [12] where a person would be granted 
permission to unlock the door if it provides a valid RFID card 
and has correct iris. Another improvement was a combination 
of RFID and face recognition where the door could only be 
unlocked if the user provided a valid RFID card and the user’s 
face had been stored in the database [13], [14]. Moreover, 
researchers in [15] proposed combination of RFID and 
fingerprint as a dual security protection of door lock where the 
door lock only could be unlocked by a person who has valid 
RFID card and fingerprint while research results in [16] 
proposed multilayer security for door lock using RFID card 
and short message services (SMS) of Global Systems for 
Mobile (GSM) networks where a person would be able to 
unlocked and open the door if provide valid RFID card and 
correct one time password on sent by using GSM networks. 
Further research result was by combining three security 
techniques involving RFID, password/PIN by using keypad, 
and voice recognition [17]. 
 
The use of a password-like scanning pattern of RFID cards for 
door locks has not been reported by researchers yet. The 
objective of this article is to improve the security level of 
RFID-based door lock by adding one security layer namely 
RFID card scanning pattern.  
 
2. MATERIALS AND METHOD 
 
2.1 Authentication Scenario of the Model 
 
The general scenario of the model could be explained as 
follows. The door of the building or room would be equipped 
with an electronic system based door lock. Every authorized 
person would be given an RFID card which has a unique 
RFID code in it. The data of a valid RFID card would be 
stored in the database. In order to open the door lock, a person 
has to provide a valid RFID card and then scan it to the RFID 
readers of the electronic system based door lock using a 
certain pattern. If the pattern is correct and the RFID card is 
valid then the lock would be opened otherwise it would not. In 

this application, the RFID card was chosen as the main key 
because it gained more satisfaction for door lock compared to 
other technologies such as infrared, fingerprint and PIN code 
[18].   
 
2.2 System Architecture 
 
The proposed model has RFID readers in order to read the 
pattern of RFID card scanning. As can be seen in Figure 1, as 
a model, in this article, the model has two RFID readers.  

 
Figure 1: Block Diagram Representing the Proposed System 

 
Every RFID reader will scan the RFID card and then send the 
data to the Arduino Mega 2560 microcontroller as the main 
processor. Microcontroller was preferred to be used as the 
main controller over other instruments because it has small 
size, low power consumption and reliable so that it has been 
widely used by researchers such as for developing a wheeled 
robot for detecting gas leakage [19] and a portable 
environment monitoring system [20]. The microcontroller 
then checks both the scanning pattern and the validity of the 
RFID card and compares it to the data stored in the database. 
If both parameters are correct then the microcontroller sends 
commands to activate a direct current (DC) micro servo as 
door lock model, to turn on green Light Emitting Diode 
(LED) as indicator, and to display permission message on a 
Liquid Crystal Display (LCD). As a contrast, if there is either 
incorrect pattern or invalid RFID card then the 
microcontroller sends commands to turn on the red LED and 
to display a denial message on the LCD. The DC micro servo 
is able to rotate 180 degrees to model the door lock in the 
position of unlocked and locked. 
 
In this article, off the shelf RFID cards which are available 
commercially (shown in Figure 2) were used in the 
development and experimental phase. The card has memory 
for storing information including a unique code and an 
antenna for transmitting the data in wireless using 
electromagnetic waves. The card has a passive type RFID tag 
in it which uses 125 KHz electromagnetic waves for 
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transmitting the data. In the passive type RFID tag, the tag 
will wait and responsd to the signal transmitted by the RFID 
reader. So that, both RFID card and reader have to use the 
same frequency of electronic wave in order to communicate 
successfully. 

 
Figure 2: The Physical Appearance of RFID Card Used in the 

Experiment 
 
Arduino Mega 2560 Microcontroller (shown in Figure 3) is a 
development board which has 54 inputs/outputs (I/O)s digital 
pins (15 of them are a Pulse Width Modulation (PWM)), 16 
analogue input pins, and 4 serial port hardware or UART 
pins. It has 16 MHz oscillator, one Universal Serial Bus 
(USB) port, direct current (DC) power input, and reset button. 
Arduino Mega 2560 is a popular microcontroller and used in 
many applications [21]. 

 
Figure 3: Physical Appearance of Arduino Mega 2560 Board 
 
The LCD used in the experiment is a 16 x 2 LCD type means 
that it has 16 columns and two rows to display the 
information. It has 16 pins in total but only 10 pins used 
namely VDD, VSS, VEE, D7, D6, D5, D4, RW, RS, and E. 
The connection between Arduino Mega 2560 and the LCD is 
as follows: pin RW is connected to GND, RS is connected to 
pin 12, E is connected to pin 11, D7 is connected to pin 2, D6 
is connected to pin 3, D5 is connected to pin 4, D4 is 
connected to pin 5 as outlined in the schematic diagram of 
Figure 4. 

 
Figure 4: Schematic Diagram for Connecting Arduino Mega 

2560 Microcontroller Board and LCD 

2.3 Software Design 
 
The main software is the software developed for the 
microcontroller. Firstly, after starting or initialization 
process, the microcontroller reads the data of every RFID 
reader. If the RFID reader is ready to use then it turns on the 
LED indicator and the microcontroller sends a command to 
display that RFID reader is active and ready to display RFID 
code. Secondly, the microcontroller will check the pattern of 
the RFID card scanning. Because there are two RFID readers, 
in order to be recognized easier, the RFID reader is marked as 
RFID reader A (RA) and RFID reader B (RB). In this article, 
as a concept of proof, the correct pattern scanning was 
determined as RA-RB-RA-RA. So that, for the first instance, 
the microcontroller will check whether there is an RFID card 
scanned in RA if yes then it will continue to RB and so on. If 
not, for example the RFID reader is scanned to the RB in the 
first instance, then the microcontroller will generate a 
command to end the routine and does not give any response. If 
the pattern is correct, then the last process is the checking 
whether the RFID card is valid or not. If the RFID card is 
valid then the microcontroller will generate a command for 
turning on the green LED, displaying permission message on 
LCD and turning on the servo otherwise it turning on red 
LED and displaying denial message on LCD. The overall 
computation process is presented on the flowchart in Figure 5. 

 
Figure 5: Flowchart Representing Overall Computation 

Process of the System 
 
3.  RESULTS AND DISCUSSION 
 
3.1 Actual System Obtained  
 
In order to protect them, all hardware components of the 
proposed system were placed in three plastic boxes, i.e. one 
box for the main controller unit and two boxes for RFID 
readers units. The main controller box has an LCD display on 
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its surface as can be seen in Figure 6. Two boxes of reader 
units containing RFID reader circuits are depicted in Figure 
7. Each box has an LED indicator on its surface. The LED 
will be turned on in blue light if the reader is in standby 
condition, green light if the RFID card is valid or access is 
accepted and red light if the RFID card is invalid or access is 
denied.  

 
Figure 6: The Main Controller Unit Box 

 

 
Figure 7: Two Reader Unit Boxes Containing RFID Reader 

Hardware Circuits 
  

Steps of systems usage could be explained as follows. First, 
the system has to be turned on by connecting it to the power 
source until it is in the active condition. The active condition 
of the RFID scanner box is indicated by the blue LED turned 
on shown in Figure 8 while the active condition of the main 
controller unit is indicated by the LCD displaying a message 

to scan the RFID card as can be seen in Figure 9. After the 
system is in the standby condition then users would be able to 
scan the RFID card. If the RFID reader is able to read the 
RFID card then it turns on the green LED and the controller 
box displaying a message showing which reader is being used 
for scanning the RFID card and its corresponding code as 
depicted in Figure 10 and 11. On the contrary, if the RFID 
reader is unable to read the RFID card then it turns on the red 
LED as depicted in Figure 12 and then the whole system back 
to the standby condition. 

 
Figure 8: Blue LED of the Reader Box Indicating that the 

System is in Standby Condition 

 
Figure 9: The System is in Active or Standby Condition if the 
LCD of the Controller Displays a Message “Please scan the 

card’ (the interface uses Bahasa Indonesia). 

 
Figure 10: Green LED of the Reader Box Indicating that the 

Reader Able to Read the RFID Card 
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Figure 11: LCD of the Controller Box Displas RFID Code of 

the Card Being Scanned 
 

 
Figure 12: The red LED of the RFID Reader Box is on 

Indicating that it is Unable to Read the RFID Card 
 
3.2 RFID card reading test  
 
The RFID card reading test was carried out by scanning all 
RFID cards used in the experiment to the RFID readers of the 
system namely Reader A and Reader B. Every card has a tag 
inside of it which has unique code. If the RFID card is 
successfully read by the reader then the LCD of the controller 
box displays which reader is used for reading the RFID card 
and what is the unique code of the corresponding RFID tag 
being scanned. There are four RFID cards used in the 
experiment. Every RFID card was scanned five times 
consecutively. The test results presented in Table 1 shows that 
all readers were able to read the RFID card and the LCD of the 
controller able to display its corresponding code consistently. 

 
Table 1: RFID card reading test results 

Reader Tag Status LED Display in LCD 
A 1 Success Green Reader A: A34F21ED 
B 1 Success Green Reader B: A34F21ED 
A 2 Success Green Reader A: E9EF4F35 
B 2 Success Green Reader B: E9EF4F35 
A 3 Success Green Reader A: 1939ECD5 
B 3 Success Green Reader B: 1939ECD5 
A 4 Success Green Reader A: A29FB4D5 
B 4 Success Green Reader B: A29FB4D5 
 

3.3 RFID card reading test for various distance 
 
This test was performed to confirm the optimal distance of the 
RFID card from the reader box in the scanning process. Test 
was done by scanning the RFID card at a certain distance 
from the reader. There were a minimum five scanning 
attempts performed for every distance. The test results 
presented in Table 2 showed that the reader would be able to 
read the RFID card in the distance maximum of 3.3. cm. If the 
distance is more than 3.3 cm then the reader could not read 
the RFID any more. 

 
Table 2: Reading testing results for various distance between 

RFID reader and tag 
Tag Distance 

(cm) 
Results 

Reader A Reader B 
1 1 Success Success 
1 2 Success Success 
1 2.5 Success Success 
1 3 Success Success 
1 3.3 Success Success 
1 3.5 Fail Fail 
1 4 Fail Fail 

 
3.4 Scanning time test  
 
Scanning time test was done to unveil the minimum time 
needed by the reader to read the RFID card. The test was 
performed by scanning the RFID card on RFID readers in a 
certain determined time. The determined scanning time was 
measured by using an electronics stopwatch. Whether the 
reader was able to read the RFID card or not would be 
indicated by the color of the LED in the reader box, if the 
green LED was turned on then the reader was able to read the 
RFID card otherwise the red LED was turned on. If the reader 
was able to read the RFID reader then the LCD of the 
controller box displayed the corresponding RFID code. The 
results in Table 3 shows that every reader needs 0.2 seconds in 
minimum for scanning the RFID card. If the scanning time is 
less than 0.2 second then the reader would not be able to read 
the RFID card even if the RFID card is valid.  

 
Table 3: Reading test results for various given reading time 
Tag Reader Time 

(s) 
Status Display in 

LCD 
1 A 0.1 Fail None 
1 B 0.1 Fail None 
1 A 0.2 Success A34F21ED 
1 B 0.2 Success A34F21ED 
1 A-B 0.4 Success A34F21ED 
1 A-B-A 0.8 Success A34F21ED 
1 A-B-A-A 1.2 Success A34F21ED 
1 A-B-A-A-B 1.5 Success A34F21ED 
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3.5 Scan with correct pattern and validity test 
 
In order to test whether the system able to recognize both 
correct pattern and valid RFID code, the test was performed 
by scanning valid RFID card with correct pattern, i.e. 
RA-RB-RA-RA and scanning invalid RFID cards with the 
correct pattern. The test results presented in Table 4 shows 
that when both reading pattern is correct and the RFID code is 
valid (test number 1-4) then the access is accepted indicated 
by LCD of the controller box displays message “You are 
permitted Welcome” as depicted in the Figure 13 and the 
microcontroller of the controller cox turns on servo motor as 
action model for opening the door for certain predetermined 
time which in this publication is equal to ten seconds. 
However, although the scan pattern is correct but the RFID 
code is not matched to the database (test number 5), the access 
would be denied and the LCD of the controller box will 
display a message “You are not permitted to come in” as 
depicted in figure 14.  

 
Table 4: Reading test results with correct pattern 

Tag Reader Pattern Status 
A B 

1 Success Success RA-RB-RA-RA Accepted 
2 Success Success RA-RB-RA-RA Accepted 
3 Success Success RA-RB-RA-RA Accepted 
4 Success Success RA-RB-RA-RA Accepted 
5 Success Success RA-RB-RA-RA Denied 
 

 
Figure 13: Message Displayed by the LCD When the Access 

is Accepted 

 
Figure 14: Message Displayed by the LCD When the Access 

is Denied 

3.6 Scan with incorrect pattern test 
 
The test was carried out for confirming whether the system 
able to recognize the incorrect pattern. There were five RFID 
cards used in the experiment including four valid cards and 
one invalid card. For every RFID card, there were five 
consecutive incorrect pattern attempts test. The test results in 
Table 5 shows that the system was able to detect the incorrect 
pattern and deny the access both for valid and invalid RFID 
cards. 
 

Table 5: Reading test results with incorrect pattern 
Tag Reader Pattern Status 

A B 
1 Success Success RA-RA-RB-RA Denied 
2 Success Success RB-RB-RB-RA Denied 
3 Success Success RA-RB-RB-RA Denied 
4 Success Success RA-RB-RA-RB Denied 
5 Success Success RA-RB-RB-RB Denied 
 

3.7 Discussion 
 
The comparison of proposed system to password or PIN based 
door lock systems is presented in Table 6. It can be noted that 
compared to other PIN/password systems, the proposed 
system has secondary security techniques, i.e. the validity 
checking of RFID code. The system proposed in [7] also has 
secondary security means in the form of that the 4x4 keypad 
circuit could be unplugged and brung by the user. However, 
this technique is less praticable since bringing the 4x4 keypad 
circuit is not as simple as bringing an RFID card. Also, SMS 
warning notification needs extra cost to maintain the balance 
of GSM networks. 
 
Table 7 shows the comparison of the proposed system to other 
RFID-based door lock systems is discussed as follows. The 
door lock system which uses RFID technique only highly 
depending on the RFID code. If the RFID card is stolen or 
being cloned, then there is no secondary protection. In 
contrast, the proposed system offers a second protection by 
using a password-like reading pattern of RFID card means 
that if a person bring a stolen or cloned RFID card he/she still 
needs to provide the correct scanning pattern in order to 
unlock the door. Compared to research result in [10], the 
proposed system does not need extra recurring cost for GSM 
networks maintenance. 
 
Compared to other multi-layer RFID security techniques as 
presented in Table 8, it can be noted that the proposed system 
is different from research published by other researchers. The 
proposed system is considerably simpler and cheaper because 
it only used one microcontroller as main controller compared 
to research results in [12], [13], [14] which computer or 
computer plus microcontroller. So that, in our view, the 
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proposed system is more practicable for home or room 
application than those systems. Moreover, compared to 
research results in [16] the proposed system is simpler and 

cheaper because it does not need extra cost for GSM 
maintenance. 

 
Table 6: Comparison of proposed system to other PIN/password based systems 

Aspect Proposed System System 
in [5] 

System 
in [6] 

System in [7] 

The first layer security 
technique 

RFID code Password-like scanning 
pattern of RFID card 

PIN Password Password 

The second layer security 
technique 

RFID code - - Unplugged keypad 

Additional security feature Red LED alert Buzzer - Buzzer, SMS warning notification 
 

Table 7: The comparison of proposed system to other RFID-based door lock systems 
Aspect Proposed System System in [8] System in [9] System in [10] 

The first layer security 
technique 

RFID code Password-like 
scanning pattern of RFID card 

RFID code RFID code RFID code 

The second layer security 
technique 

RFID code - - - 

Additional security feature Red LED alert - Buzzer alert GSM-based SMS 
warning notification 

 
Table 8: The comparison of proposed system to other RFID-based multilayer door lock systems 

Aspect The Proposed 
System 

System in 
[12] 

System in 
[13] 

System in 
[14] 

System in 
[15] 

System in [16] System in [17] 

The first layer 
security 

RFID code 
Password-like 

scanning 
pattern of RFID 

card 

RFID code RFID code RFID code RFID code RFID code RFID code 

The second 
layer security 

RFID code Iris 
recognition 

Face 
recognition 

Face 
recognition 

Finger- 
print 

One time 
password 
using 4x4 

keypad 

Voice 
recognition 

The third layer 
security 

- - - - - - Password/PIN 
using 4x4 keypad 

Additional 
security feature 

Red LED alert - - GSM based 
emergency 
call, alarm 

- Buzzer - 

 
5. CONCLUSION 
 
Based on the design and testing results it could be concluded 
that the model of the password like pattern reading of RFID 
card for door lock has been successfully developed. The 
proposed system is equipped with two RFID readers and one 
main controller circuit. The tests results showed that the 
system was able to recognize the correct pattern and valid 
RFID card in order for opening the door lock, if both patterns 
were correct and the card was valid then access was accepted 
and the door lock was opened for certain predetermined time 
otherwise the access was denied. These results suggested the 
addition of password-like scanning patterns able to enhance 

the security level of RFID-based door locks. The experiment 
also showed that every reader needs at least 0.2 seconds in the 
maximum range of 3.3 cm to read the RFID reader 
successfully. However, the proposed system was still in the 
form of a model, it has not been developed in real size and 
condition which can be addressed in the future work.   
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