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 
ABSTRACT 
 
Availability of internet everywhere made us easy to advance 
in IoT and made it as a primary application in this advancing 
technology. Using this technology, Users can access devices 
remotely. Energy economical secured device management is 
proposed in this paper, where all the appliances and meters 
can admittance remotely. In proposed system, web-based 
device is hooked up to the most offer unit (meter) of the power 
unit system which can be monitored and retrieved 
information using web. Additionally, camera and motion 
detector devices are used for security purpose whose status 
will be notified with e-mail and SMS. For wireless property, 
the static science address is employed. 
 
Proposed system automation relies on the multiple 
applications in which one mode is voice recognition and the 
other is web-based application in the browser. Ultimately, the 
aim is to form devices safer and more intelligent than any 
other previous existing system. 
 
Key words: Device control, Intrusion detection, Internet of 
Things, Voice Assistance.  
 
1. INTRODUCTION 
 
Due to the development in technology, interaction between 
users and machines has become more realistic and easier in 
their regular life’s. Now a days, user-machine interaction 
analysis was tremendously increased due to IOT. The major 
objective of this technology is to access the devices connected 
remotely using the web. 
 
The applications using IoT aren't restricted to specified field, 
but usage has expanded to numerous fields. Even though a lot 
of improvement has been achieved in all fields using IOT, 
however reducing the consumption of power is still a major 
universal problem. According to the latest reports, ICT tools 
alone uses almost 4.7% of the world's electricity, which can 
probably even more increases 

 
 

2. LITERATURE REVIEW 
 
There are many devices which are primarily managed by 
phones or tablets [1] and also many devices have their own 
features which use home automation as main method. But 
cannot address issues like deficiency of user-friendly 
interface, high security systems etc [2]-[10]. Author in [11] 
modelled IoT project which gives alarm when anyone pass the 
way and the micro controller utilized for this model is 
TICC3200 launching pad board. Micro controller which is 
connected to internet starts sending alerts regardless of the 
user connected to the internet or not [14], [24] but unable to 
give clear information of unauthorized user. [12]-[13] uses 
motion detectors and cameras which are controlled by 
Raspberry pi. Different controllers are used for controlling the 
motion of various sensors which will help to police 
department (CVT) [15]. [16]-[20] describes different models 
of IoT and networks which are currently helping the 
researchers to develop more about Internet of things. 
Different implementation techniques [21]-[23] are explained 
which are efficient in the field of IoT. 
 
3. IMPLEMENTATION AND DESIGN 
 
One of the main inputs given to machine is audio or speech. 
Here, user uses voice interaction to make the system operate. 
This can be possible with the voice assistant through 
Bluetooth. If we use multiple input methods to give 
commands to system, creates confusion and disturbance. 
Also, voice quality reduces resulting in wrong outputs. To 
avoid such a type of situation a web-based dashboard is used 
in proposed method, where in controlling of various devices 
will be done using buttons present on dashboard remotely. 
Figure 1 shows the block diagram of the proposed system. 
 
3.1 Raspberry-pi 
 
Raspberry pi as shown in Figure 2 is a powerful minicomputer 
which is a quad core processor. It can be used with keyboard 
and mouse and can be programmed in the terminal. It has 
USB ports, Ethernet controller, audio out, camera adapter,  
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Figure 1: Block diagram of the proposed system  

 
Figure 2: Raspberry-pi  

 
HDMI port and various other ports. It is evolved with various 
versions as model B and B+, also we have A and A+ versions. 
BCM2835 SoC is used with 1st generation chip and has 
various levels of cache as L1, L2. It has operating system like 
Raspbian OS and also it supports various other operating 
systems. It can be connected to internet using Wi-Fi, ethernet 
and has various general purpose and special purpose input 
output connectors. 
 
3.2 Global System for Mobile (GSM) 
 
European Telecommunications Standard Institute developed 
a GSM as shown in Figure 3 which can be used by all 
customers. It is designed to know the protocols developed for 
2G digital cellular networks that is employed in mobile 
devices. Initially, it is installed in Suomi in December 1991 
and then for mobile communications, it has become a world 
customary by the mid-2010s. 
 
3.3 PIR Module 
 
This sensor as shown in Figure 4 is used to sense the motion of 
an object depends on infrared radiation. A PIR sensor will be 
small in size, usage of power consumption is low, cost is less 
and easy to handle. Due to this reasons PIR sensor is used in 
most of the appliances which are used for household purpose 
and business purpose. 

 
Figure 3: GSM Module  

 
Figure 4: PIR Module  

 
 

 
Figure 5: Bluetooth Module  

3.4 Relay 
 
Electrically operated switch is relay. There are many input 
terminals and operation contact terminals for one or many 
signals. There can be any type of different contacts for 
example: create contact, or break contact or even mixture of 
them. 

 
3.5 Bluetooth Module 
 
To communicate between devices, Bluetooth uses serial 
communication. The device is meant for communicating 
wirelessly and depends on transmitter and receiver the 
communication range will be less than 100 meters. The 
Bluetooth module as shown in Figure 5 can be operated either 
as a master or slave. The role of the master will issue the 
commands and factory setting is done by the slave module. 
Slave module only accepts connections. Master can initiate 
connections unlike the slave module. It can be used to 
establish connection between MCU and GPS. 
 
Main controller unit connected with the WI-FI network 
implements the connection of the smart home. All the devices 
which are not smart like subunits are connected to turn into 
smart appliance. Therefore, the smart homes can be accessed 
using Bluetooth to maintain the communication and also by 
voice and web assistant. 
 
Raspberry Pi module is used to interface various components 
like GSM, PIR sensor and camera as shown in figure 1. 
Various relay modules control all the devices and main relay 
module which is password protected is used to control all the 
relays hence used for security purpose. Whenever motion is 
detected in the gate/laboratory, camera turns ON and an SMS 
will be sent to mobile. Also captured photo is sent through 
E-Mail. Hence the Raspberry Pi is connected to the internet, 
we can control devices using IoT by dashboard. 
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Figure 6: Flowchart of the proposed system  

 
Also, Bluetooth is used to control the devices by using voice. 
We can pass various commands to the Raspberry-pi like 
“System ON”, “System OFF”, “Server ON”, “Server OFF”, 
“All ON”, “All OFF”. Each device can be controlled 
individually as well as at once.  
 
Whenever an unauthorized person enters the area, the PIR 
sensor detects the person and image will be captured and sent 
to the registered E-mail using GSM module. Process flow is 
shown in Figure 6. 

4. RESULTS AND DISCUSSIONS 
Any device which seems data confidential is provided with 
more security and can be accessed from anywhere around the 
world using web-based dashboard and voice assistant. Web 
based dashboard is shown in below Figure 7. 
 
Once the creation of dashboard is done, all the devices can 
control using Raspberry pi and can turn the devices ON/OFF 
or all at once. Dashboard can be accessed using IP address 
which is known to owner and shows one of the security 
features for devices. 
 

 
 

Figure 7: Dashboard 

 

 
 

Figure 8: Welcome Screen  
 
First user will login to the Raspberry pi using login ID as “pi” 
and password as “raspberry”, then a screen will open saying 
Welcome to Home Automation System as shown in  Figure 8. 
 
When a person enters the area then the external PIR sensor 
detects the person saying Capturing photo and sends the 
Email as shown in below Figure 9. Later SMS will also be 
sent to the registered mobile number as shown in below 
Figure 10. 
 
Whenever person forcefully enters the room or area then an 
internal PIR sensor detects the person and sends SMS saying 
person in room as shown in below Figure 11. 
 
Till now how to provide security to home or office has been 
done and now comes the control of devices using dashboard 
and Bluetooth. AMR Voice control app is used to connect to 
Raspberry pi and control the devices connected to the pi as 
shown in below Figure 12. Now pressing the mic button in 
app, various controls can be issued by user to control the 
devices as shown in Figure 13. 
 

 
 

Figure 9: Sending Email 
 

  
Figure 10: Sending SMS on External PIR detection 
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Figure 11: Sending SMS on Internal PIR detection  
 

 

 
 

 
Figure 12: AMR voice app 

 

 
 

Figure 13: Controlling devices using Bluetooth 
 

 
 

Figure 14: Email 

 
Figure 15: SMS 

 

 
Figure 16: Prototype of the proposed system 

 
A dashboard is also created using HTML file and is run in the 
browser as shown in Figure 7. Later an SMS and Email is 
received in the Email and mobile as shown in Figure 14 and 
15. 
 
If any intruders want to enter into home or office, then PIR 
sensor will detect the person and camera will captures the 
image of the person and that will be sent to the registered 
E-mail. Also, an SMS will be received by the mobile number 
given saying “Alert!!!” if external PIR sensor is detected and 
if internal PIR sensor is detected then it sends SMS saying, 
“Alert in room!!!”. Therefore, by using these features the 
security can be extended. The result of the project and 
hardware connection is shown in below Figure 16. 
 
5. APPLICATIONS 
 
This proposed system can be used in various areas like: 

 Home Automation 
 Industrial Automation 
 Restricted area security 
 Research centers 
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The security features make more feasible to use anywhere 
either in domestic or industrial purposes where security and 
automation are top priority. 

6. CONCLUSION 
The proposed system is designed to provide energy efficient 
secured device controller which can control the devices in a 
smart way by monitoring and accessing the devices from any 
corner of the globe and also within 100 meters using 
Bluetooth module using voice assistance. By using IoT device 
can be controlled from wherever user wants and also devices 
are made efficient by reducing the power consumption when 
not in use, also used to provide security for devices. The 
prototype can be even more efficient and improved security if 
google-assistant is added with the proposed features. 
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