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ABSTRACT 
 
Hydrocarbon production in the Extreme North on unattended 
facilities is based on low earth orbit satellite (LEOS) 
systems for communications. Their information security can 
be improved by means of Identification-Friend-or-Foe (IFF) 
system for satellite. Authentication protocol based on modular 
codes(MC) makes it possible prior to communicating session 
to determine satellite status at minimum time consumptions. 
Such result is achieved due to parallel computations based on 
MC. However, MC can also detect and correct errors. 
Therefore, development of authentication protocol, where 
redundant MC are used for correction of errors occurring 
upon calculation of response to request from identification 
system, is an urgent problem. This work is aimed at 
improvement of fault tolerance of satellite identification 
system by means of the developed authentication protocol, 
where redundant MC are used for correction of errors 
occurring upon calculation of response to request from 
interrogator. 
 
Key words: satellite authentication system, modular codes, 
residue number system, polynomial residue number system, 
error correction.  
 

1. INTRODUCTION 

Development of deposits in the coastal area of the Arctic 
Ocean is impossible without low earth orbit satellite 
(LEOS) systems for communications, their constellation 
should be comprised of at least 60 satellites [1]. While the 
number of LEOS systems used by companies upon 
development of resources of the Extreme North increases, the 
chance of imposing tapped and delayed control command for 
unattended facilities of hydrocarbon production increases. 
This could lead to environmental disaster.  

In order to prevent forced relaying interference of LEOS 
systems, some researchers [2, 3] propose to use 
Identification-Friend-or-Foe (IFF) system onboard the 
satellites. Herewith, in order to reduce time required for 
computation of satellite status, [4] developed authentication 
protocol on the basis of modular codes(MC). However, MC 
due to redundancy can detect and correct computational 
errors. Therefore, development of authentication protocol, 
 

 

where redundant MC are used for correction of errors 
occurring upon calculation of response to request from 
identification system, is an urgent problem. 

2. LITERATURE REVEIW 

2.1. Modular codes of residue number system  

In order to increase the rate of mathematical operations, [5, 6] 
propose to use MC. Depending on the base type, the following 
MC are highlighted: 

- residue number system (RNS); 

- polynomial residue number system (PRNS). 

In the RNS codes, the bases mi,  are the 
co-prime numbers, for which the following is valid: 

.m...mmm k321   (1) 

Multiplication of the bases determines operating range:  

.mМ
k

1i
i



 (2) 

Then, the RNS code of integer W, for which МW  , is as 
follows: 

)w,...,w,w(W k21 ,  (3) 

where ii mmodWw  ; k,...,2,1i  . 

Arithmetic operations in RNS, using Eq. (3), are performed 
for residues: 






 



k21 mkkm22m11 yw...,,yw,ywYW

,   (4) 






 



k21 mkkm22m11 yw...,,yw,ywYW ,

    (5) 






 



k21 mkkm22m11 yw...,,yw,ywYW , (6) 

where ii mmodyY  ; k,...,2,1i  . 

k,...,2,1i 
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Analysis of Eqs. (4)-(6) demonstrates that modular operations 
are performed in parallel with regard to the bases, 
independently of one another for short residues. As a 
consequence, the RNS codes are characterized by higher 
performance in comparison with positional codes. This 
property of RNS codes determines the scope of their 
application. Application of RNS codes for specialized signal 
digital processing was described in [7, 8, 9]. Since the basic 
operation of digital filtration is the sum of binary products, 
then [10, 11] described digital filters operating in RNS. 
Application of RNS codes for detection and correction of 
errors occurring during computations was described in [7, 12]. 
It is proposed in [13] to apply RNS codes for error correction 
upon transfer of well telemetric data. Application of protocols 
of payments and E-money withdrawal implemented in RNS 
code is described in [14, 15].  

A new scope of application of RNS codes is satellite 
identification systems using authentication protocols with 
zero knowledge proof. 

2.2. Satellite authentication protocol implemented in RNS 
code  

It is known that zero knowledge proof authentication 
protocols are characterized by high encryption strength 

without application of encryption methods. This is achieved 
by multiple verification of pretender, where the pretender P, 
while responding to requests, should prove to the verifier V 
that he possesses certain secret without real disclosure of the 
statement. It is proposed in [16, 17] to apply from 30 to 40 
rounds of authentication, which leads to significant time 
consumptions. This drawback can be eliminated by the 
authentication protocol described in [18].  

However, in order to provide high encryption strength, this 
protocol uses high prime number q. Aiming at reduction of 
time consumptions for determination of satellite status, the 
authentication protocol was developed implemented in RNS 
codes. In the protocol, the RNS bases are selected according 
to Eq. (1). Herewith, the range, using Eq. (2), should satisfy 
the condition qM  . According to (3), we obtain the 

satellite secret key )U...,,U(U k1 , the session key 

))j(S),...,j(S),j(S()j(S k21 , the parameter for 
verification of double use S(j) of key 

))j(T),...,j(T),j(T()j(T k21 . This is aided by 
converter from positional code to RNS code. The 
authentication protocol is shown in Table 1. 

 
 
 

Table 1: Satellite identification protocol 
 

Preliminary stage  
 P (pretender) Trusted center  
1 
 
2 

)U...,,U(U k1 - secret key,  
S, T – random numbers;  

)S,...,S,S(S k21 , )T,...,T,T(T k21  

Selection of bases .m...mmm k321   
g – generating element of multiplicative group mi,. 

Operating stage  
 P (pretender)  V (verifier ) 
1 Computation of session key in RNS 

)U),1j(S(F)j(S iii  ; 
Computation of verifying parameter in RNS 

)U),1j(T(F)j(T iii   
F – pseudo-random function. 

  

2 Real status is computed  

i
)j(T)j(SU

i mmodggg)j(С iii , k,...,2,1i   

  

3 Noise contamination  

).m(mod))j(T)j(T()j(T

),m(mod))j(S)j(S()j(S

),m(mod))j(UU(U

iii
*
i

iii
*
i

iii
*
i







 

where   iiii m)j(T),j(S),j(U   

  

4 Noisy status is computed  

i
)j(T)j(SU*

i mmodggg)j(С
*
i

*
i

*
i . k,...,2,1i   
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Satellite authentication 
1   Random request number is selected  

))j(d),...,j(d),j(d()j(d k21  
2 Response to request «d(j)» 

)m(mod))j(T)j(d)j(T()j(r

),m(mod))j(S)j(d)j(S()j(r

),m(mod)U)j(d)j(U()j(r

iii
*
i

3
i

iii
*
i

2
i

iiii
1
i







 

  

   Response is received  
 )j(r||)j(r||)j(r||)j(C||)j(C 3

i
2
i

1
i

*
ii  

Verification of response to request d(j) 
1   Verification of responses to request  

i
)j(r)j(r)j(r)j(d

ii mmodggg)j(C)j(Y
3
i

2
i

1
ii  

   )j(C)j(Y *
ii   – friend  

)j(C)j(Y *
ii  – foe  

 
 

However, this protocol, while reducing time consumptions for 
satellite verification, cannot detect and correct errors 
occurring during identification. Moreover, the converter from 
positional code to RNS code makes the structure of 
identification system more complicated. This drawback can 
be eliminated by the developed authentication protocol based 
on redundant PRNS codes. 

3. METHODS 

3.1 Codes of polynomial residue number system 

If irreducible polynomials pi(x),  are selected as 
bases, then the MC are arranged in polynomial ring [6]. In 
order to obtain PRNS codes, the binary code of W is presented 
in the polynomial form W(x). Then, the polynomial W(x) is 
divided by the bases pi(x), k,...,2,1i  . As a consequence, 
we obtain PRNS code. 

))x(w),...,x(w),x(w()x(W k21 ,  (7) 

where )x(pmod)x(W)x(w ii  ; k,...,2,1i  . 

The operating range of PRNS code is determined as follows:  





k

1i
i )x(p)x(P .    (8) 

Since the operations are carried out in the polynomial ring, 
then according to [19], the following is valid:  






 

)x(рkk)х(р11
k1

)х(w)х(y...,,)х(w)х(y)х(W)х(Y

, (9) 






 

)x(рkk)х(р11
k1

)х(w)х(y...,,)х(w)х(y)х(W)х(Y

,(10) 

where )x(pmod)x(y)x(Y ii ; k,...,2,1i  . 

Analysis of Eqs. (9) and (10) demonstrates that they are 
similar to Eqs. (4)-(6). Thus, the PRNS codes are 
characterized by computation rate comparable with RNS 
codes. Herewith, in order to execute Eq. (9), it is possible to 
use XOR elements, which would allow to reduce network 
consumptions in comparison with LUT tables in RNS. 

One of the important elements of authentication protocol is 
correct response to request from interrogator. If an error 
occurs during response computation, then the interrogator 
after invalid response would not allow communication session 
of its satellite. This drawback can be eliminated by the 
developed authentication protocol implemented in PRNS. 

3.2 Authentication protocol allowing to correct response 
to request from identification system based on redundant 
PRNS  

Let us take single module protocol [18] as prototype for 
authentication protocol. At preliminary stage, the following 
parameters are determined: the set of bases of PRNS code 
pi(x), k,...,2,1i  , generating element xg  , satellite 
secret key K, session key for the j-th session S(j), additional 
verification parameter T(j) identified as:  

  )x(Pdeg)j(T),j(S,Кlog2  ,     (11) 

where )(deg xР  is the degree of polynomial P(x) 
determined by Eq. (8). 

Taking into account the digits of bases of PRNS, the blocks 

are selected: )x(pdegК ii  , )x(pdegS i
j
i  , 

)x(pdegT i
j

i  , where k,...,2,1i  . Then we have: 

k,...,2,1i 
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)К||...||К||К(К k21 , )S||...||S||S(S j
k

j
2

j
1

j  , 

)T||...||T||T(T j
k

j
2

j
1

j  ,  (12) 

At the first stage of the protocol, the responder computes real 
spacecraft status: 











)x(p

TSК

)x(p

TSКj

i

j
k

j
kk

i

j
1

j
11 )x(g)x(g)x(g,...,)x(g)x(g)x(g)х(С .  (13) 

 

At the second stage, the responder determines noisy 
parameters. On the basis of the generated values 

  LT,S,К j
i

j
ii  , where 12L )x(pdeg i  , the result 

is as follows:  



L

j
ii

j
i KKK~ , 




L

j
i

j
i

j
i SSS~ ,  




L

j
i

j
i

j
i TTT~ (14) 

At the third stage, the responder obtains the value of 
spacecraft noisy status: 

 











)x(p

T~S~К~

)x(p

T~S~К~j

i

j
k

j
kk

i

j
1

j
1

j
1 )x(g)x(g)x(g,...,)x(g)x(g)x(g)х(С~ .  (15) 

 
At the fourth stage, the interrogator generates random 

number-request )d,...d,d(d j
k

j
2

j
1

j   where 

Lmoddd jj
i  , 12L )x(pdeg i  , k,...,2,1i  , which 

is transferred to satellite.  

At the fifth stage, the responder, using Eqs. (3)-(4), computes 
responses to the request:  




L

j
i

j
i

j
i

1
i KdK~)j(r , 




L

j
i

j
i

j
i

2
i SdS~)j(r , 




L

j
i

j
i

j
i

3
i TdT~)j(r .  (16) 

 
Then the satellite response is as follows: 

 

 )r...,,r(),r...,,r(),r...,,r()),x(C~...,),x(С~()),x(C...,),x(С( 3
k

3
1

2
k

2
1

1
k

1
1

j
k

jj
k

j
1 . 

 

At the sixth stage of the authentication, the interrogator 
verifies responses:  




)x(p

d3rrrj
i

j
i

i

i
3
i

2
i

1
i g)x(g)x(g)x(g)x(C)x(Y .  (17) 

"Friend" status will be assigned to spacecraft when the 
following is valid: 

 )x(C~)x(Y),...,x(C~)x(Y),x(С~)x(Y j
k

j
k

j
2

j
2

j
1

j
1   

Obviously, the satellite authentication depends firstly on 
correct responses to interrogator requests which are computed 
onboard the satellite. In the developed protocol, the responses 

)j(r),j(r),j(r 3
i

2
i

1
i  are computed with respect to the base 

12L )x(pdeg i  . Then, classical approaches to detection 

and correction of errors cannot be applied in MC. This 
disadvantage can be eliminated by the developed algorithm of 
weighted convolution of code, where two reference residues 
are computed for error correction in one residue. Thus, upon 

generation of number-request )d,...d,d(d j
k

j
2

j
1

j  , the 

interrogator computes two residues: 

.12modd2d,12moddd )x(pdeg
i

k

1i

j
i

1ij
2k

)x(pdeg
i

k

1i

j
i

j
1k

ii  






   (18) 
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The result is redundant combination 
)d,d,d,...d,d(d j

2k
j

1k
j
k

j
2

j
1

j
 . Similarly, residues are 

computed for arguments participating in Eq. (16):  

 

.12modK2K,12modKK )x(pdeg
i

k

1i

j
i

1ij
2k

)x(pdeg
i

k

1i

j
i

j
1k

ii  






  (19) 

.12modS2S,12modSS )x(pdeg
i

k

1i

j
i

1ij
2k

)x(pdeg
i

k

1i

j
i

j
1k

ii  






    (20) 

.12modT2T,12modTT )x(pdeg
i

k

1i

j
i

1ij
2k

)x(pdeg
i

k

1i

j
i

j
1k

ii  






    (21) 

.12modK~2K~,12modK~K~ )x(pdeg
i

k

1i

j
i

1ij
2k

)x(pdeg
i

k

1i

j
i

j
1k

ii  






   (22) 

.12modS~2S~,12modS~S~ )x(pdeg
i

k

1i

j
i

1ij
2k

)x(pdeg
i

k

1i

j
i

j
1k

ii  






    (23) 

   (24) 

 

During computation of three responses, Eq. (16), we obtain 
the reference residues: 

.KdK~r,KdK~r j
2k

j
2k

j
2k

1
2k

j
1k

j
1k

j
1k

1
1k  

(25) 

.SdS~r,SdS~r j
2k

j
2k

j
2k

2
2k

j
1k

j
1k

j
1k

2
1k  

(26) 

.ТdТ~r,ТdТ~r j
2k

j
2k

j
2k

3
2k

j
1k

j
1k

j
1k

3
1k  

(27) 

Then, on the basis of data residues of responses, the following 
is computed:  

,12mod)j(r2)j(r,12mod)j(r)j(r )x(pdeg
i

k

1i

u
i

1iu
2k

)x(pdeg
i

k

1i

u
i

u
1k

ii  






    (28) 

 

where .3,2,1u   In order to verify the responses, the error syndrome is 
computed: 

.12mod)j(r)j(r)j(,12mod)j(r)j(r)j( )x(pdeg
i

u
2k

u
2k

u
2k

)x(pdeg
i

u
1k

u
1k

u
1k

ii     (29) 

 

If the error syndrome is zero, then the responses are correct. 
Otherwise, the response contains error. Herewith, using the 
syndrome value, it is possible to determine the erroneous 
response and to correct it. 

4. RESULTS AND DISCUSSION 

Let in the PRNS code the following bases are selected: 

1хxхx)x(p 345
1  , 

1хxхx)x(p 2345
2  , 

1xxxx)x(p 235
3  . Then the range is

1xxxx)x(p)x(P 2101115
3

1i
i 



. On the 

basis of Eq. (11), we select the secret key 31063К  , the 
parameters 12002S  , 24001T  . Using Eq. (12), we 
present them in binary code which is subdivided into 5-bit 
blocks. 

 

.12modT~2T~,12modT~T~ )x(pdeg
i

k

1i

j
i

1ij
2k

)x(pdeg
i

k

1i

j
i

j
1k

ii  
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.K||K||K23||10||3010111010101111031063К 321101010210   

.S||S||S2||23||1100010101110101112002S 321101010210   

.T||T||T1||14||2300001011101011124001T 321101010210   

 
1. Determination of spacecraft real status according to Eq. 
(13): 

400100хxxx)x(g)x(g)x(g)х(С
)х(р

2

)х(р

231130

)x(p

TSKj
1

111

j
1

j
11 


, 

1101011xxxx)х(С
)x(p

16
)x(р

142310j
2

22




, 

2010100xxxx)х(С
)x(p

26
)x(p

1223j
3

33




. 

2. In order to determine noisy parameters, let us use Eq. (14). 
Then, at selected 2441T,10353S,3332К   
we obtain:  

     321313131
j K~||K~||K~27||18||2423||810||330K~  

, 

     321313131
j S~||S~||S~19||26||21217||323||1011S~  

, 

     321313131
j T~||T~||T~10||26||2591||1214||223T~  

. 

 

3. Determination of spacecraft noisy status according to Eq. 
(15): 

1101011xxxx)x(g)x(g)x(g)х(С~ 2)x(p

17

)x(p

25212

)x(p

T~S~K~j
1

11i

j
1

j
11 


, 

 

2811100xxxx)х(С~
)x(p

8
)x(p

262618j
2

22




,

1001010xxxx)х(С~
)x(p

25
)x(p

101927j
3

33




. 

4. Interrogator transfers number-request 

22||4||710110||00100||00111d j  . 

5. Responder determines responses to the request using Eq. 
(16). Then, for the first base we have:  

 

27KdK~)j(r
311

j
1

j
1

1
1 


, 311721)j(r

31
2

1  
, 2623725)j(r

31
3

1  
. 

 

For the second base, the responses to the request will be as 
follows: 

4KdK~)j(r
312

j
22

1
2 


, 3023426)j(r

31
2
2  

, 814426)j(r
31

3
2  

. 

 
For the third base, the responses to the request will be as 
follows: 

13KdK~)j(r
313

j
3

j
3

1
3 


, 2622219)j(r

31
2
3  

, 1812210)j(r
31

3
3  

. 
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The responder transfers two presented statuses and responses.  

6. Interrogator, using Eq. (17), determines the satellite status: 
01011xxxxxx)x(Y

)x(p
17

)x(p
37263272j

1
11




,  

11100xxxx)1xx()x(Y
)x(p

1283043j
2

2




,   01010xxxxxx)x(Y
)x(p

661961724j
3

3




. 

 

Since  )x(С~)x(Y j
i

j
i  , then the "friend" status is assigned 

to the satellite. 

Let us consider implementation of error correction algorithm. 
With this aim, let us compute two reference residues of the 
request dj = (7, 4, 22) according to Eq. (18). We obtain:  

.10224427d2d,22247dd
31

31

3

1i

j
i

1ij
531

31

3

1i

j
i

j
4  









  

 
Let us compute two reference residues Kj = (30, 10, 23) 
according to Eq. (19). We obtain:  

.1823410220К2К,1231030КК
31

31

3

1i

j
i

1ij
531

31

3

1i

j
i

j
4  









  

 
Let us compute two reference residues Sj = (11, 23, 2) 
according to Eq. (20). We obtain: 

.32423211S2S,522311SS
31

31

3

1i

j
i

1ij
531

31

3

1i

j
i

j
4  









  

 
Let us compute two reference residues Tj = (23, 14, 1) 
according to Eq. (21). We obtain: 

 

.241414223Т2Т,711423ТТ
31

31

3

1i

j
i

1ij
531

31

3

1i

j
i

j
4  









  

 

Similarly, using Eqs. (22)-(24), we have: 

 

     .24,30,10,26,25T~,27,6,19,26,21S~,22,16,27,18,2K~ jjj   

 
Then, according to Eqs. (25)-(27), we have as follows: 

     
 .25,13,13,14,27

18,1,23,10,3010,12,22,4,722,16,27,18,2KdK~)j(r
L

jjj1






 

)14,30,26,30,5(SdS~)j(r
31

jjj2 


, )21,21,18,8,26(TdT~)j(r
31

jjj3 


. 

 
On the basis of Eq. (28), we have: 

.2513414227)j(r2)j(r,13131427)j(r
31

31

3

1i

1
i

1i1
531

1
4  
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.142643025)j(r2)j(r,3026305)j(r
31

31

3

1i

2
i

1i2
531

2
4  





   

.211848226)j(r2)j(r,2118826)j(r
31

31

3

1i

3
i

1i3
531

3
4  





   

 
In this case, using Eq. (29), we obtain the error syndrome: 

 

01313)j(r)j(r)j(
3131

1
4

1
4

1
4  

 , .02525)j(r)j(r)j(
3131

1
5

1
5

1
5  

  

03030)j(r)j(r)j(
3131

2
4

2
4

2
4  

 , .01414)j(r)j(r)j(
3131

2
5

2
5

2
5  

  

02121)j(r)j(r)j(
3131

3
4

3
4

3
4  

 , .02121)j(r)j(r)j(
3131

3
5

3
5

3
5  

  

 
Since the error syndrome is zero, then the responses have no 
error. Let the error with the depth of 29К j

1   occur upon 
reading of noisy key image. The erroneous residue is 

*
3131

j
1

j
1

j
1 282930KKK  

. Then: 

 

       .25,13,13,14,2518,1,23,10,2810,12,22,4,722,16,27,18,2)j(r̂ **1   

 
Let us compute the reference residues by data residues. Then: 
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Thus, the error syndrome for the first response is: 
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Since the error syndromes coincided, then the error took place 
in the first residue and its vector was  0,0,0,0,29)j(е 
. We obtain the following: 

 
     .25,13,13,14,270,0,0,0,2925,13,13,14,25)j(е)j(r̂)j(r *11   

 

The error is corrected.  

The described algorithm makes it possible to correct error in 
the code comprised of residues with regard to one base. 
Herewith, for implementation of the given example, in 
addition to six LUT tables required for computation of 
response, additional 4 LUT tables are required for 
computation of two reference residues, two LUT tables – for 

computation of error syndrome, and one LUT table – for 
storage of error vector. In the case of triplex reservation, 18 
LUT tables would be required to compute the response. 
Therefore, the developed algorithm requires 1.38 time less 
network consumptions than the error correction with "2 out of 
3" correction method. 
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5. CONCLUSION 

This article has discussed the method of development of 
spacecraft identification system for LEOS constellation using 
polynomial MC. The importance of correction of distorted 
responses to requests from onboard interrogator is described. 
In order to solve this problem, the error correction algorithm 
was developed based on convolution of information residues. 
The presented example demonstrated efficiency of the 
developed algorithm for a code where all residues were 
obtained with respect to one base concerning detection and 
correction of single error. Herewith, the developed algorithm 
using three PRNS data bases requires 1.38 time less network 
consumptions than the error correction with "2 out of 3" 
correction method. 
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