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ABSTRACT 
 
The paper analyses the problem of protection of radio 
electronic means (REM) against electromagnetic (laser) 
terrorism, connected with the influence of laser radiation on 
REM, both of air and ground application, systems of various 
purposes. The lack of universal means of REM protection 
against laser radiation and the need to develop the effective 
means of protection, taking into account the energetic 
capabilities of electromagnetic terrorism, have been pointed 
out.  
 
The impact of decay instability on the dispersive properties of 
the solid-state plasma media and the reflection of laser 
radiation have been estimated.  
 
Key words: radio electronic means, electromagnetic radiation, 
ultrashort pulse duration, plasma protection technologies, 
gaseous plasma media.  
 
1. INTRODUCTION 
 
The analysis of the available literature and open information 
points to the problem of protecting REM, both of air and 
ground application, against the effects of electromagnetic 
(laser) terrorism, which is preconditioned by, on the one hand, 
the accessibility of special equipment to carry out 
electromagnetic terrorist attacks, and, on the other hand, the 
lack of universal means of protection of objects of impact.  

 
There are known portable laser radiation generators, the use of 
which easily ensures not only the stopping of the car, burning 
all the electronics and the ignition system in it, but also the air 
means, completely destroying the electronic control and 
management systems, if it falls into the hands of a criminal or a 
terrorist.  
 
Methods and ways of protection designed to date are not able 
to provide the required REM protection efficiency by their 
characteristics, primarily due to the absence of perfect 
case-screen (without defects), the impossibility of creating (the 
presence of structural openings, cracks, seams, connection 
points in enclosures, places for insertion of power cables, 
communication lines, etc.), or the use of sealed case-screens in 
relation to laser EMR (due to the presence of openings), the 
inability of existing limiters to withstand the impulse surges 
under the influence of a powerful EMR, insufficient 
performance and unacceptable oversized characteristics. It 
encourages the development and research of fundamentally 
new methods of REM protection against the destructive effects 
of laser EMR.  
 
For the time being, special work is being done to counteract 
portable lasers, creating completely new means of protection 
using nature-like (plasma) technologies to protect REM from 
the influence of laser EMR, which allows the physical 
mechanism of reflection of laser EMR to be realized [1, 6, 9, 
13-30].  
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The implementation of the physical mechanism of reflection of 
laser EMR from plasma solid-state material is possible due to 
the creation of conditions of decay instability in a protective 
case-screen at a sufficiently small magnitude of the field 
strength of the Langmuir wave.  
 
It means that the solid-state plasma medium actually plays the 
role of a mirror and reflects the laser radiation in the opposite 
direction at a small thickness of the shielding material.  
 
The aim of the article is to estimate the dispersion properties of 
a solid-state plasma medium in the reflection of laser radiation 
using the mechanism of decay instability.  
 

2  PROBLEM ANALYSIS 
 
According to the papers [3, 4, 7, 12], the creation of conditions 
of decay instability in a protective case-screen, in the form of a 
solid-state plasma medium, provides shielding of laser EMR as 
a sufficiently small magnitude of the field intensity of the 
Langmuir wave. It means that the solid-state plasma medium 
actually plays the role of a mirror and reflects the laser 
radiation in the opposite direction at a small thickness of the 
shielding material. 
 

In the absence of the impact of laser EMR, the particle 
distribution over time due to relaxation become a Maxwellian 
one, which is described by a known expression [20]:  
 

3 2m ve- 2me 2Tf(v) = e ,
2πT

 
 
 

               

where T is the thermodynamic air temperature; 

me– the mass of electron; 

V– the velocity of particle flow. 

 
 The solution of this equation is provided in fig. 1, which 
shows that the particle distribution function evolves and sets 
the steady state X =E/Ef. 
 

  
 
Figure 1: Evolution of time and energy distribution function 
 
Under the impact of laser EMR, a non-equilibrium state of the 
electronic subsystem occurs in a solid-state medium, which 
leads to changing its electrophysical characteristics. According 
to the results of known works by Karas V.I., Novikov V.E., 
Konyakhin H.F., Sotnikov A.M., the distribution function 
becomes two-component, and the dielectric constant becomes 
complex.  
 
 
The dependence of the imaginary part of the dielectric constant 
of the media on the phase velocity of the laser EMR and the 
ratio of the densities of the non-equilibrium and equilibrium 
parts of the distribution function is shown in fig. 2.  
 
 

 
 
Figure 2: The dependence of the imaginary part of the 
dielectric constant of the media on the phase velocity of the 
laser EMR and the ration of the densities of the 
non-equilibrium and equilibrium parts of the distribution 
function 
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The results of numerical calculations of the imaginary part of 
the dielectric constant of the medium from the phase velocity 
of the laser EMR point to the existence of an area in which the 
imaginary part is insignificant, which, in its turn, indicates the 
possibility of propagation of the laser EMR in these areas of 
phase space, but at the same time there is a significant variation 
in the dispersion properties that occur in the equilibrium state, 
which causes the possibility of reflection of the laser EMR 
from the solid-state plasma media.  
 
The surface on which the results of the numerical calculation 
of the dependence of the laser EMR frequency on the phase 
velocity and the ratio of densities on the non-equilibrium and 
equilibrium parts of the distribution function are presented, is 
shown in fig. 3.  

 
 
Figure 3: The dependence of the laser EMR frequency on the 
phase velocity and the ratio of densities on the non-equilibrium 
and equilibrium parts of the distribution function 
 
The dispersion of longitudinal waves at  ε ω,k =0 ) can be 
represented by the expression [3]:   
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psω – the frequency of acoustic plasma waves; 

iv  – the velocity of electronic sound;  
 k is a wave vector. 
 
The expression (1) can be presented in the following way: 
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For condition k << kds, для W = 5 еV  according to the 
expression у 7

iv 6 10 W  sm/s, let us calculate the 
dependence of the laser EMR frequency on the wave number 
and the ratio of the densities of the non-equilibrium and 
equilibrium parts of the distribution function.  
 

 
 
Figure 4: The surface that characterizes the dependence of the 
laser EMR frequency on the wave number and the ration of the 
densities of the non-equilibrium and equilibrium parts of the 
distribution function.  
 
The analysis of the dependence of the laser EMR frequency on 
the wave number and the ratio of the densities of the 
non-equilibrium and equilibrium parts of the distribution 
function, which is presented in fig. 4, shows that there is a wide 
area in which, under the influence of the laser EMR, its 
frequency becomes close of the frequency of plasma 
oscillations, which indicates the reflection of the laser EMR 
from solid-state plasma material. In the conditions of decay 
instability, the dispersion equation (1) for determining the 
threshold and the growth increment has the following form: 
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where dr  is the Debye radius; 

0k – the wave number of the laser ЕМR. 

According to the expression (4), we will write the ratio for the 
instability increment in the following form [2,9]: 
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32π n T k

 
 
 

,                     (5) 

  

where 0 is the amplitude of Langmuir waves; 
n0 is the initial electron density in the solid-state plasma 
material;  
Те is the temperature of the electrons of the solid-state plasma 
material.  
 
The use of the mechanism of decay instability leads to an 
increase in the magnitude of the reflection energy of the laser 
EMR.  
 
The expression to determine the increment of the amplitude 
increase makes it possible to estimate the increase in the 
reflection coefficient of the laser EMR from the solid-state 
plasma medium in the non-equilibrium state compared to the 
equilibrium one. To do this, we will use the ration of the 
corresponding parameters, taking into account the values of the 
wave numbers k and kds: 
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For conditions W =5 еV, ps = 31013 Hz, 6
TEV 10  sm/s, 

according to the expression 7
iv 6 10 W  , sm/s, let us 

calculate the ratio of the growth increments:  
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The surface that characterizes the dependence of the ratio of 
the amplitude increase increments depending on the phase 
velocity of the laser EMR and the ratio of the densities of the 
non-equilibrium and equilibrium parts of the distribution 
function is provided in fig. 5.  
 

 
 
Figure 5: The dependence of the ratio of the amplitude 
increase increments depending on the phase velocity of the 
laser EMR and the ratio of the densities of the non-equilibrium 
and equilibrium parts of the distribution function 
Thus, the creation of decay instability conditions in a 
solid-state plasma medium ensures the increase in the laser 
EMR reflection up to 43 2 010 1   times at a small thickness of 
the shielding material.  
 
3. CONCLUSION 
 
The results of the study of the shielding properties of the 
solid-state plasma medium with hexaferrite elements for the 
REM protection against laser EMR radiation have been 
presented in the article.  
 
The impact of decay instability on the dispersion properties 
of the solid-state plasma media and the reflection of laser 
radiation have been estimated. It has been shown that the 
creation of decay instability conditions in the solid-state 
plasma medium ensures the increase in the laser EMR 
reflection up to 43 2 010 1   times at a small thickness of the 
shielding material.  
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