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ABSTRACT

Recently, Mobile ad hoc network (MANET) is progressively
emerging to be an extensive part in the rise of wireless
technology domain. In this network, security has become a
major challenge which affects the data communication among
the nodes and the cluster head (mobile nodes). Those
challenges arise due to the channel vulnerability, dynamically
changing network topology, lack of infrastructure and node
vulnerability. The major objective of the experimentation is to
transmit the message from the sensor node to its correspondent
cluster head as well as to protect the message from the hackers.
In this paper, Elliptic Curve Cryptography (ECC) based
security protocol is proposed to adopt those objectives. This
paper intends to introduce a security protocol for MANET
even under varying Cluster Head environment.  Further,
attacks-based analysis and key sensitivity analysis is done to
determines the effectiveness of the communication. Also, the
performance of the proposed ECC- based security protocol
compares with the conventional Advanced Encryption
Standard (AES) protocol. The computational time of the
proposed method is compared with the methods as reported in
the literature, where the computational time of the proposed
method superior to the conventional methods. Finally, the
overall comparison ascertained that the security of the network
by proposed method increases from the standard encryption.
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1. INTRODUCTION

MANET [13] [14] [15] [16] [17] [18] [19] [20] is an
infrastructure-less, self-arranging, multi-hop and inimical
formed network prototype of mobile devices [36] [37] linked
by in-between nodes [3]. Each node in MANET takes the
responsibility of the router, in which it transmits the observed
packets to the command centre through wireless channels [1].
Since the nodes are typical of small size, there are constraints
on computation speed, memory, energy for transmission,
bandwidth, and limited battery existence [4].Due to its self-
organizing reconfigurability, the lack of physical security and
rapidly deployed ability, wireless communication, and
intermediate nodes are suffered from diverse attacks such as
masquerading, impersonation, spoofing, interception and
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modification [1]. To provide secure communication in
MANETs, two methodologies could be revealed such as
attack-oriented and cryptography.

The earlier developed works on MANET were mostly based
on the initial approach. However, those works have failed to
introduce advanced solutions to handle the possible hazards
and severe attacks [7] [8] [9] [10] [11]. Further, the security of
MANET has been developed using the second approach from
which the researchers conflicted to adopt the lightweight
cryptosystem that could satisfy restriction of resources in
MANETSs. Under such circumstances, resource-constrained
environments use symmetric cryptography (SC) [21] [22] [23]
[24] [25] in which the complexity under management of keys
in SC induces the developers to apply public key cryptography
(PKC) instead [12] [26] [27] [28] [29] [30]. Due to the
problems of the discrete logarithm, the computational
complexity increases. Thus the high-security Elliptic Curve
Cryptography (ECC) [31] [32] [33] [34] [35] has been
suggested to diminish the count of computation. Moreover,
ECC deals a better performance because it attains the similar
protection with smaller key size [6]. Several optimization
methods [39] [40] [41] [42] [43] [44] [45] [46] [47] [48] are
exploited to solve the problems of ECC.

The main contribution of this paper is to introduce a security
protocol for MANET even under varying Cluster Head
environment. The ECC based private-public key pairs is
generated for each node and a registration phase is proposed
during the change of Cluster Head. The hashing based
evaluation is performed to validate each sensor. Moreover, the
hashing is applied for both key distribution as well as message
transmission. In addition, the protocol is developed with
multiple authentication stages using ECC to protect the
protocol from attacks.

2. LITERATURE REVIEW

Srikanta Kumar Sahoo and Manmanth Narayan Sahoo have
proposed an Elliptic curve based Hierarchical cluster key
management scheme for wireless sensor network (WSN). In
this approach, Root cluster head (RCH) has generated a global
group key (GGK) and then signs it with own Root cluster group
key and sends to each Cluster Head. Cluster Head decrypted
GGK and signature by using cluster group key and then sends
it to every Sense node (SN). Finally, SN decrypted it and then
acquired GGK. Later, the author has compared the
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performance of the proposed method regarding the duration of
a generation, count of distributed messages, overall key
capacity and consumption of energy with Khamy’s scheme.
Hence, the experimental results showed that it has been
quicker than Khamy's scheme. Thus the experimental results
showed that the proposed method provides the superior
performance regarding storage of keys, count of operations and
count of messages transferred during the establishment of keys

[1].

To meet security demands as well as the communication
overhead of mobile ad hoc network Yang Yang [3] has been
suggested a lightweight Identity-Based Broadcast Encryption
(IBBE) approach. Since the group membership changes
vigorously, the group key has to be efficient. For such case, at
the encryption phase, it only adds or excludes that particular
member ID to produce a new group key and then the
communication overhead also unchanged since encapsulation
of group key remains stable. Finally, it has proved the security
analysis and compared with the truncated g-ABDHE standard
model. The experimental results have shown that it has been
achieved high efficiency and gained high security against
chosen ciphertext attack.

In 2004, Charikleia Zouridaki et al. [4] have proposed a
comprehensive approach to contribute a distributed CA-based
PKI in MANETSs based on Elliptic Curve Cryptography [4].
According to this scheme, cluster-based key management with
mobile CA servers using ECC in which the mobile
Certification Authority (CA) has to provide dispersed service
for the mobile nodes. It showed that the performance
improvement and limited computational power than the
standard systems using ECC. Ankush A. Vilhekar and C.D.
Jaidhar [6] introduced an efficient modified Authentication
Protocol using ECC on MANET for Virtual Subnets. However,
it was claimed that protocol with RSA-based cryptosystem was
failed to handle the devices with low computations such as
PDAs, mobile, smart cards, etc due to the increment of the
computational power. Thus the high security with less
computation is attained by contributing same scheme with
ECC. Thus the experimental results have proved that the
number of computations had been reduced than the RSA with
the same level of security also produced shorter key size.

Moreover, for large-scale networks, a new certificate less PGP-
like trust establishment scheme for MANET has been proposed
by Khaled Hamouid and Kamel Adi in the year 2015 [5].
Moreover, the approach has adopted a distinct method using
self-certifying ID-based cryptography. This model has granted
the mobile nodes to estimate the public-keys of each other
from only the nodes identities and their trust levels. The above
approach has proved and compared the efficiency, security,
and performance of traditional PGP-like schemes. In the same
year, an improved certificate-less public key authentication ID-
RSA using elliptic curve based algebraic groups has been
presented by Shabnam Kasra-Kermanshahi and Mazleena
Salleh [2]. More accurately, in RSA security based protocol,
the use of bilinear pairing has considered a costly
cryptographic map, and it seemed that they are not lightweight
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enough to be used in MANETS. To overcome this drawback,
the above approach has proved the ID-RSA using Elliptic
Curve-based algebraic groups. Hence the above experimental
approach has been achieved better efficiency when compared
with ID-RSA protocol. Fig 1 states the taxonomy of elliptic
curve cryptography.
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Figure 1: Taxonomy of Elliptic Curve cryptography

This section summarizes the findings of the existing literature
as well as its challenges. Therefore the existing knowledge of
the related works can be easily analyzed.Though ECC can
provide a high degree of security over message transmission
among multiple members of a network, a limited number of
applications on MANETSs have been found in the literature.
Very few researchers have worked on adopting ECC concepts
on MANET [1] [2] [3] [4] [5]- However, the intention of
exploiting the ECC has remained in accomplishing the security
with limited key size. Since the MANET is infrastructure-less
and dynamic, any nodes can become Cluster Head or RCH.
Meantime, the Cluster Head and RCH may be alive or dead
node after losing its energy. Under such circumstances, the
current protocols require major review. The fact is that the
state-of-the-art protocols become ineffective. For an instant, a
periodic data transmission has been considered in [1] under
which the RCH and Cluster Head are powerful and robust
against attacks. However, the RCH and Cluster Head are nodes
of the MANET, and they may change in the subsequent
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periods. Such periodical dynamicity has not been considered,
and so the routing protocols remain ineffective. Certificate-less
protocols [2] [5] require crucial enhancements under change of
Cluster Head and RCH, whereas the rest of the protocols [3]
[4] and [6] need to be enhanced under adversarial environment.

In general, the MANET symbolizes the complex disseminated
system that consists of diverse wireless mobile nodes. The
general architecture model of MANET is shown in fig. 2. The
network architecture is categorized into enabling technologies
and networking application and middleware, where each
category is related to specific network operations. The nodes in
the network are grouped into clusters to adopt rapid and
reliable data transmission. From each cluster, a cluster head is
selected which should receive data from the nodes of its
cluster. The main security-related challenges in MANET
include channel vulnerability, dynamically changing network
topology, lack of infrastructure and node vulnerability. If the
network dynamically changes the topology, the node may
happen to transmit the data to the cluster head which does not
belong to its cluster. Under such circumstance, wrong cluster
head may happen to receive the transmitted data and further it
receives the data from the nodes belongs to its group. As a
result, congestion may cause in the network. On the contrary,
if the wrong cluster receives the transmitted data, it may act as
the hacker which leads to losing the security of the network
which can be termed as node vulnerability. Moreover, the
channels between nodes and cluster head may sometimes act
as the hacker that comes under the channel vulnerability

challenge.

Application and
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Service location, Group communications shared memory

Networking Protocol for transport and network layer
Security, TCP, IP routing, location, addressing,
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Figure 2: Architecture of MANET

3. ECC-BASED SECURITY PROTOCOL FOR MANET

“ECC is an approach to public- key cryptography based on the
algebraic structure of elliptic curves over a finite field”. The
advantageous part of ECC is that it only needs smaller keys
when compared with the general cryptographic method. The
basic operations of ECC are elliptic curve scalar
multiplication, elliptic curve doubling, and elliptic curve
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addition. Let us consider two points A and B, and the pattern
of arithmetic operations is shown in Algorithm 1 in which the
scalar multiplication is dependent on the elliptic curve addition
and doubling operations. Thus the algorithm 1 mathematically
represents the elliptic curve scalar multiplication along with
the elliptic curve addition and doubling operations.

ALGORITHM 1: ELLIPTIC CURVE SCALAR MULTIPLICATION

Input: Integer "= @n,_,,...n,

Output: B=PA  /*Elliptic curve scalar multiplication

Initialize: B < A
For @=b=2down to 0 do

B« 2B /*Elliptic curve doubling
1f "2 =1 then
B < A® B /*Elliptic curve addition
end
End for
Return B

The ECC-based protocol for MANET security contains two
primary phases such as registration phase and an authentication
phase. The registration phase makes all nodes register to its
corresponding cluster head to provide proper services. In this
phase, the unique identity of a node IDis determined and
concatenates with the hash of that 1D and further, they are

stored in the smart card Q'. Thus this phase can share the
credential as well as to generate the common credentials. On
the other hand, authentication phase is to access the resources
of the service supplier. Fig. 3 demonstrates the protocol model
of proposed ECC-based security.

In this experiment, the unique identity of the cluster head is
denoted as SID | and unique identity of each node is denoted

as ID . Here, data G with the message Mis passed from the
node to the cluster head. In general, the objective of the
experiment is to identify whether the node of a specified
cluster is passing message only to its cluster head. For this
identification, the number of parameters is determined, in
which all the required conditions are demonstrated in the
protocol diagram. At first in the transmission section, the
verifying part starts with computing the condition as given in

Eq. (1) and eq. (2) to check it gets hold or not where X« refers
to the public key of the node, F refers to the ciphertext,

P refers to the generator of the field, PP refers to the public
key of CHRC | Kitefers to the point of cryptography (ECC),

Kix refers to the x- coordinate of Ky .

ha, =H(ID, [| SID, [z Imy [l % IS Il Ky)

1)
ha, = H(F,II'S [[ha, [ SID %Il z [ m,) (5
X =v,®H({PR" [|oy) ©)
z,=H | ID, [[H(R" ||5,)) (4)
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S=jp

(5)
K, = jp™ ©)
i=H % [Im,) ()
F,=E, [ID,SID, 7, m] ®

The message is get encrypted in the node by ECC which can

N, and

be represented as given in Eg. (9). The ciphertexts
N, are determined based on Eq. (10) and eq. (11) Where
* represents the random number. The arithmetic operation of

Nlis related to elliptic curve scalar multiplication and N
related to elliptic curve addition.

2is

F,=N,+N, )

N, =o,P (10)
N,=m, +0t1|3pUb (11)
m, = N, —N, *PP" 12)

Thus the data that has to be passed from the node to the

concerned cluster head is formed asG ={R.S.ha,,F, haZ}.
Finally, in the cluster head, the passed message is decrypted by

ECC suing eq. (12) where P ™" refers to the private key.

Sensor node N, Cluster Head
Registration Centre
CHRC
Input 10, B*, Byinto Q
Compute o, =Rep(B,g)
Compute X,
Check z,, accept or reject?
Select j, eZy,m;
Calculate j
Compute, S and F,
Compute hg
Select m,and compute F, =ECQm,)
Compute
ha, =H(R [IS[ha [ISID [1% |z, [[m;)
Compute G={F,,S,ha, F,,ha,}
Compute
K, =x8(=K;)
[10,m,SID]=Dy, (F)
Check validity of 10}
, m, SID .acceptor
reject?
Compute X and X,
Check validity of ha
and z, . Accept or
reject ?
Compute
m, =DEQF,)
Figure 3: Protocol model of proposed ECC-based security

450

3.1 Correctness of protocol

Proof 1: The correction protocol of the encryption protocol is
given in this proof. As given in the protocol,

The Representation of the K is given in Eq. (6)
Kl - Kz

Whereas, the representation of Sis given in Eq. (5)
jPPUb —xs

jPPU = xjp

PP = j(xP)

jP pub _ jP pub

Hence proved Kijs equivalent to Kz
Proof 2: The correction protocol of the decryption process is
given this section. As per eg. (12)

The representation of N2js given in Eq. (11) and N1 i given

in Eq. (10).
m2 = N2 —Nl*Ppri
m, =m, +a,P"* —qP*P""

pub

m2 =m2+a1PpUb—a1P 2m2 =m2

3.2 Registration Phase

This phase helps to eliminate the new node registration with
the actual status of the legal node. The identity-verifier table
denoted by Z help to match the new node registration with

N

legal nodes. For instance, in this phase, the node 'selects

SID the

request °!Plito the cluster head registration centre CHRC . To

the next from receiving the request, the CHRC checks whether
H(SID, || x)

I'refers to the assumed to send registration

the hash value of matches with any one of the
entries in the table £ . If the value of hash gets a match, then
the CHRC refuses the request and assert the concerned request
as invalid. In another case, CHRC randomly generates a

number Y calculate authentication

parameter ¥ = HOIDUIXIY)) - Ajso. CHRC computes  the

Zion SIDIin correspondence with Yiwhich is the form

2, =H(SID, [ ]|y, SID)) g stores the

{HEID 1X). Yi}into the table © . At last, CHRC sends this
N

information to the concerned node "'and declares the
information that should be publically accessible to all legal
nodes. The registration phase of the nodes in MANET in this
experimentation is shown in Table 2. Fig. 4 illustrates the
protocol of Registration phase.
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Sensor node N, Cluster Head Registration
Centre CHRC

Input: 1D, R", B,into Q,

Calculate (o,,6,,) =Gen(B,)

Rs ={ID,,H(R" [l5\)}
Ensure registration R and
produce vy,
Calculate

X =H(ID [ x]ly, [THAD, [[x))
Computev, =x, ® H(R" || 5})
Compute

z=H( 1D, [IH(R" [ 0))
Store {H(ID, || x), y,}into y
.z}

Store {v,,z,6,}into Q

Figure 4: Protocol model of the registration phase

Let the noun- the singular elliptic curve is denoted as

Ec, where Pbe the large prime, €2be the symmetric- key
cryptography and ! be the order. Consider the pre-constructed

smart card Q with public parameters which is in the

pub
form{p’ Ec,, P,PPR1L,Q.H()} .Also in this phase, the smart
card is obtained by each node. It is made possible by providing

the aforementioned public parameters to the node N, ,and a
built-in fingerprint scan component is embedded into the card

reader. Here, the node V' sends the request to CHRC and gain

the smart card and further it is registered to the CHRC _ The
steps of registration are depicted below.

Step 1: Initially, the node N, inserts the smart card Q into the

card reader. Obtain the unique identity of the nodeID',
password R , and personal biometric B'. Then the concerned

(5,,6,,) = Gen(B,)

node N, begins to calculate the and sends

the request for registration to CHRC .

Step 2: Consequently, CHRC verifies whether the hash value

HD; %) matches with any of the entries in the table £ after

receiving the request message. Here, CHRC rejects the request
if the hash value matches with the entries, and thus the
concerned node is declared as the invalid one. Otherwise,

CHRC pegins to caleutate’ = H (1D I1XI1 v, T HID, 1))
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vi=x ®H(R"|lo)) zy =H(X 11D, [H(R" ll6))

Consequently, the table is wupdated with  fresh
entry tHUDIX): Y} yitimately, CHRC sends 12} to the

node N'.
Step 3: The node
Q after getting{VI ' Z'}.

N'stores {V"Z"Q'}into the smart card

3.3 Authentication and Message Transmission phase

The reliable communication under the insecure channel is
made possible in this phase. The required steps of the
authentication phase are illustrated below.

Step 1: Randomly choose the nonce ™, after getting the login

. Then, compute FZ, ha,

messageG1 . After computing those
values "' sends the message G to CHRC via public channel.

Step 2: Subsequently, the CHRCtends to calculate the
K, = xS(= K,) D, SID, 2nq M
using KZXwhere Ko refers to

K2 Further, CHRC verifies

and thus determines
These are done by decrypting R
the x- coordinate of the ECC point

the freshness of ™ and also verify the validity of both IDy and

SID, by checking H{D, | X)and H(SID, %) respectively

in% . However, CHRC terminates the sitting if these verified

parameters seem to be valid. Otherwise, CHRC recovered the

ID SID

Yeand Yin correspondence with the "~'and kfrom % .

Further, CHRC calculates

the
X =H{D, I xIly, IHUD %) grg % =HSID XN
also

is essential to check whether the form

ha, =H(ID, || SID, [Iz, Imy 1% S 1IK,) and

2 =HXIY XM SIB) hoig o not. However, CHRC ends
the session, if these do not get hold. On the other hand, the

4 81D, 2,)

received recor is valid. Further, CHRC computes

M, and checked the condition ha, to authenticate the node N, .
However, CHRC terminates the session, if the authentication is

found to be failed. Otherwise, CHRC begins to calculate ' ,
Fiand™ In the end, CHRCsends the message data

Gy ={Fs.ha} a4 public channel.

4, PERFORMANCE ANALYSIS
4.1 Simulation and Procedure

The MANET network with specified nodes and cluster head is
simulated in MATLAB R2015a. The specified nodes are fixed

in the area of100m=100m  The transmission of messages from
one node to the cluster head is performed in this
experimentation. Here, hashing based evaluation is performed
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to validate each sensor. Furthermore, the security of the
transmitted messages is analyzed through the determination of
four types of attacks. To the next of this analysis, the
performance of the proposed ECC is compared with the
conventional AES based approach to certifying the
effectiveness of the proposed method.

4.2 Robustness against attacks

The four attacks such as Known Plain Text Attacks (KPA),
Cipher Text Only Attack (COA), Cipher Plain Text Attacks
(CPA) and Chosen Cipher Text Attack (CCA) are determined
in this experimentation to ensure the security of the transmitted
messages. To find the robustness of MANET against the

attacks, the message M, s altered and obtains ten equivalent
messages. To the next, the ciphertext of 10 messages is
created. KPA is the correlation between the message and the
corresponding ciphertext whereas the COA is the correlation
between the decrypted message and the ciphertext.
Subsequently, the few parts of the plain message are altered
and obtain the corresponding ciphertext. On the other hand,
CPA is the correlation between the altered text and the
ciphertext whereas CCA is the correlation between the altered
ciphertext and the decrypted text. The security features of the
protocol against the potential attacks are shown in Table 1. In
case of KPA, the ECC — based security protocol is 95% better
than AES while in the case of COA, ECC is 33% better than
AES. Furthermore, ECC is 81% superior to AES while
considering CPA and the performance of ECC is enormously
better than AES while CCA is taken into account.

Table 1: Security Features of the Protocols against Potential Attacks

Methods
AES-based
security
protocol
ECC-based
security
protocol

KPA COA CPA CCA

0.66667 | 0.12395 | 0.19535 | 0.016329

0.029586 | 0.082355 | 0.03691 | -0.15414

Table 2: Key sensitivity analysis of the transmitted messages

AE_S- based Status EQC-based Status
security protocol security protocol

64 Yes 0 No
25 Yes 0 No
31 Yes 0 No
72 Yes 0 No

3 Yes 1 Yes
119 Yes 1 Yes
53 Yes 0 No
119 Yes 1 Yes
94 Yes 0 No
45 Yes 0 No
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Table 3: Computational efficiency of the proposed method with
conventional methods

Methods Computggg)nal time
Srikanta and Manmanth [1] 26.67
Shabnam and Mazleena [2] 31.12
Yang Yang [3] 11.11
Charikleia et al. [5] 37.78
ECC-based securit
protocol / 8.8904

4.3 Key Sensitivity Analysis

To perform the key sensitivity analysis, the original key of a
transmitted message is changed ten times and performs the
decryption process. The analysis identifies the ability of the
method while changing the key. The key sensitivity analysis of
the transmitted messages is shown in Table 2. In the case of
conventional AES method, the decryption process recovers the
value nearly close to the original value, and entire messages
are get decrypted while changing keys. However, the proposed
ECC- based security protocol outperforms, as it does not
decrypt the text and some time, the decryption is possible, and
it restores the value with vast variation from the original value.

4.4 Computational Efficiency

Table 2 shows the comparison of the computational efficiency
of the proposed ECC- based security protocol against the
methods reported in the literature. The computational time is
determined based on the contribution of scalar multiplication
in the current methods. As per the paper [38], the required
time per scalar multiplication is 2.2226 ms. By this way, the
overall computational time in Srikanta and Manmanth [1] is
26.67ms, Shabnam and Mazleena [2] is 31.12ms, Yang Yang
[3] is 11.11ms, Charikleia et al. [5] is 37.78 ms and the
proposed ECC- based security protocol is 8.8904ms which is
better than entire conventional methods.

5. CONCLUSION

MANET is generally considered to be a multi-hop wireless
network consists of numerous mobile nodes. The general
security challenges include channel vulnerability, dynamically
changing network topology, lack of infrastructure and node
vulnerability. Those security-based challenges during the
transmission of a message from a single node to the equivalent
cluster head and protecting messages from the hackers are
considered in this experimentation. This paper has presented
the novel ECC - based security protocol in MANET to
overcome the challenges above. Further, the proficiency of the
proposed algorithm was endorsed by analyzing four different
types of attacks and sensitivity of key. Consequently, the
performance of the proposed method was compared with the
conventional AES method to find the ability of the adopted
algorithm. Then the computational time of the proposed
method was compared with the conventional methods as
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reported in the literature. As compared to the conventional
protocol, proposed ECC- based security protocol performs
better by achieving higher security.
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