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ABSTRACT

Duplicate packet detection during signature
verificatiapproach, suitable for static receivers. In our
proposed packet sequence number approach, packet sequence
number is calculated by random number and constant value at
the multicast sender. This constant value is shared with all the
receivers before the start of transmission. The size of the
reserved bytes for storing packet sequence number is modified
or unchanged based on the available energy at the receiver.
The energy is calculated by a multicast receiver and
forwarded to a sender during signature verification. The
sender updates reserved bytes for storing sequence number
accordingly, which reduces unnecessary usage of memory and
processing of sequence number.

Key Words: duplicate packet detection, energy, mobile
receiver, packet sequence number.

1. INTRODUCTION

In the multicast network [1] and information system, data
duplication is a generic problem. In network analysis data
duplication means duplicate packet [2]. With the increased
use of multicasting and MANET for different purposes for a
range of devices such as mobile, computer, etc. multiple
gateways are used within multicast or mobile network posses
some advantage over a single gateway in a network in terms
of packet loss. If the packet is lost in the network due to
congestion or any other reason, other gateways in the
network, which has the copy of the packet will try to deliver
the packet successfully. Usage of multiple gateways in the
network itself creates an unnecessary load on the node to
check the duplicate packets which are generated at different
gateways. Switches, routers, etc., implement the duplicate
packet monitoring in high speed links. Network devices can
maintain the information about packets that they have
received and forwarded for a period of time. When network
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devices detect the duplicate at any node or device makes use of
resources: bandwidth, memory and CPU, these resources are
rich in multicast static receivers but poor in multicast mobile
receiver [3] [4]. Duplicate packets are on the devices are
identified by information available in the packet header, but
the duplicate packet generated in the digital signature header
and at the payload is not identified by the packet header
because in the digital signature separate signature header is
attached to the packet header which will not be processed or
detected by the devices because the same payload and
signature present in two different packets. So separate scheme
or method is needed to identify the duplicate packets at the
signature header is required. (DPD) Duplicate packet
detection is very much necessary in MANET [5], wireless and
multicast network. Packets may be transmitted out via the
same interface as the one where they received or from the
different interface. Routers and switches may also receive the
same copy of the packets from different neighbors. A
temporal packet identification mechanism is recommended to
detect and reduce the duplicate packet forwarding where
incoming packets are compared with packets which are
present in the buffer and recently processed. The packets can
be duplicated at different stage switches, routers, Network
address translation and at transport process are identified and
processed by the device itself. Different schemes and methods
are available for duplicate packet identification and removal
or avoiding but separate scheme for energy constraint
duplicate packet detection scheme is needed for Mobile
receivers. Scheme in [6] utilizes energy efficiently, suitable
for mobile receiver. In this paper, we introduce the packet
sequence number of different sizes based on the available
energy and the batch size in the signature header of the
batches. Our research paper is organized as follows: part 1:
focused on the introduction and related works and drawbacks.
Part 2: proposes the basic idea and research method. Part 3:
compares the results and findings of research carried out. Part
4: highlights the conclusion of the proposed work.
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1.1 Related Work

In some situations a forged packet from the attacker or from

intermediate devices disrupts batch signature verification,
which leads to DoS (Deniel of Service) [7] attack. In [1] mark
isapplied to each packet recursively using divide and conquer
approach, which is unique to every packet and not easily
spoofed. This method is used to identify the duplicate packet
in static receivers due to its high computation and processing
cost not suitable for mobile receivers. In [8] [9] [10] tolerate
DosS attack to maximum level, here duplicate packet injection
[11] [12] is controlled by using constant factor. Computation
cost is less when compared to [1], but processing of constant
factor to each packet creates extra overhead to the receiver not
suitable for mobile receivers. In [13] numbers of gateways in
the network are minimized to some level to reduce the
maximum number of duplicate packets. In [13] uses a unique
packet identifier at the gateway using a hash function to
identify the packet which is forwarded from each gateway,
minimizes complexity and the traffic due to duplicate packet
occurrence in a multicast network. The main drawback of
[13] is the size or number of bytes reserved to store the packet
unique identification is calculated using a hash and effective
utilization of energy or resource of mobile receiver is not
addressed. Duplicate packet detection methodology in [14]
uses sliding window [15] method and packet comparison
process. In sliding window method, each packet is compared
with all other packets in the window size n, if the packet
matches then it is marked as duplicate. Adjusting the size of
the window when the load on the receiver is varied is not
discussed. Packet comparison in [15] each packet is compared
with tcp/udp payload, IP payload and Ethernet payload are
compared first, if any of the fields matches than type of
duplicate is identified. These identifications can be done by
the device itself, so no separate scheme is required, which
creates an unnecessary burden to mobile receiver resources.
In [16] uses two methods for duplicate packet detection:
sequence number duplicates packet detection (S-DPD) and
Hash based duplicate packet detection (H-DPD). S-DPD
minimizes memory and CPU required to duplicate packet
identification, H-DPD minimizes bandwidth required to
duplicate packet identification. We introduce packet sequence
number identification technique for energy constraint mobile
devices [17] [18] [19] during batch signature verification.
[20] Uses MD5 and SHA-1 methods distribute data across a
variety of cloud servers for duplication which increases
reliability to some extent. The selective data compression
method is used for removing same copy of data. This
duplication is not suitable for duplicates packet detection
during signature verification because signature verification
and duplicate packet identification are carried out on a same
node. We are considering multicast mobile node which has
the low processing capability, so it’s not possible to share the
packets across the different servers or nodes.
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2. RESEARCH METHOD

Here we are using efficient packet sequence number approach
for packet identification during signature verification.

2.1 Basic ldea

When a multicast packet is transferred from a sender to group
of receiver in the network [21] [22] [23], some nodes are static
having enormous energy and others having limited capability
mobile node. Different types of digital signature schemes are
available for multicast batch signature authentication. MABS
[1] provides a mechanism to overcome from DoS attack and
duplicate packets. Duplicate packet detection in [16] S-DPD
identifies duplicate packet by inserting a packet sequence
number to each packet. Packet identification, length used is
fixed in the header of the packet, but the reserved bytes for
storing sequence of the packet are not increased or decreased
based on the number of packets in different batches to be
considered. Some application like video streaming and online
stock exchange, etc., uses more than thousand packets
processing at a particular time to play out. Two bytes reserved
for storing packet sequence number is not sufficient to store
identity. Two or more packets may get the same sequence in
some instance for that either we have to reset the packet
sequence number of the sender memory to zero after some
traffic or the number of bytes reserved for storing the
sequence number in the header of the packet to be increased.
If we increase the size of the reserved bits in the header for
storing sequence number, creates wastage of memory bytes
when not in use and processing of large bits in the packet
header leads to unnecessary utilization of energy at the
receiving node. If we reset the reserved bytes used for the
sequence number to zero in the packet header than on what
factor it will be done. If it resets automatically than how the
receiver will come to know when the sequence number is set
to zero, even if we calculate also it needs extra monitoring
along with the comparison of sequence number both at the
sender and receiver. So algorithm or method is required for
sequence number insertion in the packet header [24] and
setting sequence number in memory to zero based on the
current situation. Increasing or decreasing reserved bytes for
storing the sequence number in the header of the packet at the
sender upon request from a receiver. This processing requires
some extra energy and resources that can be managed in our
proposed methodology.

2.2 Proposed Methodology

In our proposed method packet identification is calculated
and inserted at the sender using constant factor and sequence
number which is shared with the receiver. Receiver also
calculates the packet identification using the constant factor
and sequence number received from the sender and compares
with the each packet and store in memory
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2.2.1 Sequence number insertion at the sender

Sender forwards random constant K and the first sequence
number Si to the receiver, first three bits of two bytes are used
to store this constant value. Sequence number S starts from
the lowest possible value usually less than ten and stored in
remaining fifteen bits of two bytes. Constant factor ‘K’ and
first sequence number *S1’ is calculated by using random
function, which is then converted to numbers within 20 by
using modulo operation.

Kranam= random-function() 1)
Equation (1) calculates random number stores to Kizngm

K= Kianam % 20 (2
Equation (2) updates the value of Kngm to less than 20 and
stores in K

S1ianam= random-function() 3)
Equation (3) calculates random number stores to S1anm

S1= Slanam % 20 4)
Equation (4) updates the value of S1;,,qm to less than 20 and
stores in S1

0<K<19 and 0<S1<19

K and S1 value should be greater than zero and less than 19, if
either value is equals to zero than discards it and recalculates
Sl and K.

Sequence number identification is inserted into the header of
each packet at the time of signature generation.

n .
Er;lSseq = _[__ 151 + k (5)
Equation (5) calculates  Sseq for each packet from 1 to n,
each Sseq is sum of Si and K. Sseq is the sequence number is
calculated for packet identification to each packet in the
batches. 'n’ is the number of packets in the batch and
calculates sequence number Si+K to each packet in the
batches using the above equation and added in the packet
header. ‘K” and Si value are recomputed and shared with the
receiver when the reserved bytes for storing sequence number
modified. Signature is applied to each batch. Apply the above
method to all the packets in the batches.
When the receiver requested to increase the batch size than
the sender check the reserved byte for packet id, if its two
bytes than a reserved byte of packet id is double that is four, if
it’s four bytes than sender keeps four byte itself as the reserved
byte for packet id. When the receiver requested to decrease the
batch size than the sender checks the reserved byte for packet
id, if it's four bytes than a reserved byte of packet id is reduced
to half the original that is two. If its two bytes than sender
keeps two byte itself as the reserved byte for packet id.

Consider the batch ‘B’ contains ‘n’ number of packets at the
Sender ‘S’

Applying sequence number during Signature generation
sequence-number (signed(B)) (6)
Equation (6) applies sequence numbers of all packets to the
signature header during signature generation than transferred
to multicast receiver R.
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2.2.2 Sequence number verification at the receiver

Receiver checks available energy at the receiver for every ‘t’
second time interval to update the sender to modify the
reserved bytes for storing the sequence number in the
signature header. When the available energy is more than
50% than receiver will request one time to double the reserved
bytes for storing sequence number. When the available energy
is less than 50% than receiver will request one time to reduce
the reserved bytes for storing sequence number to half the
original value. When a signed batch reaches the receiver, the
receiver verifies the signature.

Enax = maximum energy of the node

E; > energyattime ‘t’

E; = Energy-calculate(R) (7)
Equation (7) calculates the energy available at the receiver
and stores in E;
E: > Emad2 (8)
Equation (8) checks whether the value of E; is greater than
half of the maximum available energy at the receiver than
receiver request to double the reserved bytes for the sequence
number

E, <= Emad2 (9)

Equation (9) checks whether the value of E; is less than half of
the maximum available energy at the receiver than receiver
request to reduce the reserved bytes for the sequence number
to half the original value

The receiver calculates Si+K. of the each packet, and stores in
the memory. For every Si+K presents in the two byte header
of receiving packets and signature header present in each
batch is compared with all the Si+K present in the memory, if
there exists any duplicate Si+K than that packet id is
considered as duplicate and discards it. Si+K in the memory is
removed when a new ‘S’ and ‘K’ is shared from the sender,
this reduces the number of comparisons carried for Si+K
between memory and signature header.

Sequence number identification is calculated by the receiver
for comparing the sequence number of the signature header
and stores in the memory.

Rea=],_, Si+k

Equation (10) calculates the sequence number from 1 to n

(10)

Signature verification function

Batch-signature-verify (Signed(B)) (11)

Equation (11) verifies signature, receiver calculated sequence
number ‘Rgq* is compared with the ‘Seq" in signature header
of the batch, if there is any duplicate sequence number has
come than the packet with that sequence number is discarded.
Sequence number verification is passed during signature
verification than data presented in the batches are displayed
without duplication.
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3. RESULT AND DISCUSSION
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Figure 1: Reserved bytes for packet-id based on the energy

Figure 1. Shows reserved byte for storing packet identification
using the sequence number method. When the energy of the
receiver is reached to less than 50 percent than the reserved
byte for storing packet identification is reduced to two and its
updated to four when the energy at the receiver crosses to
more than 50 percent. This updating the reserved bytes for
storing packet identification creates negligible overhead to
sender and receiver, but significantly helps for mobile
receiver which has low energy and capability at all the time.
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Figure 2: More number of packet identity comparison

Figure 2. Shows number of comparisons to check for
duplicate packet identification increases at the receiver for
each new packet of the batches in all existing methods. At
times t=1 to t=14 number of comparisons for packet
identification is increased to 375 from 1 and unique packet
identification is also increased to 85 from 1. If the packet
identification not set to zero after some interval than the
number of comparisons staring at the receiver is increased
significantly. This comparison increases to thousands
together in live streaming video which are sent through
batches. This comparison time becomes more than the
signature verification time and utilizes maximum energy of
the receiver not suitable for energy constrained mobile
receivers.
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Figure 3: Less number of packet identity comparison

Figure 3. Shows the number of comparisons to check for
duplicate packet identification increases at the receiver for
each new packet of the batches. At time t=1 to t=8 number of
comparisons for packet identification is increased to 180 from
1 and unique packet identification is also increased to 40 from
1. When the time t=9 receiver requested to update the
reserved bits in the header for packet identification (either two
or four) than the sender starts calculating unique packet
identification from the 1 updating its memory to 0. The
receiver also updates its memory for storing packet
identification after comparison to zero and starts a new entry
of unique packet identification in the memory. Hence, in the
figure at time t=10 packet identification comparison again
starts from 1. If the packet packet identification not set to zero
after some interval than the number of comparisons storing at
the receiver increases in higher rate which creates overhead
and also utilize more energy.
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Figure 4: Energy utilized for packet comparison

Figure 4. Shows energy utilized for comparing the packet
sequence number in the existing method to process 20 batches
each batch containing 05 packets of 1024 bytes, contains
uniform reserved bytes for storing packet identification
throughout the multicast transmission. In our proposed
method for comparison from 1 to 8 batches (each batch
containing 05 packets of 1024 bytes) energy utilized is equal
to that of the existing method. For batch number 9 to batch
number 21 energy utilized is less when compared to existing
methods because the reserved bytes for storing is updated
(either two or four) than the sequence number comparisons
also reduced. The sequence number is calculated from new
lower values. The energy utilized in proposed method is
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slightly lesser than that of the energy utilized in the existing
method, but this small difference in the utilization of energy
impacts on the delivery of service in mobile receivers.

4. CONCLUSION

Results in our proposed method shows Duplicate packet
detection at the signature header during signature verification
using the sequence number method utilizes less comparison
and time when compared to existing methods for duplicate
packet detection and verification. It is due to resetting the
sequence numbers of packets, when the receiver requests for
updating the reserved bytes for storing the sequence number.
Modifying the reserved bytes for storing sequence number
based on the available energy at the receiver utilizes the
energy efficiently and processes sequence number in the
signature header quickly.
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