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ABSTRACT

The article considers the issues of protection of electronic
means from the destructive effects of electromagnetic radiation
created by terrorist means of electromagnetic effects. The basic
requirements to means of protection which are realized on the
basis of use of nature-like technologies are defined.

Possible variants of influence on radio electronic means
(REM) are considered. Requirements for means of protection
of electronic means against destructive electromagnetic
influence created by terrorist means are defined.

The necessity of protection of REM of especially important
state objects from the destructive electromagnetic influence
created by terrorist means by means of means of protection on
the basis of use of the nature-like technologies is proved.

Key words: Radio electronic means, electromagnetic
radiation, ultrashort pulse duration, plasma protection
technologies, gaseous plasma media.

1. INTRODUCTION

At present, with the advent of new information technologies,
solving problems of increasing the capacity of strategic energy
facilities, expanding energy supply systems, protection against
electromagnetic influence (EMR) of radio electronic means
(REM) of strategic energy facilities (object of protection) is
becoming important.

The REM failure rate of the object of protection is one of the
highest in relation to other systems of efficiency.
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The reasons for such failures, which lead to the failure or
complete failure of REM, depend on insufficient security and
non-compliance with the requirements for protection against
the effects of strong EMR.

The external influence of EMR can include electromagnetic
processes associated with the operation and / or disturbances in
the operation of other technical electronic means of
automation, technological equipment of the object of
protection, as well as natural phenomena and actions of
personnel that impair the quality of automation systems.

Types of electromagnetic interference that affect the REM of
the object of protection [1-12]:

discharges of static electricity on the REM case, controls and
external shields of cables;

nanosecond pulse interference in information circles and
power supply coming from external sources of unintentional
influence and possible terrorist means of electromagnetic
influence;

magnetic fields of industrial frequency and others.

The object of protection is a complex structure, occupies a
large area, has electrical connections with power systems,
contains automated control, relay protection, alarms and
others. All these components are exposed to various external
and internal electromagnetic influences in normal and
emergency cases.

The main reasons for this impact are:
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destructive influence of terrorist means of electromagnetic
influence on the REM of the object of protection;

lightning strikes directly on the object of protection,
connecting lines or near them;

switching processes on the high voltage side as a result of
scheduled switching, emergency processes (short circuit,
overlapping of insulation of power lines, switching, etc.);

switching processes on the low voltage side when the REM is
on and off, having inductive circuits with current or capacitive
devices with voltage;

the presence of devices that create strong electric and magnetic
fields of industrial frequency;

the presence of powerful high-frequency communication
devices, data transmission, etc .;

the presence of fluctuations in the frequency of higher
harmonics;
discharges of static electricity.

From the large list of possible electromagnetic influences of
natural, technogenic character or human, it is possible to
allocate destructive influence by terrorist means of
electromagnetic influence on REM of object of protection.

Today, time for the control of technological processes is
increasingly using modern electronic components based on
microprocessor technology.

The complexity of electrical circuits of power facilities, as well
as the expansion of the use of microprocessor technology,
which has much lower levels of operating voltage and currents
compared to common technology (electromechanical relays,
contactors, electricity meters, etc.), and hence lower thresholds
noise immunity, exacerbate the problems of protection against
EMR. Operation of microprocessor technology in conditions
of powerful electric and magnetic fields is a characteristic
feature of modern energy facilities.

One of the most important issues that needs to be addressed
to ensure the safety and reliability of operation of energy
facilities - reduction (exclusion) of powerful electromagnetic
effects on the normal functioning of REM, through the
development of new means of protection using natural
(plasma) environments.

1.1 Problem analysis

Analysis of the available literature indicates the great interest
of scientists to study the processes of generating powerful
EMR [1, 2, 3, 4, 5, 17, 21-23], the use of generators of
powerful EMR including for influencing the element base of a
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radio electronic system. The results characterizing the state of
the latest achievements in the field of protection of REM from
EMR are presented in [1, 3, 5, 14, 15, 16,18-20]. There are
also many works devoted to traditional methods and means of
protecting radio electronic devices against the effects of
microwave radiation (MVR) [1, 2]. Recently, there have been
publications devoted to the use of radioisotope technologies for
the protection of radio-electronic devices from exposure to
electromagnetic radiation, which are nature-like [5, 11-14].

The nature of these technologies is associated with the use of
reflecting and absorbing properties of plasma, which is the
most common state of matter. Also associated with the use of
properties of lightning, as a discharge in air, which in the first
approximation can be used to create a highly conductive state
of air in the holes in the slots of the housing-screens to protect
against powerful electromagnetic radiation by breakdown and
further energy removal of electromagnetic radiation.

At the same time, there are no mathematical models for
describing the modified electrophysical properties of a
solid-state plasma medium with hexaferrite elements.

The aim of research is development of a model of combined
solid plasma material for the protection of radio-electronic
means of optical and radio radiation.

2. MAIN MATERIAL

Consider from a general standpoint approaches to determining
the requirements for REM protection. To do this, we present
REM in the form of a generalized model taking into account
the state of operation.

According to the proposed generalized models of REM, we
establish the relationship between the means and conditions of
influence and REM [5, 22-25].

Given the main purpose of REM, as a general criterion for
assessing its effectiveness, we will use the probability of
performing a functional task in terms of possible influences.
Based on this, taking into account the state of normal operation
and reliability of the REM element base, we present in the
form:

1)

Ppo3=f(Pye:Pu:Pemr :Pmy iPm) »

where P4 — the probability of normal REM operation;

Py — the probability of failure of REM;

Ppp3 — the probability of a terrorist REM;

P,y — probability of influence of meteorological conditions;
Prpr—the likelihood of unintentional interference.
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Assuming that REM operates only by terrorist means of
electromagnetic influence, Pgg3 will be determined by the
spatial and energy characteristics of terrorist means of
electromagnetic influence. Based on this Pgg3 write in the
form:

PB(Dg_f(H J; (2)

ENEMR

where TI — the flow of falling power created by
ENEMR

terrorist means of electromagnetic influence.

Functional damage to REM is carried out under the following
condition

> HH ,
EMR

3)

En

where 17 —the threshold value of the incident power flow at
which the functional lesion of the REM.

Considering (3) Ppp3 under the influence of terrorist means
of electromagnetic influence will be determined as follows:

Pgos —P[HE < HH]. (4)

"EMR

Taking into account the distance R between REM and terrorist
means of electromagnetic influence, the attenuation of EMR
energy during the propagation in space of the power of terrorist
means of electromagnetic influence, the pulse duration of
EMR 1; falling power flow P ygiation @t the input of REM

will be presented as:

for radio frequency exposure of undirected action

PagiationTi G -
HH:KB radiation ‘i eaR

4nR? ©)

where P agiation Ti = Wradiation — the radiation energy of a pulsed

generator of terrorist means of electromagnetic influence,
which is determined by the power and duration of the radiation
pulse, respectively;

G — the gain of the antenna of the generator of terrorist means
of electromagnetic influence;

o — linear attenuation coefficient of EMR in the propagation
path;

R — propagation distance;
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Kp— EMR utilization factor;
for optical exposure

W, adiation -
[ =K, ~radiation ,-aR

ORZ (6)

Taking into account the EMR shielding in accordance with
(2), (3), (5) we present (4) as follows:

for radio  frequency  exposure  of  undirected
. P adiationTiG - iy
action Ppgys —P[HEH < Ky diation i ook § 01K ] .
47R

for optical exposure

W, diation - N
radiation ,-0R 1)-0.1Kg

PB(D3_P[HBX <Kg OR?

]- (8)

Expressions (7), (8) allow to determine the distance at which
the functional defeat of terrorist means of electromagnetic
influence with the corresponding energy parameters of a REM
depending on the stability of its element base, which
determines the threshold value of the incident power flux at
which the functional REM damage, as well as the parameters
of shielding means of REM protection.

R - Wiradiation KB e R0 0-1K, (9)
max HHQ
Consider that
2
E
HBX:[EXH]:? y
where Z=377Q.
Then, taking into account (5), we write:
R - 3OpradiationGKB e-leO-O.OSKE ) (10)
max EH’[iz

Let's define the basic requirements to means of protection,
proceeding from the most general assumptions concerning
characteristics of objects of protection and terrorist means of
electromagnetic influence, radio frequency and optical
influence given in literature. [1-7, 24-27].

Taking into account the pulse duration of EMR, which lies in
the range from units - tens of nanoseconds to 10™%s, the energy
at which degradation phenomena occur in the most sensitive
elements 10™... 10® J and the laser energy at which the
protective material will evaporate (0,2...2,5 J/sm? at t;=10"%),
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as well as the magnitude of the power of terrorist means of
electromagnetic influence from 1 to 100 GW and more [7-14],
REM protection must be carried out taking into account the
principles of construction of REM themselves, their purpose
and a wide range of EMR characteristics, which can lead to
functional damage to REM.

Recently, a number of factors and trends have been identified
that directly or indirectly lead to a decrease in the effectiveness
of the use of devices and means of protection of REM from
EMR, which include the following:

expanding the range of tasks to be solved by disabling REM;
sudden application;

reduction of quality requirements for information on REM
characteristics;

expansion of types and further improvement of terrorist means
of electromagnetic influence, which is aimed at increasing the
energy of electromagnetic influence and reducing the pulse
duration (107°...10%s);

Due to these factors, devices and means of protection of REM
from EMR must provide in the ultra-wide frequency band a
level of shielding at which the value of EMR energy that will
pass to the REM elements will not exceed when degradation
effects occur (not more 10°® J), and reflection of laser energy,
which will not evaporate the protective material (> 0,2...2,5
JIsm? at 1;=10").

When substantiating the requirements it is necessary to take
into account the following:

based on the conditions of placement on air objects, means and
devices of protection should occupy an insignificant part of the
total weight and volume taken away under payload ((20 ... 40)
g/m?);

given the tendency to increase the flight speed of aeroballistic
objects to 1 km / s and more, the characteristics of the
protective coating should not significantly depend on the flight
parameters, which are due primarily to the temperature of the
coating (up to 2000K) [1-3, 28,2 9], means of protection
should not severely limit the possibilities of flight conditions;
in addition, protection must be repeated and without prior
training;

in view of the possible rapid change of location of EMR
devices, devices and means of protection should not require
preparation for their use.

The creation of devices and means of protection of REM,
taking into account the main characteristics, features of
application and functioning of terrorist means of
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electromagnetic influence, should be aimed at the optimal
combination and implementation of the following principles:

no influence on the process of REM functioning when
interacting with EMR,;

instant response to EMR (ensuring the required speed taking
into account the duration of the EMR pulse);

energy independence or
consumption;

minimum allowable energy

reusability;

invariability or permissible increase of weight and

dimensional characteristics of objects of protection;

practical implementation and possibility of application on both
ground and airborne objects.

The implementation of these principles is aimed at improving
the effectiveness of REM protection against destructive
unintentional EMR and the impact of terrorist means of
electromagnetic influence, to the maximum allowable, which
will ensure the performance of the functional task of REM

3. CONCLUSION

A generalized stochastic model of REM under conditions of
electromagnetic terrorism has been developed.

The basic calculation ratios for the determination of the ways
and composition of the means of protection, depending on the
energy parameters of the means of electromagnetic terrorism,
have been given.

The criterion for estimating the effectiveness of REM
functioning under conditions of electromagnetic terrorism has
been developed, namely, taking into account the stochastic
model of the REM functioning process, it has been proposed to
use the probability of fulfilling the task in the conditions of
possible influences.

The main requirements for the protection of radio-electronic
equipment of energetic objects from the terroristic influence by
electromagnetic radiation have been formulated.
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