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ABSTRACT 
 
Security is needed as it could secure the routine activities 
particularly when it comes to document-related works. The 
signature authentication system is being used widely in this 
era of technology to authenticate an individual’s identity. Yet, 
several problems such as the increasing number of forge 
signature still occur, which induced a need for an efficient 
signature authentication system. The human eyes could not 
differentiate between the genuine and forge signature, and the 
traditional method to authenticate a signature in financial 
institutions mainly is very time-consuming. Thus, an off-line 
handwritten signature authentication using a technique of 
Histogram of Oriented Gradient (HOG) is proposed. HOG is a 
gradient-based feature extraction method. Initially, the offline 
handwritten signature images will go through the 
pre-processing and image enhancement processes such as 
binarization, thinning, noise removal, and resizing. Next, the 
shape feature is extracted using the HOG which produced the 
feature vector values. Different images will have different 
feature vector values. These values are then be used to 
measure the similarity between the genuine and tested 
signatures using Euclidean distance. Three threshold values 
are used for the performance analysis of the HOG signature 
authentication which are 15, 20, and 30. From the analysis 
conducted, it is found out that 15 and 20 are the best threshold 
values for HOG which returned good performance of 87.5% 
for Overall Accuracy (OA). It is expected that the outcome of 
this study may assist the user in the off-line handwritten 
signature authentication in the future. 
 
Key words: Histogram of Gradient (HOG), offline 
handwritten signature, authentication, Euclidean distance 
 
1. INTRODUCTION 
 
Individual biometric authentication has become a growing 
trend. With the rapid development of information technology, 
personal authentication is becoming more necessary and even 
crucial in many fields [1]. In addition, it has already become a 
necessity in modern organizations and businesses. Among 
many existing biometrics used for person authentication, 
handwritten signature authentication is the most widely 
 

 

researched one [2]. Referring to the study conducted by [3], 
the handwritten signature remains the most widely accepted 
form of confirmation and it is used to authenticate one's 
identity.  
 
Signature authentication and identification is a technology 
that can enhance security in our day to day transaction held in 
society [4].Generally, there are two types of signature 
authentication techniques [5] which are online and off-line. 
The off-line technique is known as dynamic signature 
authentication which works on handwritten documents. 
According to [6], in the off-line signature authentication 
technique, images of the signatures written on paper are 
captured using a scanner or a camera. The off-line 
authentication only covers the images which are obtained 
from a scanner or digital camera [7]. An off-line signature 
authentication uses some mechanism as a classifier and some 
sample signatures are stored in a database [8]. 
 
An off-line signature authentication system generally consists 
of four components such as data attainment, processing, 
extraction of features, identification, and authentication [9]. 
The authentication process must rely entirely on features 
which can only be extracted from the static signature picture.  
 
Some of the off-line signature authentication applications 
include the authentication of bank cheques, identity cards, 
administrative forms, formal agreements, acknowledgment of 
services received and many more[3]. The basicnature of 
human eyes could not authenticate the signatures [10]. 
Human eye may have difficulty in identifying the fraudulent 
signatures accurately, as the individual intricacies of each 
signature vary each time a person signs. A study in [11] stated 
that, it is difficult for any expert’s eye to verify the ratios 
between lines and angles of a genuine signature and fraud 
signature precisely as human eyes is prone to error. 
Additionally, the traditional authentication method is claimed 
to be very time-consuming [9]. The cheque is taken in the 
back room and then it is authenticated manually by a person 
present over there using our previous documents which are 
signed and stored [12].  
 
Previously, an algorithm known as Dynamic Time Warping 
(DTW) is used to authenticate the signature. It is one of the 
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algorithms for measuring the similarity between two 
temporal time series sequences, which may vary in speed.  
However, the DTW forsignature authentication forming a 
misalignment scores between the authenticating signature and 
a set of template signatures [13].Many other problems 
regarding the handwritten signature due to signature forgery 
cases are also discussed[14]. A huge increase in forgery cases 
relative to signatures induced a need for efficient signature 
authentication system[15]. There are many types of forgeries 
such as simulation, tracing, cut and paste, electronic forgeries 
and freehand signature [16]. 
 
The importance of off-line signature authentication is to 
distinguish the genuine signature from the forgery [17]. It is a 
useful application in bank service and forgery detection as it 
provides an accurate person identification method based on 
the signature. Yet, although off-line signature authentication 
is difficult to design [7], it is still essential to authenticate 
one’s identity as most of the financial transactions are still 
done on paper.  
 
Thus, based on the problem discussed it is necessary to 
initiate an alternative technique to authenticate the off-line 
signature automatically. The Histogram of Oriented 
Gradients (HOG) is a very efficient feature descriptor based 
on gradient and does not require any language-dependent 
pre-process [18]. It is a directional features used to increase 
theaccuracy of previous off-line signature authentication 
system. It was proven that it is one of the most effective 
features that represent information of local gradient directions 
by counting occurrences of gradient orientations in localized 
zones of an image [19]. As a result, HOG perform better than 
wavelet features. 
 
Therefore, this paper presents a study of HOG for off-line 
signature authentication in avoidingsignature forgeries 
problem. The organization of the remainder of this paper is as 
follows: Section 2 provides our methods, including an 
overview of the methodology, and the description of 
algorithm structure. Our results and discussions are discussed 
in Section 3. Finally, in Section 4, we present our conclusion. 
 
2. RESEARCH METHODS 
 
The aim of this study is to implement the HOGtechnique for 
off-line handwritten signature authentication. Figure 1 
portrays the flowchart of this research.  
 
 
 
 
 
 
 

 
Figure 1: Flowchart of proposed research 

2.1 Handwritten Signature Images 
Various handwritten signature images were collected in this 
phase.Fifty signatures from 10 individuals were taken as 
sample images. The images were collected from[20]. 
These signatures have different shape, width and height. 
The signatures are divided into two types of genuine and 
forge signatures. Table 1 tabulates the samples of 
handwritten image collected. 
 

Table 1: Samples of Handwritten Images 
No. Genuine Signature Forge Signature 

1 

  

2 
  

3 
  

4 
  

2.2Pre-processing and Image Enhancement 
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Generally, there are a few sub-processes in the 
pre-processing and image enhancement steps. The main 
objective of these stages is to make signatures standard and 
ready for feature extraction. There are four steps to be 
performed in this stage such as binarization, thinning, 
noise removal and resizing. These steps are explained 
further in the next sub-section. 
 
2.2.1. Binarization: The binarization can be performed by 
extracting both brightness and density of an image [21]. Each 
image’s pixel is converted into ‘0’ or ‘1’ bit depends on value 
of mean of all pixel. The value will be ‘1’ if it is greater than 
the mean value. Otherwise, the value will be ‘0’, In other 
words, binarization is a process of converting coloured image 
to black and white. Figure 2 illustrates the sample of signature 
images before and after the binarization process. 
 
Table 2:Sample of Handwritten Image Before and AfterBinarization 

Before Binarization After Binarization 

  
 
2.2.2. Thinning: The thinning process helps to reduce the 
redundant information and maintain the main structure 
information of the original data [22]. In this study, the 
thinning process is implemented to reduce the thickness of the 
signature images. People may not use the same pen every time 
they want to sign on a paper. They may use a different pen. 
So, their signature’s thickness will be affected. The data 
collected show that one signer have many different 
signature’s thickness. It is due to the pen that they used. 
Hence, it is important to perform this step to ensure the 
equality of both signatures. Besides, the features could be 
extracted much easier afterwards. Table 3 portrays the 
signature images before and after thinning process. 
 
Table 3: Sample of Handwritten Image Before and After Thinning 

Before Thinning After Thinning 

  
 
2.2.3. Noise Removal: The noise is anything that is not 
prominent to the image but it can be noticed [23]. It can 
appear in the shape of dots and so on. When there is a 
noise, other image process will be difficult to be performed 
and it will definitely affect the prototype accuracy. Hence, 
to overcome the noise problem, image enhancement 
process is needed. The Bwareaopen technique is 
implemented in this phase. Table 4 illustrates the signature 
images before and after the noise removal process. 
 

Table 4:Sample of Handwritten Image Before and After Noise 
Removal 

Before Noise Removal After Noise Removal 

  
 
2.2.4. Resizing: Traditional image resizing methods usually 
work in pixel space and use various saliency measures. The 
challenge is to adjust the image shape while trying to preserve 
important content [24]. The resizing can be done either by 
decreasing or increasing the total number of pixel. In this 
study, it is necessary to resize the image’s size as the 
image’s sizes are varying. In order to resize the image, the 
signature image is resized to be similar size with the 
reference signature image which resulted to the same total 
number of pixel in both images. Table 5 illustrates the 
signature images before and after the resizing process. 
 
Table 5:Sample of Handwritten Image Before and After Resizing 

Before Resizing After Resizing 

  
 

2.3Feature Extraction and Authentication 
Feature extraction is the most vital step in image processing. 
The aim of feature extraction is to extract the image’s feature 
as ideal as possible. It is also useful in classifying and 
recognizing the image [25]. There are many feature extraction 
techniques found in literature, but HOG had been 
implemented as a technique to extract the off-line handwritten 
signature features. 
 
HOG is a gradient based feature extraction method. It 
involves computing the gradient information at each pixel 
inside a particular grid zone [19]. It can be done either by 
using Cartesian or Polar grid zone. After finding the gradient 
orientations at each point, dominant gradient orientation must 
be finding in order to represent it at the first bin of histogram 
[26]. 
 
In gradient calculation stage, image is separated to 4x4 block 
size. These blocks have the area of 16x16 pixels cell size. 
Each cell has its own magnitude and direction information. 
Gradient directions are split up equal region between 0 to 180 
or 0 to 360 degrees in the calculation of histograms. In this 
part of study, the feature extraction from the resized 
handwritten signature image is processed and as a result, 
HOG features vectors are obtained from each signature image 
with this algorithm. Figure 2 portrays the sample outcome of 
feature extraction process by using HOG technique. 
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Figure 2:Feature extraction using HOG technique 

 
In another note, the Euclidean distance technique is employed 
for the authentication purpose. The Euclidean distance is one 
of the simple distance classifier, under template matching 
which is widely used in image processing. In the 
authentication process, the authenticated signature is 
evaluated by compare its features against reference signature. 
It is used to classify the testing signature into genuine or 
forgery [27]. Before the image could be authenticate, the 
differences between reference image’s HOG feature value and 
tested image’s HOG value is calculated. It can be calculated 
by using Euclidean distance. There are three threshold values 
used in testing which are 15, 20 and 30. If the Euclidean 
distance value is found to be below threshold value, it will 
authenticate the signature to be forged. Otherwise, it will 
authenticate as genuine. The Euclidean distance can be 
calculated using Eq. (1), Eq. (2) and Eq. (3). 

 

퐸푢푐푙푖푑푒푎푛	퐷푖푠푡푎푛푐푒	(푑) = ∑ (푎 −	푏 )     (1) 
 
where: 
a = total number of feature vector in the reference signature  
  image 
b = total number of feature vector in the tested signature 
image 

 
퐼푓	푑 > 푇ℎ푟푒푠ℎ표푙푑 = 퐹표푟푔푒	푆푖푔푛푎푡푢푟푒      (2) 
 
퐼푓	푑 < 푇ℎ푟푒푠ℎ표푙푑 = 퐺푒푛푢푖푛푒	푆푖푔푛푎푡푢푟푒    (3) 
 

2.4Performance Analysis  
The accuracy testing is conducted in analyzing the 
performance of HOG signature authentication. There are 
four types of accuracy that needs to be considered. Table 6 
explains these types of accuracy. 
 

Table 6:Types of Accuracy 
 Type of 
Accuracy Explanation Accuracy 

Formulae 

True 
Positive 

(TP) 

The 
accuracy of 
genuine 
signature 
found 
to be genuine 

 
푁표. 표푓	푎푢푡ℎ푒푛푡푖푐푎푡푒	푔푒푛푢푖푛푒

푇표푡푎푙	푛표. 표푓	푔푒푛푢푖푛푒	푖푚푎푔푒	푡푒푠푡푒푑
푥	100

           (4) 

False 
Negative 

(FN) 

The 
accuracy of 
genuine 
signature 
found 
to be forge 

       
푁표. 표푓	푎푢푡ℎ푒푛푡푖푐푎푡푒	푓표푟푔푒

푇표푡푎푙	푛표. 표푓	푔푒푛푢푖푛푒	푖푚푎푔푒	푡푒푠푡푒푑
푥	100%

           (5) 

True 
Negative 

(TN) 

The accuracy 
of forge 
signature 
found to be 
forge 

     
푁표. 표푓	푎푢푡ℎ푒푛푡푖푐푎푡푒	푓표푟푔푒

푇표푡푎푙	푛표. 표푓	푓표푟푔푒	푖푚푎푔푒	푡푒푠푡푒푑
푥	100% 

          (6) 

False 
Positive 

(FP) 

The accuracy 
of forge 
signature 
found to be 
genuine 

 
푁표. 표푓	푎푢푡ℎ푒푛푡푖푐푎푡푒	푔푒푛푢푖푛푒

푇표푡푎푙	푛표. 표푓	푓표푟푔푒	푖푚푎푔푒	푡푒푠푡푒푑
푥	100% 

         (7) 

 
Subsequently, according to the accuracy obtained in Table 6, 
the overall accuracy (OA) of the offline handwritten signature 
authentication is calculated using Eq. 8: 
 
Overall	Accuracy	(OA) = x	100%    (8) 

 
3.  RESULTS AND DISCUSSIONS 
 
The performance of HOG signature authentication is tested to 
fifty testing signature images using three threshold values 
which are 15, 20 and 30. The authentication accuracy is 
evaluated using comparison with genuine signature image 
which acted as the reference image. Table 7 demonstrates the 
HOG authentication summary. 
 

Table 7:Offline Signature 
Type 

ofAccuracy 
Threshold  

15 
Threshold 

20 
Threshold 

30 
TP 83.33% 95% 100% 
FN 16.67% 5% 0% 
TN 91.67% 80% 61.67% 
FP 8.33% 20% 38.33% 
OA 87.5% 87.5% 80.84% 

 
Based on the Table 7, threshold 30 returned 100% TP and 
0%FN accuracy which indicates that there is no genuine 
signature is found to be forge. However, TN accuracy is also 
high which is 61.67% due to many forge signatures is found to 
be genuine. 
 
On the other hand, threshold 20 produced 95% TP and 5% FN 
accuracy which means that there are only 5% of the genuine 
signatures found to be forged. 80% of forge signatures are 
authenticated to be forged. But, FP accuracy is still high 
which is 20% due to many forge signatures are found to be 
genuine. 
 
Lastly, threshold 15 conveyed 83.33% genuine and 16.67% 
FN accuracy which signifies that, there is a lot of genuine 
signatures are found to be forged. But, the forge accuracy is 
higher than another two threshold values which is 91.67% 
forged signatures are authenticated accurately as forge. 
Whereas, fewer number of forged signatures are found to be 
genuine that led to 8.33% of FP accuracy. 
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After considering the OA, 15 and 20 are the best 
thresholdvalue as both OA returned 87.5% as compared to 
threshold 30 which returned a slightly lower value of OA 
which is 80.84%. However, the performance of threshold 30 
could not be underestimated as it produced 100% TP. 
However, higher percentage of FP is noticeable which affect 
the overall accuracy of threshold 30. To sum up, 15 and 20 are 
the best threshold values for HOG off-line handwritten 
signature authentication. 

5. CONCLUSION 
This paper presents a study on off-line handwritten signature 
authentication using a technique of Histogram of Oriented 
Gradient (HOG). The HOG is used to extract the shape 
features in analyzing the characteristics of the signatures. In 
another note, the Euclidean distance is used for the 
authentication purpose. The performance of the HOG 
signature authentication is tested to fifty testing signature 
images using three threshold values which are 15, 20 and 30. 
The application has been successful for a variety of testing 
images. The overall accuracy percentage demonstrated a 
strong accuracy which is 87.5% for both threshold 15 and 20. 
It can be inferred that the proposed off-line handwritten 
signature authentication using HOG is found to be successful. 
However, it is recommended that the latest feature extraction 
techniques such as deep convolutionary neural network be 
introduced and integrated in the future. 
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