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ABSTRACT 
 
Financial ifraud iis ia igrowing iconcern iwith ifar 
ireachingconsequences iin ithe igovernment, icorporate 
iorganizations,finance iindustry, iIn iToday’s iworld ihigh 
idependency ioninternet itechnology ihas ienjoyed iincreased 
icredit icardtransactions ibut icredit icard ifraud ihad ialso 
iacceleratedasonline iand ioffline itransaction. iAs icredit 
icardtransactions ibecome ia iwidespread imode iof 
ipayment, ifocus ihas ibeen igiven ito irecent icomputational 
imethodologies ito ihandle ithe icredit icard ifraud iproblem. 
iFinance ifraud iis ia igrowing iproblem iwith ifar 
iconsequences iin ithe ifinancial iindustry iand iwhile imany 
itechniques ihave ibeen idiscovered. iMachine ilearning ihas 
ibeen isuccessfully iapplied ito ifinance idatabases ito 
iautomate ianalysis iof ihuge ivolumes iof icomplex idata. 
iDatamining ihas ialso iplayed ia isalient irole iin ithe 
idetectionof icredit icard ifraud iin ionline itransactions. 
iFrauddetection iin icredit icard iis ia idata imining iproblem, 
iItbecomes ichallenging idue ito itwo imajor ireasons–
first,theprofiles iof inormal iand ifraudulent ibehaviors 
ichangefrequently iand isecondly idue ito ireason ithat icredit 
icardfraud idata isets iare ihighly iskewed. iThis ipaper iuses 
iofDecision itree, iRandom iForest, iSVM iand 
ilogisticregression ion ihighly iskewed icredit icard ifraud 
idata.Recent iresearch ihas ishown ithat imachine 
ilearningtechniques ihave ibeen iapplied ivery ieffectively ito 
itheproblem iof ipayments irelated ifraud idetection. iSuch 
iMLbased itechniques ihave ithe ipotential ito ievolve 
ianddetectpreviously iunseen ipatterns iof ifraud. iIn 
ithispaper, iweapply imultiple iML itechniques ibased 
ionLogisticregression iand iSupport iVector iMachine ito 
itheproblemof ipayments ifraud idetection iusing ia 
ilabeleddatasetcontaining ipayment itransactions. iWe ishow 
ithatourproposed iapproaches iare iable ito idetect 
ifraudtransactions iwith ihigh iaccuracy iand ireasonably 
ilownumber iof ifalse ipositives. 
 

Key iwords: iFraud iin icredit icard, idata imining, 
idecisiontree, iSVM, irandom iforest. 

1. INTRODUCTION 

 In ithe iexisting ireal iworld ithere iis ino ireal ifraud 
idetection imechanism ion ithe iworking iplanet. iFraud 

iworks iand ifalsified irecords iare igoing ion iin ithe iworld 
irapidly iand imany ipeople iare icommitting icrimes iand 
ifalsifying irecords iof ithe idocuments i.This ileads ito 
itheiunethical iprosperity iof ithe iworld iand ialso 
ifinancially iit ileads ito ihuge ilosses ito ithe igovernment 
iand iprivate isector. iAccording ito iGlobal iPayments 
iReport i2015, icredit icard iis ithe ihighest iused ipayment 
imethod iglobally iin i2014 icompared ito iother imethods 
isuch ias ie-wallet iand iBank iTransfer. iThe ihuge 
itransactional iservices iare ioften ieyed iby icyber icriminals 
ito iconduct ifraudulent iactivities iusing ithe icredit icard 
iservices. iFinancial ifraud iis idefined ias ithe iunauthorized 
iusage iof icard, iunusual itransaction ibehavior, ior 
itransactions ion ian iinactive iCard. iTherefore, iit iis 
inecessary ito idevelop icredit icard ifraud idetection 
itechniques ias ithe icounter imeasure ito icombat iillegal 
iactivities. iCredit icard idetection iis ione iof ithe ifraud 
idetection itechniques i.We ican ialso igo iwith ithe 
iinsurance idetection iand ialso idifferent icomparative 
istudies iand ifeature ianalysis[1][2][3]. 

The iexisting isystem iresults iin ithe ifollowing idrawbacks: 
• iThe iclassification irules icannot idifferentiate ithe ifraud 
iand igenuine iusers iof idifferent icorporations iof ithe 
iworld. 
• iThe ipresent imechanism iwe iare iusing iaffects iso imuch 
ithe ifinancial istatus iof idifferent ibodies iof idifferent 
istreams ias ithe ifraud idetection iis iimpossible iconsidering 
ithe ipresent itechnology. 
• iThe iexisting isystem ialso iaffects ithe imoral iand 
icommon iusers iof ithe icredit icards, iinsurance ietc ias ithe 
icompany ifails ito iaccommodate ithe iinsurance ito iall ithe 
iusers ieven ithe ifraud. 

2. PROPOSED ISYSTEM 

 

The igoal iof ithis ipaper iis ito idevelop ian iefficientmethod 
ito iperform iFinancial iFraud iDetection i(FFD)from ithe 
ianalysis iof idata. iThese iare irequired ito ibefiled iannually 
iwith ithe iSEC, iand iare imade ipublic iviathe idatabase. 
iAccording ito ithe iSEC, iin i2006 imore ithan245 ilarge 
icompanies iwith imarket icapitalization iof i$75million 
isubmitted ia ifinancial irestatement, iwhich iis 
iamodification iof ia ipreviously ifiled istatement, iand 
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ioftenrequired iwhen ifraud iis idetected. iHowever, idue 
itorapidly iincreasing inumber iof idocuments, 
itraditionalaudittechniques irelying ion ihuman ijudgment 
ihave ibeomeprohibitively iexpensive. iNatural iLanguage 
iProcessingtechniques, iwhich iutilize ithe ipower iof 
imachine ilearningto ido iauditing iinstead iof ihuman, ihas 
ijumped ito ithestage ito ifill ithe igap. iNatural iLanguage 
iProcessing(NLP) iis ian iarea iof iresearch iand iapplication 
ithat iusescomputers ito isift ithrough ilarge inumbers iof 
itextdocuments ito iextract ipatterns ithat ican ibe icorrelated 
iwith ihumanly idiscernable itext icontent. iCombined iwith 
iSupervised iMachine iLearning i(SML) itechniques, isuch 
ias iSupport iVector iMachine, iNeural iNetworks, iBinomial 
iLogistic iRegression, iand iEnsemble itechniques, iwe 
iattempt ito idevelop ia imethodology ifor ifinancial ifraud 
idetection ithat iis icost ieffective irelative ito ihuman 
iefforts. iOur iapproach idiffers ifrom iexisting itext imining 
iapproaches ito iFFD, iwhich iconsider ithe iunderlying 
isemantic istructure iof ithe idocuments ito iidentify ithe 
ifraud i[1]. iInstead iof irelying ion ithe isemantic iintricacies 
iof ithe idocument, iwhich iis inotoriously ihard ito icapture, 
iwe iuse ithe iprobability idistributions iof ithe iwords iacross 
idocumentsiasa iheuristic ifor 
iclassification[4],[5],[6],[7],[8],[9]. 

The iproposed isystem iresults iin ithe ifollowing 
iadvantages: i 

 The iadvantage iof ithis itechnique iis iit ican iable 
ito iwork ion icommercial idatabases iwithout 
icapacity ilimitations. i 

 It ihas ia isophisticated igraphical iuser iinterface. i 
 It iis ieasily iextensible ito iintegrate iwith iother 

iintelligent itechniques ifor icredit icard ifraud 
idetection. 

 The iperformance iis isatisfactory. 
Modules 

1.Data icollection iand ipre-processing 
2.Data iAnalysing 
3.Applying isupervision imachine ilearning imethods. 

Data icollection iand iPreprocessing 

Generally, ithe idata iwill ibe isplit iinto ithree idifferent 
isegments i– itraining, itesting, iand icross-validation. iThe 
ialgorithm iwill ibe itrained ion ia ipartial iset iof idata iand 
iparameters itweaked ion ia itesting iset. iThe iperformance 
iof ithe idata iis imeasured iusing icross-validation iset. iThe 
ihigh iperforming imodels iwill ibe ithen itested ifor ivarious 
irandom isplits iof idata ito iensure iconsistency iin iresults 

Data iAnalyzation 

The imain iapplication iof imachine ilearning iused iin ifraud 
idetection iis ithe iprediction. iWe iwant ito ipredict ithe 
ivalue iof isome ioutput i(in ithis icase, ia iboolean ivalue 
ithat iis itrue iif ithe ipayment iis ifraudulent iand ifalse 
iotherwise) igiven isome iinput ivalues i(for iexample, ithe 
icountry ithe icard iwas iissued iin iand ithe inumber iof 
idistinct icountries ithe icard iwas iused iin ithe ipast iday). 
iThe idata ithat iis iused ito itrain ithe iML imodels iconsists 
iof irecords iwith iboth ithe ioutput ivalues ifor ivarious 

iinput ivalues. iThe irecords iare ioften iobtained ifrom 
ihistorical idata. 

Applying iSupervised iMachine iLearning imethods 

Building imodels iis ian iessential istep iin ipredicting ithe 
ifraud ior ianomaly iin ithe idata isets. iWe idetermine ihow 
ito imake ithat iprediction ibased ion iprevious iexamples iof 
iinput iand ioutput idata. iWe ican ifurther idivide ithe 
iprediction iproblem iinto itwo itypes iof itasks: i 
1.Classification i 
2. iRegression 
i 
1. iLogistic iRegression iRegression ianalysis iis ia ipopular, 
ilongstanding istatistical itechnique ithat imeasures ithe 
istrength iof icause-and-effect irelationships iin istructured 
idata isets. iRegression ianalysis itends ito ibecome imore 
isophisticated iwhen iapplied ito ifraud idetection idue ito 
ithe inumber iof ivariables iand isize iof ithe idata isets. iIt 
ican iprovide ivalue iby iassessing ithe ipredictive ipower iof 
iindividual ivariables ior icombinations iof ivariables ias 
ipart iof ia ilarger ifraud istrategy. iIn ithis itechniques, ithe 
iauthentic itransactions iare icompared iwith ithe ifraud iones 
ito icreate ian ialgorithm. iThis imodel i(algorithm) iwill 
ipredict iwhether ia inew itransaction iis ifraudulent ior inot. 
iFor ivery ilarge imerchants ithese imodels iare ispecific ito 
itheir icustomer ibase, ibut iusually, igeneral imodels iwill 
iapply. 
 
2. iDecision iTree iThis iis ia imature imachine ilearning 
ialgorithm ifamily iused ito iautomate ithe icreation iof irules 
ifor iclassification itasks. iDecision iTree ialgorithms ican 
iuse ifor iclassification ior iregression ipredictive imodeling 
iproblems. iThey iare iessentially ia iset iof irules iwhich iare 
itrained iusing iexamples iof ifraud ithat iclients iare ifacing. 
iThe icreation iof ia itree iignores iirrelevant ifeatures iand 
idoes inot irequire iextensive inormalization iof ithe idata. iA 
itree ican ibe iinspected iand iwe ican iunderstand iwhy ia 
idecision iwas imade iby ifollowing ithe ilist iof irules 
itriggered iby ia icertain icustomer. iThe ioutput iof ithe 
imachine ilearning ialgorithm imight ibe ia imodel ilike ithe 
ifollowing idecision itree. iThis igives ia iprobability iscore 
iof ifraud ibased ion iearlier iscenarios. 
 
3. RESULTS 

 

Description: iThe idataset iwe iare iworking ion 
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We ihave itaken ithe idata iset iof ia icompany icontaining 
itransactions iof icredit icard ithat icontains idifferent 
itransactions ilike itransfer, icredit, idebit, icash-in, icash-out 
ietc.There iare inearly i90000 itransactions iin ithe idatasets 
icontaining idifferent ipersons idealing iwith imoney igiving 
imoney iand ireceiving imoney. iThere iare iattributes iin 
ithis idataset ilike ioldbalance, inewbalance, ioldbalancedest, 
inewbalancedest.We iare irecording ithe ipeople iwho ihave 
itransferred ithe imoney ito isomeone iand ithe ipeople iwho 
ihave ireceived ithe imoney. iWe iare ialso iconsidering ithe 
iamount iof imoney ibefore itransaction iand iafter ithe 
itransaction. 

Description: iWe iare ifinding ithe ipath iof ithe idataset 

 
Description: iThe idataset iwe iare iabout ito iwork ion 

 
Description: iThe ipercentage iof ieach itransaction iof iall 

itransactions. 

 
Description: iThe itotal iamount iof itransactions iand iamount ithat 

iare ifraudlent. 

 
Description: iThe itransactions iin ithe iform iof ibar igraph iform. 

 
Description: iThe ipercentage iof ithe ieach itype iof itransaction 

iof iall itransactions iand ifor ithe ilabel idata. 
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Description: iThe iinitial ifitting iof ithe idecision itree imodel. 

 
Description: iThe itraining idataset ifor ithe itest iof iaccuracy. 

 
Description: iThe iconfusion imatrix ipredictions 

 
Description: ithe itraining idataset ifraudulent icases 

 
Description: iThe ipredictions iof ifraud ion ithe itest idataset 

 
Description: iThe ifitting iof ithe idecision itree imodel ion ithe 

itraining idataset 
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Description: iThe iresult iof ithe idataset iafter ifitting ithe 

idecision itree imodel. 

 
Description: iThe ifitting iof ithe idecision itree imodel ion ithe 

itraining idataset 

 
Description: iThe iresult iof ithe idataset iafter ifitting ithe 

idecision itree imodel. 
 
 

4. SCOPE iFOR iFURTHER iDEVELOPMENT 
 
Since imachine ilearning iis ia ivery ipopular ifield 
iamongacademicians ias iwell ias iindustry iexperts, ithere iis 
iahuge iscope iof iinnovation. iExperimentation 
iwithdifferentalgorithms iand imodels ican ihelp iyour 
ibusiness iindetecting ifraud. iMachine ilearning itechniques 
iareobviously ireliable ithan ihuman ireview iand 
itransactionrules. iThe imachine ilearning isolutions iare 
iefficient,scalable iand iprocess ia ilarge inumber iof 
itransactions iinreal itime. iBut iextracting idata iand 
itraining idata isets iforcorrect iprediction iis ia itough itask 

Here iin iour ipaper iwe ionly idetermined ithe inoof 
ifraud icases iout iof ithe icases iof ithe idataset iand ithento 
iprove ithe iaccuracy iof ithe imodel iwe iused iwe ididuse 
idecision itree isupervised ialgorithm i.For ithat iweclassified 
ithe idata iinto itraining iand itest idata i.So iwecan itake ia 
ilot iof iother iattributes isuch ias ilocation isowe ican 
iimplement ithe imodel ibased ion ithe ilocation iandgive ius 
ithe ioutput iwhere ithe ifraud iis ia ilot i.And iwecan iextend 
iit iin ia ilot iof iways iin ia ilot iof idirections.As ialready 
iwe itook ia ilot iof idata i,data idoesn’t iconcernus i.More 
ithe idata i,more ithe iaccuracy i.So iour ipaper iisas iflexible 
ias iit ican iget iand ias ireliable ias iit ican iget. 

 

5. CONCLUSION 

Machine ilearning ihas ibeen iinstrumental iin isolving 
isomeof ithe iimportant ibusiness iproblems isuch ias 
idetectingemail ispam, ifocused iproduct irecommendation, 
iaccuratemedical idiagnosis ietc. iThe iadoption iof imachine 
ilearning(ML) ihas ibeen iaccelerated iwith iincreasing 
iprocessingpower, iavailability iof ibig idata iand 
iadvancements iinstatistical imodeling. iFraud imanagement 
ihas ibeen ipainfulfor ibanking iand icommerce iindustry. 
iThe inumber ioftransactions ihas iincreased idue ito ia 
iplethora iof ipayment 
channels i– icredit/debit icards, ismartphones, ikiosks. iAtthe 
isame itime, icriminals ihave ibecome iadept iat 
ifindingloopholes. iAs ia iresult, iit’s igetting itough ifor 
ibusinessesto iauthenticate itransactionsDatascientists ihave 
ibeensuccessful iin isolving ithis iproblem iwith 
imachinelearning iand ipredictive ianalytics. iAutomated 
ifraud iscreening isystems ipowered iby imachine ilearning 
ican ihelpbusinesses iin ireducing ifraud. 

Such iML ibased itechniques ihave ithe ipotential 
ito ievolve iand idetect ipreviously iunseen ipatterns iof 
ifraud. iIn ithis ipaper, iwe iapply imultiple iML itechniques 
ibased ion iDecision iTree iand iSupport iVector iMachine 
ito ithe iproblem iof ipayments ifraud idetection iusing ia 
ilabeled idataset icontaining ipayment itransactions. iWe 
ishow ithat iour iproposed iapproaches iare iable ito idetect 
ifraud itransactions iwith ihigh iaccuracy iand ireasonably 
ilow inumber iof ifalse ipositives. 
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