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ABSTRACT 
 
The era in which we live is the prime concern of security. 
The world has been computerized and protecting data from 
the attackers is really a crucial task.  Several unauthorized 
network is entering into the authorized network. Designing a 
secured network is really a tough task. The layers which are 
affected due to hacking are data link layer and Network 
layer. This paper discuss 0about the type of attacks done by 
the attackers   and counter measures for the attack. Cisco 
packet tracer is used to observe the path how data is sent and 
where data is moving. 
 
Key words: Data Link Layer, Network Layer, Cisco Packet 
Tracer, Hacking. 

1. INTRODUCTION  
 

There is a tremendous increase in the computer security 
reported from statistics took place in 2018. Figure.1  
represents the number of cyber-attacks [4] increased between 
2006 and 2018. 
 
 
 
 
 
 
 
 
 
 

Figure 1: Attacks between 2006 and 2018 
Along with the increase in attacks there is also increase in 
the sophistication. Many attacks seem to be user friendly and 
we don’t bother about it and brief technical knowledge 
(figure 2) is enough to fight the attack. This carelessness 
leads the attackers to take advantage of various attacks. 
 
 Network attacks are an unwelcomed influence in present 
world and their count is increasing rapidly day by day. 
Figure 3 represents the change in attack on network traffic 

between the years 2015 to 2020.The dependence on 
information technology (IT) of human society has been 
increasing should make the people not to misuse it. Threats 
are the growing potentials which are making the network 
more vulnerable, they are caused by the increasing in 
technologies and by increase in the number of people who 
get advantage by abusing the system. Hackers, terrorists get 
more and more opportunities for attacks. This number is 
multiplied twice in industrial countries with critical 
infrastructure e.g. power supply, the health care center, trade 
(in particular e-commerce), the traffic system and the 
military protection.  
 
The data packet transfer is initialized by application layer 
[25].These techniques can also be used in trending 
technologies like IOT [16-18]. 
 

 
Figure 2: Graph on Attack sophistication and intruder technical 

knowledge 
 

 
 Figure 3: Change in network attack traffic from 2015 to 2020 in 

billions 
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2. NETWORK ATTACKS 
 
2.1 Spanning Tree Protocol:  

The Spanning tree protocol is a network protocol that builds 
the topology without looping for Ethernet networks. The 
work done by STP is to avoid bridge loops and produce 
results knows as broadcast radiation. Network design is 
allowed by spanning tree [5] to keep backup links for 
provision of fault tolerance if any active link fails. 
 
Figure 4 Advantage of STP is if one path fails in the network 
it will not go back to the source node rather it checks the 
second best shortest path to reach the destination. This effect 
is caused due to hacking in data link layer [1] and network 
layer [2].This protocol [26, 27] is checked using cisco packet 
tracer [3]. 
 

 
  Figure 4: Network connection in Spanning tree protocol 
 
The figure above represents the flow of packet from source 
to destination in the shortest path available. First it checks 
what the shortest path is available second it checks whether 
the path is set free to send packets or not if it is blocked it is 
sent by second shortest path which will in turn used for 
effective optimization of wireless sensor networks [14-15]. 
 
2.2 Dynamic trunking protocol: 

DTP [6] represents Dynamic Trunking Convention. It is 
utilized to arrange a trunk interface and there are 4 sorts of 
DTP modes. They are getting to, trunk, dynamic auto, and 
dynamic attractive. 
 
• Switch port mode get to: Puts the interface (get to port) into 
changeless non trunking mode and arranges the connection 
to change to a non-trunk interface. The interface turns into a 
non- trunk interface, paying little mind to check if the 
neighbor interface is a trunk interface or not. 
 
• Switch port mode dynamic auto: This makes the interface 
can change over the connection into a trunk interface. The 
interface turns into a trunk interface only the neighbor 
interface is changed to trunk or alluring mode. The default 
switch port mode for fresher Cisco switch. Dynamic auto is 
the Ethernet interface. Note that a trunk will never shape if  

 
two Cisco switches are left to the regular default setting of 
auto. 
 

 
                Figure 5: DTP Negotiated Interface Modes 
 
• Switch port mode dynamic alluring: Makes the interface 
effectively endeavor to change over the connections to a 
trunk connect. The trunk channel is obtained from 
connection if the neighboring channel is set to trunk, 
alluring, or auto mode. This switch port mode on more 
seasoned switches are by default.  
 
 
 
 
 
 
 
 
 
 
 
     
  Figure 6: Network connection in Dynamic trunking protocol 
                                                                                    
Switch port trunk mode: Places the interface into perpetual 
trunking mode and consults to Change over the neighbor 
connection into a trunk interface. The interface turns into a 
trunk. Interface regardless of whether the neighbor interface 
is a trunk interface or not. 
 
DTP is relied upon VTP [7] (Vlan Trunking Protocol).VTP 
conveys VLAN data to every one of the switches in a VTP 
space. In the event that VTP area is extraordinary, at that 
point it’s impractical to have DTPs. Naturally all the cisco 
switch ports are in powerful alluring. To empower trunking 
from a Cisco change to a gadget that doesn’t bolster dynamic 
trunking protocol, utilize the switch port mode trunk and 
switch port no negotiate interface setup mode directions. 
This makes the interface become a trunk yet not create DTP 
outlines. This is done using star topology this topology is 
mostly used in wireless sensor networks [11-13] and IOT 
[20, 22, 24]. 
 
2.3 Dynamic host configuration protocol: 
 
A DHCP Server is a network server. This will automatically 
provide the IP address, default gateways etc. to the client.it 
will always depends on a protocol which is known as 
Dynamic Host configuration protocol i.e. DHCP[8]. A 
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DHCP server sends the parameters required for client. To 
communicate on the network without ,this the network 
administrators has to manually set up every client that joints 
the network, which can be very difficult to use ,mainly in the 
large networks server DHCP server always assign client with 
a unique IP address. 
 
In Presence of DHCP, there is no need of manual assignment 
of IP addresses to new devices, due to its easy use and also 
the number of supporting people. DHCP is a default protocol 
and is used by the router and also the network equipment. 
 
 

 
 
 
 
 
 
 
 

Figure 7: Network connection in Dynamic host configuration 
protocol 

 
When we connected to a network, client is considered by the 
device and server is considered by the router. To connect it 
successfully to a network, the following steps should take 
place. 
 
1. DHCP DISCOVER REQUEST 
2. DHCP OFFER 
3. DHCP REQUEST 
4. DHCPPACK OR LEASE 
 
1. If it is detected by client then it has connected to DHCP 
server, then it sends a DHCPDISCOVER request. 
2. The request has been received by the router. 
3. If the new device is accepted by the server, then it will 
automatically send the DHCPOFFER message to the client 
back again. 
4. Then the client returns DHCPREQUEST message to the 
server, in the way of confirming manner that IP address will 
be used by it. 
5. Acknowledgement message and confirmations are sent as 
a reply. 
 
3. SWITCH CONFIGURATION 
3.1 Switch configuration for spanning tree protocol: 
 
Switch>en 
Switch#show spanning-tree? 
Switch#show spanning-tree 
VLAN0001 
Spanning tree enabled protocol ieee 
Root ID Priority 20481 
Address 0004.9A29.ECA9 
Cost 38 

Port 1 (FastEthernet0/1) 
Address 000A.F396.ED63 
Hello Time 2 sec Max Age 20 sc Forward Delay 15 sec 
Aging Time 20 
Interface Role Sts Cost Prio.Nbr Type 
--------------- ----- ----- ------------ ----------- ---------------- 
Fa0/3           Desg      FWD   19       128.3        P2p 
Fa0/1           Root       FWD  19        128.1       P2p 
Fa0/2           Altn        BLK  19        128.2        P2p 
fa0/4            Desg       FWD 19        128.4        P2p 
Switch#conf t 
Switch (config)#spanning-tree vlan 1 root primary 
Switch (config)#do show spanning-tree? 
LINE 
Switch (config)#do show spanning tree 
VLAN0001 
Root ID Priority 16385 
Address 000A.F396.ED63 
This bridge is the root 
Address 000A.F396.ED63 
Hello Time 2 sec Max Age 20 sc Forward Delay 15 sec 
Aging Time 20 
Interface Role Sts Cost Prio.Nbr Type 
--------------- ----- ----- ------------ ----------- ---------------------
---------------------------------------- 
Fa0/3        Desg         FWD  19   128.3   P2p 
Fa0/1        Desg         FWD  19   128.1  P2p 
Fa0/2        Desg         BLK   19    128.2 P2p 
fa0/4         Desg         FWD  19    128.4 P2p 
Switch(config)# 
 
3.2 Switch configuration for dynamic trunking protocol: 

Switch1#conf t 

Switch1(config)#interface gigabitethernet fa0/3 

switch1(config-if)#switchport mode dynamic desirable 

switch1(config-if)#switchport mode trunk 

switch1(config-if)#exit 

 

3.3 Switch configuration for dynamic host control 
protocol: 

interface fastEthernet0/3, changed state to up 

Switch>;en 

Switch#conf t 

Enter configuration commands,per one line. 

End with CNTL/Z. 

Switch(config)#ip dhcp snooping 

Switch(config)#ip dhcp snooping vlan 10 100 
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Switch(config)#int fa0/3 

Switch(config-if)#ip dhcp snooping trust 

Switch(config-if)#ip dhcp snooping trust Limit 

rate 100 

Switch(config-if)#end 

Switch#show ip dhcp snooping 

Switch DHCP snooping is enabled 

DHCP snooping is configured on following 

VLAN’S: 

10,100 

Insertion of option 82 is enabled 

Verification of hwaddr field is enabled 

Interface Trusted Rate limit 

(pps) 

…………… ………….. ……………. 

FastEthernet0/3 yes 100 

Switch# 

4. SIMULATION RESULTS 
4.1 Spanning tree protocol simulation: 
 

 

 
                           Figure 8: STP simulation 
 
The above figure 8 represents the simulation of STP 
protocol(spanning tree protocol).In STP protocol there are 
source destination and type, i.e. ICMP[9] type. Here source 
is PC0 and destination is PC1, the packets which are 
transferred from source i.e., PC0 it should reach the 
destination i.e, PC1. Here attacks will block the route where 
the packets will go in order to hack the data. This algorithm 
is specially designed for avoiding bridge loops. If any 
shortest path fails this algorithm helps to find the next best 
path. In the 1st shortest path the packets can’t reach their 

destination due to some attack. That attack is held between 
the switch and the network. The problem for this attack is 
there should be the configuration done between the switch 
and network then the packet can easily reach their 
destination without any attack or threats. In this STP 
protocol algorithm packets choose the next best path rather 
than first shortest path due to the no configuration done. 
 
4.2 Dynamic trunking protocol simulation: 
 

 
      Figure 9: Simulation of dynamic trunking protocol 
 
The above figure 9 represents the simulation of DTP 
(Dynamic Trunking Protocol).In DTP protocol there are 
source, destination and types (ICMP, STP, DTP) are present. 
Here in this protocol if we send any packets in pieces then 
the switch (i.e,switch0)collects all the packets and sends it in 
a multiple form to the other switch (i.e,switch1) and then 
transmits to the other users in multiple form. In this there is 
no attack as it is directly linked from switch0 to switch1.So 
there will not be a blocking of the route when the packets are 
sent. It sends the packets from PC0 to PC2, PC1 to PC3, and 
so on. 
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4.3 Dynamic host configuration protocol: 
 

 

 

 
Figure 10: Simulation of Dynamic host configuration protocol 

 
By transferring the packet from source to destination figure 
10 i.e. from pc 0 to pc 1, both MAC address and IP address 
of the destination should be known .if the destination is not  
Present then ARP will resolve the issue first and next the 
packet will be delivered to destination i.e. PC1.This 
technique can also be used in wireless antenna [6,10,23] 
applications. 
ARP CACHE is a type of table it contains IP address and 
associated MAC address and ICMP type. Here packet is 
transferred from PC0 to switch 2 and from switch 2 it moves 
to switch 0 and from there it moves from switch 0 to switch 
3.here it can’t transfer to switch 1 from switch 3 and from 
switch 1 to destination because there is no configuration 
between the pc 1 and switch so it doesn’t choose this path 
and it will choose the next best path. 

 
5. CONCLUSION 
 
From the above introduction, we have learnt and understood 
the network attack methods and their defense techniques. 
With this defense techniques performed above, we are able 
to construct more efficient attacker detection system and 
attacker protection system. When any unknown person 
enters our network attacker detection system gives us pre 
warning and attacker protection system will protect us from 
the unknown network. 
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