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 
ABSTRACT 
 
The article discusses the algorithm for combining role and 
mandatory security policies. The security policy was 
simulated, including role-based and mandatory access 
control. Based on the model, a method has been developed for 
creating a complex security policy. An approach to combine 
mandatory security policies of two computer systems with 
different value grids is proposed. The result of combining 
these two approaches can be presented both as a concept 
based on security labels and as a hierarchy of roles. The 
protection of data integrity, to which subjects' access is 
granted in the information system, is achieved due to the fact 
that the information system is presented as part of the formal 
security model of logical mandatory and role-based access 
and information flow management and integrity control. 
 
Key words: algorithm, object, subject, role, access control, 
access rights, access matrix, security label, MAC, RBAC, 
security policy, privacy levels, graph theory, lattice graphs, 
integrity, information flows. 
 
1. INTRODUCTION 
 
Nowadays, in the world, a huge attention is paid to the 
development and improvement of information protection 
systems on information and communication systems. At the 
current level of development of information and 
communication systems, problems of information protection 
in computer systems and networks, which is one of the most 
vital mechanisms for ensuring effective information security, 
are becoming especially relevant [1].  
The threats of confidentiality, integrity and accessibility of 
information are becoming especially urgent [2]. In the context 
of the widespread use of computer technology for organizing 
business documents, storing and transmitting confidential 
information, the task of ensuring computer security comes to 
the fore. Statistics of facts of unauthorized access to 
 

 

information shows that most modern information systems are 
quite vulnerable from a security point of view. 
The solution to the problem of protecting information from 
unauthorized access in any information system is based on the 
implementation of control and delimitation of access rights of 
subjects to protected resources, primarily to file objects, since 
they are designed specifically for storing processed data. The 
main type of information threats, for the protection of which 
an entire technology is created at each enterprise, is 
unauthorized access of attackers to data. Attackers plan 
criminal actions in advance, which can be carried out by direct 
access to devices or by remote attack using specially designed 
programs to steal information [3,4]. 
The development of a methodology for building a security 
policy for a structured enterprise based on models of role and 
mandatory access control is relevant. Many systems have 
role-based and mandatory security policies [5, 6]. 
 
2.SECURITY POLICY IMPLEMENTATION METHOD 
WITH ROLE AND MANDATE ACCESS CONTROL 
 
As a rule, in accordance with the requirements of the security 
policy and data storage. Today, the use of database 
management systems has become common practice. 
As part of the mandatory separation of access to multiple 
permissions, there should be no requirements for objects of a 
computer system. The decision on access is made by 
comparing the level of confidentiality and the level of trust. 
The roll, endowed with authorized access, allows the use of 
many permitted system operations. The decision to allow 
access is made based on a role comparable to the subject. 
As part of the mandatory separation of access to multiple 
permissions, there should be no requirements for objects of a 
computer system. The decision on access is made by 
comparing the level of confidentiality and the level of trust. 
The roll, endowed with authorized access, allows the use of 
many permitted system operations. The decision to allow 
access is made based on a role comparable to the subject. 
Attempts to provide combined access control services are 
built into a number of database management systems. For 
example, in the widespread Oracle DBMS [7], already in 
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version 7, the corresponding Trusted Oracle7 tool was 
developed, which allows the administrator to enter security 
labels in addition to roles. The main requirement for 
mandatory access control in this application was the 
dominance of the user label over the line label. Starting with 
the version of the DBMS Oracle 8, this product is called 
Oracle Label Security.  
 
2.1 Formalization of role security policy. 
 
The RBAC model allows you to differentiate the access of 
subjects in the system relative to the tasks they perform 
individually and at the same time provides tools for 
differentiating access to equivalent objects. Moreover, the 
user's access rights in the system are not permanent and may 
vary depending on the role with which the user is authorized. 
RBAC security policy is based on the permission or 
prohibition of actions in the system as a whole without 
reference to individual objects of the system [8]. A privilege is 
a unit of access to system information. We assume that system 
information is representable using many objectsܱ. A role is a 
named set of privileges, that is, a set of allowed types of 
access to system objects. The set of all possible types of 
access to system objects is denoted by ܣ.  
By privilege we mean a pair (ܮ,݉), where ܮ  is a system 
object (ܮ ∈ ܱ), ݉ is a nonempty set of access types (݉ ∈  .(ܣ
A role is a named set of privileges, which in the future will be 
represented as a pair (݁݉ܽ݊ݎ, (ݐ݁ݏ݌ݎ , where ݁݉ܽ݊ݎ  is a 
unique identifier, ݐ݁ݏ݌ݎ is a set of privileges. 
If the role r is defined, then its name is ݎ.  and the set ,݁݉ܽ݊ݎ
of privileges is ݎ.   .ݐ݁ݏ݌ݎ
The main elements of the basic RBAC model are: 
ܷ − many users; 
ܴ −	many roles; 
ܲ − many access rights to computer system objects; 
ܵ − many user sessions; 
We also define a function that plays an important role in the 
administration of systems with role-based access control: 
ܴ:ߖ → 2|௉|  . This mapping shows the privileges of the 
specified role. In fact, ߖ	(ݎ) 	= .ݎ	  The role concept .ݐ݁ݏ݌ݎ
provides access to system information.  
The role path ݎ)݌௜ , ௝ݎ ௜ andݎ ௝) between the two rolesݎ   will be 
called the chain ݎ௜ →∗ ௝ݎ . 
For a given relation on the set of roles, we can associate a 
directed graph in which an arc (ݎଵ,  ଶ)  exists if and only if theݎ
role ݎଵ is authorized for the role ݎଶ . Obviously, the role path 
௜ݎ൫݌ ,  ௝൯ is isomorphic to the oriented path in this digraphݎ
from the vertex ݎ௜ to the vertex ݎ௝ . 
Trivial is a role path consisting of one role, that is, a path of 
zero length from a vertex to itself. We say that the role ݎ௜ 
dominates the role ݎ௝ , and the role ݎ௝  submits to the role ݎ௜ if 
there is a role path ݌൫ݎ௜ ,  ௝൯. Or in a graph statement: theݎ
vertex ݎ௜  dominates the vertex ݎ௝ , and the vertex ݎ௝ − obeys 
the vertex ݎ௜ if there exists an oriented path ݌൫ݎ௜ ,  .௝൯ݎ
It is easy to prove that the relation of dominance of one role 
over another defines a partial order relation on the set of roles 
ܴ. 
 
 

2.2 Formalization of mandate security policy. 
Credential security policies are based on the concepts of the 
level of information security and the level of trust in the user. 
There are various approaches to determine the level of secrecy 
of information. The most general approach is based on a grid 
of values. 
A lattice is a partially ordered set in which each two-element 
subset has both an exact upper (݌ݑݏ) and an exact lower 
(݂݅݊) face belonging to this set. 
For ܤ,ܣ  an element ܥ =  is called the exact or (ܤ,ܣ)	݌ݑݏ
least upper bound if: 

ܣ		.1 ≤ ܤ,ܥ ≤  .ܥ
ܦ:ܦ∀		.2 ≤ ܦ,ܣ ≤ ܤ ⇒ ܥ ≤  .ܦ

For ܤ,ܣ   an element ܧ = (ܤ,ܣ)	݂݊݅ is called the exact or 
largest lower bound if: 

ܧ.1 ≤ ܧ,ܣ ≤   .ܤ
ܦ:ܦ∀.2 ≤ ܦ,ܣ ≤ ܤ ⇒ ܦ ≤  .ܧ

Each object and subject of the system is associated with a 
“Security label”, which is an element of the lattice. When a 
subject requests access to an object, security labels are 
compared. Access is allowed if the security label of the 
subject dominates the security label of the object, in other 
cases access is denied. 
Due to the fact that the basic concepts of role-based access are 
formulated in terms of graph theory, we introduce similar 
concepts for mandatory access control. 

A lattice graph is a directed graph whose vertices form 
a lattice. Moreover, the order relation is determined by the 
dominance relation on the set of graph vertices: if ∃p(rଵ, rଶ) 
then (ݎଵ ≥ ,ଵݎ) ଶ)− The smallest upper bound sup гранݎ  (ଶݎ
is defined as the nearest vertex that dominates ݎଵ  and ݎଶ. The 
largest lower bound inf (ݎଵ,  ଶ) is defined as the nearest vertexݎ
subordinate to the vertices ݎଵ  and ݎଶ . 
Let us more formally define the concepts of the smallest upper 
and largest lower faces in the context of a directed graph: 
ݎ = ,rଵ)	݌ݑݏ rଶ) ⟺ 

,ݎ)݌∃ .1 ,ݎ)݌&(	1_ݎ  .is the upper bound ݎ ,that is,(	2_ݎ
If a∃p(r′, rଵ)&݌(r′, rଶ), then ∃݌	ݎ)	′,  is minimal ݎ ,that is ,(ݎ
among all the upper faces. 
ݎ = ݂݅݊	(rଵ, rଶ) ⟺ 

∃p( r_1, r)&p(r_2,r), that is, ݎ is the bottom face. 
If ∃p(rଵ, r′	)&݌(rଶ, r′	), then ∃p(r, r′), that is, ݎ is maximal 
among all the lower bounds. 
A lattice graph isomorphic to a given lattice is not unique. 
Indeed, for example, the graphs in Figure 1. are isomorphic to 
the same lattice (ܯ,ܲ), where  ܯ	 = 	 {ܽ,ܾ, ܿ,݀} is the set of 
lattice nodes, ܲ	 = 	 {(ܽ, ܾ), (ܽ, ܿ), (ܽ,݀)	, (ܾ, ݀), (ܿ,݀)}  be 
the partial order relation defined on ܯ. We call the lattice 
graphs ܩଵ  and ܩଶ  equivalent to (Gଵ~Gଶ) ,  if they are 
isomorphic to the same lattice. 

 
Figure 1: Equivalent lattice graphs. 

 
A source in a network without oriented cycles dominates any 
vertex, and a sink obeys any vertex of this graph. Let ݎ − be 
an arbitrary vertex of the network without oriented cycles, 
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ݏ − is the source,ݐ − is the sink. We will build an oriented 
path, starting from the vertex ݎ and adding one arc at each 
step. Therefore, the network has at least one oriented path 
,ݎ)	݌  .ݎ obeys the vertex ݐ But then .(ݐ
The existence of the oriented path ݌	ݏ), (ݎ  is proved 
similarly, but it’s construction is carried out in the direction 
opposite to the orientation of the arcs. 
In a network without oriented cycles, for any pair of vertices, 
there are at least one upper face and one lower face.  
The second reason for the “lattice” of the graph is easily 
illustrated by an example: graph (1) in Figure 2 - a network 
without oriented cycles, but it is not a lattice graph. Indeed, 
the vertices ܽ and ܾ have two incomparable lower bounds ܿ 
and ݀, and another lower bound ݐ is certainly smaller than ܿ 
and ݀ ; the vertices ܿ  and ݀  have two incomparable upper 
faces ܽ and ܾ, another upper face s is certainly larger than ܽ 
and ܾ. 
But the requirement that there are no subgraphs in the network 
that have more than one sink or source, like the subgraph 
generated by the set of vertices {ܽ, ܾ, ܿ,݀} (Figure 2 (1)), is 
not a sufficient lattice condition. 
Indeed, adding the vertex e (Figure 2 (2)) makes the 
considered network a lattice graph: inf(a, b) = e (ܿ  and ݀ 
are still incomparable, but (e ≥ c)&(݁ ≥ ݀) ) and 
sup(c, d) = e (ܽand ܾ are still incomparable,      ܾݐݑ	(݁ ≥
ܽ)	&	(݁ ≥ ܾ)). 

 
Figure 2: A network that is not a lattice graph (1) and a 

network that is a lattice graph (2) 
 

If the role hierarchy graph is lattice, or it can be expanded to a 
lattice using a valid transformation, then the role security 
policy allows for a consistent combination with a mandatory 
security policy. 
If necessary, we expand the graph of the hierarchy of roles to 
the lattice graph and  denote it by ܯܩ. The mandatory security 
policy is defined by the lattice ܮ . Then we can take the 
Cartesian product of the lattice built on the vertices of the 
lattice graph ܯܩ and the lattice ܮ. Such a Cartesian product, 
denoted by ܯܩ ×  .is a lattice [9, 10, 11] ,ܮ	
As an illustration of the proposed method, we combine the 
role-based security policy shown in figure 3. and the 
mandatory security policy built on a linear set of three 
elements [12, 13]. 

 
Figure 3:ࡾ role security policy and ࡸ value grid 

A role policy is defined by six roles, one of which (ݎ଴) is 
“empty”, that is, it does not have any privileges and is 
subordinate to any other role. Let graph ܩ be a network, and 
removing the drain turns it into a oriented tree. Then ܩ is a 
lattice one. Let ݏ be the source, ݐ be the sink, and G{t} =
T −	the tree obtained from the original graph by removing the 
sink. If ܴ − is the set of vertices of the graph ܩ, then ܴ	\	{ݐ} 
is the set of vertices of the tree ܶ and ݏ is the root of the tree. 
Therefore, the graph shown in Figure 3. is a lattice. 
Let the mandatory security policy be defined by the lattice L, 
the elements of which are the nodes ݈ଵ, ݈ଶ, ݈ଷ,݈ସ and the order 
relation is set in such a way that ݈ଵ ≥ ݈ଶ ≥ ݈ଷ ≥ ݈ସ. 
According to the role-based, security policy allows a 
consistent combination with a mandatory security policy, a 
consistent combination of defined security policies is 
possible. To do this, it is necessary to construct the lattice 
ܴ	 ×  which is the Cartesian product of the lattices ܴ and ,ܮ	
 where ܴ is the lattice defined by the lattice graph shown in ,ܮ
Figure 2. 
The elements of the ܴ	 × ܮ	  lattice are pairs ௜ݎ) , ௝݈) , for 
݅ = 0, … ,4	and݆ = 1, … ,5. Moreover, the order relation is 
defined as follows: (ݎ௜ , ௝݈) ≥ ௞ݎ) , ݈௠)  if ݎ௜ ≥	 ௞ݎ and        
௝݈ ≥	 ݈௠. Note that the nodes ݎଶ and ݎଷ, ݎସ and ݎହ, ݎଷ and ݎସ, 
ଷݎ  and ݎହ are pairwise incomparable. The lattice graph 
isomorphic to the ܴ	 ×  .lattice is shown in Figure 4 ܮ	
On the resulting ܴ	 × ܮ	  lattice, you can set a mandatory 
security policy. In turn, a role-based security policy can be 
built on the resulting oriented graph. 
And so, the result of combining these two approaches can be 
presented both as a concept based on security labels, and as a 
hierarchy of roles. 

 
Figure 4: Combining role and credential security 

policies 
3.IMPLEMENTATION OF MANDATORY AND ROLE 
ACCESS MANAGEMENT 
Protection of data integrity, which is granted access to 
subjects in the information system, is achieved due to the fact 
that the information system is presented in the framework of 
the formal security model of logical mandatory and role-based 
access and information flow management and integrity 
control: 
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- each role is assigned an integrity level that does not exceed 
the integrity levels of the roles to which this role is 
subordinate in the hierarchy; 
- each role is assigned access rights to ownership or record to 
the entity only when the integrity level of the entity is not 
higher than the integrity level of the role; 
- the subject is granted access to the role only when the level 
of integrity of the role does not exceed the current level of 
integrity of the subject. 
As a security state of a protected information system, a full set 
of access entities is considered, including subjects, objects, 
containers and roles, and their security parameters, the 
composition and impact of which on security is determined by 
the type and version of the operating environment of the 
protected information system, including such entities and 
security settings: 
- accounts of trusted and untrusted users; 
- elements of the file system, including disks, directories, 
files, links; 
- processes, threads, daemons, drivers, devices, services, 
synchronization objects; 
- lists of privileges and access rights of roles to entities, labels 
of shared containers; 
- access level labels, confidentiality and integrity, CCR tags of 
the access method inside containers; hierarchies of entities, 
including roles and subjects. 
Formally, when implementing the method, in general, the 
information system ∑(ܩ∗,ܱܲ) is represented by the set of all 
its states - ܩ∗ and the set of state transformation rules – ܱܲ 
[6]. Moreover, each state of the information system 
 and includes (ܨ,ܣ,ܣܲ) is represented by a tuple (ܱܲ,∗ܩ)∑
the following elements in its description: 
ܧ = ܱ ∪ ܥ − is the set of entities, where ܱ  is the set of 
objects (for example, files), ܥ  is the set of containers (for 
example directories) and ܱ ∪ 	ܥ = 	∅; 
ܵܧ − many entities operating on behalf of user accounts; 
ܴ௥ = ,௥݁ݐ݅ݎݓ,௥݀ܽ݁ݎ} ,௥݁ݐݑܿ݁ݔ݁ {௥݊ݓ݋ −  many types of 
access rights, while ݀ܽ݁ݎ௥ −	is the right to read, ݁ݐ݅ݎݓ௥ −
	is the right to write, ݁݁ݐݑܿ݁ݔ௥ −	is the right to execute, 
௥݊ݓ݋ −	is the right to own; 
ܴ௔ = ௔݀ܽ݁ݎ} ௔݁ݐ݅ݎݓ, 	−{௔݊ݓ݋, many types of access, 
with ݀ܽ݁ݎ௔ −  read access, ݁ݐ݅ݎݓ௔ −	 write access, 
௔݊ݓ݋ −	ownership access; 
ܴ݂ = −{௧݁ݐ݅ݎݓ,௠݁ݐ݅ݎݓ}  many types of information 
flows (from memory and time, respectively); 
ܲ ܧ) ∪ ܴ) × ܴ௥ −	 many access rights to entities and 
roles; 
ܵܣ × ܧ) ∪ ܴ) × ܴ௔ −  multiple access of entities to 
entities and roles; 
ܨ ܧ) ∪ ܴ) × ܧ) ∪ ܴ) × ௙ܴ −	many information flows; 
ܴ:ܣܲ → 2௉ − a function of access rights to entities and 
roles of roles, and for each access right ݌ ∈ ܲ there is a role 
ݎ ∈ ܲ such that the condition ݌ ∈  ;is satisfied	(ݎ)	ܣܲ
(≥,ܥܮ) −  multi-level security lattice of confidentiality 
levels (as a rule, the Cartesian product of a linear scale of data 
confidentiality levels and the set of all subsets of a finite set of 
non-hierarchical data categories); 

ܧ:ܽ ∪ ܴ → ܥܮ −  a function that sets the level of 
confidentiality for each entity or role; 
ܽ:ܵ → ܥܮ −  a function that sets for each subject its current 
access level; 
(≥,ܫܮ) − linear scale of two levels of data integrity, where 
ܫܮ = {݀௟௢௪ ,݀௛௜௚௛}; 
ܧ:݉ ∪ ܴ → ܫܮ − a function that sets the integrity level for 
each entity or role; 
݊: ܵ → ܫܮ − a function that sets for each subject its current 
level of integrity; 
In each state of the information system ∑(ܩ∗,ܱܲ)  ensure 
that the following conditions are met: 
- each role has access rights ݁݁ݐݑܿ݁ݔ௥ᇱ − to all roles: for 
every two roles ݎ, ′ݎ ∈ ܴ  the condition (ݎ, (௥݁ݐݑܿ݁ݔ݁ ∈
 ;is fulfilled(ᇱݎ)ܣܲ
- the confidentiality level of the entity or role that is part of the 
container entity or role, respectively, does not exceed its 
confidentiality level: for entities or roles ݁, ݁′ ∈ ܧ ∪ ܴ, if 
݁ ≤ ݁′, then ܽ(݁) ≤ ܽ(݁ᇱ); 
- the integrity level of an entity or role that is part of a 
container entity or role, respectively, does not exceed its 
integrity level: for entities or roles ݁, ݁′ ∈ ܧ ∪ ܴ, if ݁ ≤ ݁′, 
then      ܽ(݁) ≤ ܽ(݁ᇱ); 
- a role can contain access rights to own or write to entities or 
roles with no higher integrity level than it: for the role ݎ ∈ ܴ 
and the entity or role ݁ ∈ ܧ ∪ ܴ, if (݁,ݎ_ߙ ∈  then ,(ݎ)	ܣܲ
݉	(݁) 	 ≤ ௥ߙ where ,(ݎ)	݉ ∈  .{௥݁ݐ݅ݎݓ,௥݊ݓ݋}

 
Figure 5: Hierarchical representation of the mandatory and 
role access model and its possible extensions 
 
In the hierarchical description of mandatory access control 
based on the role-based access control model, the following 
levels are currently set (figure 5): 

- the first level is a RBAC system model; 
- the second level is a model of a RBAC system and 

mandatory integrity control; 
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- the third level - a model of a RBAC system, 
mandatory integrity control and mandatory access control 
only with information flows from memory; 

- the fourth level is a model of a RBAC system, 
mandatory integrity control and mandatory access control 
with information flows in memory and in time. 
This approach allows to complicate the wording of the 
definitions and statements of the model gradually as you 
include elements corresponding to the next level under 
consideration. Each lower level of the model represents an 
abstract system, the elements of which are independent of new 
elements belonging to a higher level, which, in turn, inherits 
and, if necessary, corrects or supplements the elements of the 
lower level. 
With such a hierarchical description, the hypervisor model for 
the OS (figure 5) is considered as an alternative (additional) 
third level (model of the role-based access control system, 
mandatory integrity monitoring and hypervisor), since it can 
be assumed that the hypervisor for the OS must ensure the 
correct functioning of its mandatory integrity control, and 
mandatory access control in the OS should not be 
implemented by means of a hypervisor [14, 15]. Similarly, the 
role-based model of access control in a computer network 
should be considered alternative to the fourth level of 
representation of mandatory access control based on the 
role-based access control model, since mandatory integrity 
control and mandatory access control with memory 
information flows are essential in this model. 
If the role-based access control model meets the requirements 
of strictly mandatory access control, then in it for any objects 
,݋ ′݋ ∈ ܱ such that ܿ(݋) >  an information flow from ,(ᇱ݋)ܿ
 .is impossible ′݋ to ݋
For lattices of confidentiality levels (ܮ,≤) 	= 	  and {ܵܪ,ܵܮ}
integrity levels (ܮ,≤) 	= 	  Figures 6-7 show role ,{ܫܪ,ܫܮ}
hierarchies for two possible combinations of role hierarchies 
of liberal or strict access control with liberal or strict 
mandatory integrity control. 

 
Figure 6: Strict Mandatory Access Control and 

Liberal Mandatory Integrity Control 
 

 
 

Figure 7: Liberal Mandatory Access Control and 
Strict Mandatory Integrity Control 

 
The dependencies of the conditions and results of applying de 
jure and de facto rules for transforming the states of the 
presented model will change significantly. The diagram of 
these dependences is shown in Fig. 8, in which solid lines 

show dependencies that arise when applying de jure rules 
(with the exception of information flows), and dashed lines 
show dependencies that arise when applying de facto rules or 
as a result of obtaining information flows when applying de 
jure rules. 
Since the mandate role model uses the constraint mechanism, 
consider the following statement. 
Let ܩ଴ − be the initial state of the system ∑(ܩ∗,ܱܲ,  ଴), inܩ
which the functions (݅௨, ݅௘ , ݅௥, ݅௦)଴ satisfy the level of 
integrity of the role does not exceed the levels of integrity of 
roles with which it is subordinate in the hierarchy of roles, as 
well as the current level of integrity of the subject-session 
should not exceed the integrity level of the user account on 
whose behalf it operates, and the current level of the 
subject-session to which it is subordinate in the hierarchy. The 
role integrity level cannot be higher than the integrity level of 
the user account that can be authorized on it, and the current 
integrity level of the subject-session, in the many current roles 
of which it is included. Then in any state ܩேof any trajectory 
଴ܩ ⊢௢௣ଵ ଵܩ ⊢௢௣ଶ … 	 ⊢௢௣ே ேܩ , where ݌݋ଵ, … , ே݌݋ −  
are the rules of state transformation and ܰ ≥ 0, the functions 
ேܣܷ ேܣܲ,  and ݏ݈݁݋ݎே  satisfy the relevant restrictions 
௎ݐ݊݅ܽݎݎݐݏ݊݋ܥ  .ௌݐ݊݅ܽݎݎݐݏ݊݋ܥ ௉  andݐ݊݅ܽݎݎݐݏ݊݋ܥ,

 
 

Figure 8”Scheme of dependence of conditions and 
results of applying the rules for transforming states of the 

mandatory role model 
 

Thus, the proposed algorithm for implementing mandatory 
and role-based access control makes it possible to check the 
security status of a secure information system after trusted 
entities have completed their tasks of changing the system’s 
functioning parameters and can increase the security of the 
information system taking into account the formation of 
access control rules. 
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4. EVALUATION OF THE PERFORMANCE OF THE 
DEVELOPED SOFTWARE PRODUCT 

 
Based on the algorithm, the “MK Universal” software 
package was developed. The developed software package 
based on role and mandatory access control allows to increase 
the security of the information system, taking into account the 
formation of access control rules, and also allows to 
implement flexible access control rules that change 
dynamically during the functioning of the computer system. 
The hierarchical structure of the developed software package 
is presented in Figure 10. 

 
Figure 10: General structure of the software package 

 
From the above diagrams it can be seen that, if we neglect the 
error, the time for collecting information about files grows 
almost linearly depending on the number of files. Also, it can 
be seen that the construction time of the adjacency matrix for 
the access graph has an exponential dependence on the 
number of files. Thus, the experimental data confirm the 
validity of the theoretical performance assessment. 
Based on the data obtained, we will make a comparative 
analysis of information security tools (IST) against 
unauthorized access. We offer the following method for 
conducting a comparative analysis of the considered IST from 
unauthorized access: 
1. A table of factors (criteria) is compiled, according to which 
an objective comparison of the analyzed IST from 
unauthorized access can be made; 
2. Each factor is assigned a coefficient that expresses the 
weight or significance of this factor in the framework of the 
comparison; 
3. The table of factors is filled with values for each of the 
analyzed IST from unauthorized access; 
4. By summing the values of factors, taking into account their 
coefficients, the “efficiency” of each IST from unauthorized 
access is determined, while positive factors are taken with a 
plus sign, and negative factors with a minus sign; 
5. By comparing the “efficiencies”, the IST from the 
unauthorized access is selected, to a greater extent satisfying 
the modern requirements of consumers. 
Thus, a comparative analysis of ݊  IST from unauthorized 
access is reduced to solving the optimization problem (1). 

∑ ௜௞ାܨ ∙௦
௜ୀଵ ௜ܲ

ା −∑ ௝௞ିܨ ∙௧
௝ୀଵ ௝ܲ

ା → max   (1) 
where ݇ ∈ ௜௞ାܨ,[݊,1] , ݅ = 1, ݏ − are the values of positive 
factors for the ݇ −th IST from unauthorized access ܨ௜ା ∈

(0,1] −  is the weight of the ݅ -th positive factor, ܨ௜ି ∈
(0,1]݆ − is the weight of the jth negative factor. 
If a factor value can be represented literals “+” and “-”, then 
the replacement is normalized values by numbers 1 and 0, 
respectively. 
 
5 RESULT ANALYSIS 

 
Table 1 shows the values of the comparison criteria developed 
by studying documentation and analyzing sources [16] for the 
analyzed software and hardware-software IST from 
unauthorized access. 
Table 1 shows the values of the comparison criteria developed 
by studying documentation and analyzing sources [16] for the 
analyzed software and hardware-software IST from 
unauthorized access. 
 
Table 1: Comparative analysis of protection against 
unauthorized access to information 
№ 

Fa
ct

or
 w

ei
gh

t IST from UA 
 
 
 

Faktor  

M
K

- U
ni

ve
rs

al
 

Se
cr

et
 N

et
 

K
rip

to
n 

Za
m

ok
 

St
ra

j N
T 

1 1 Implementation of the 
Mandatory Model of 
Access Control 

+ + - + 

2 0.
9 

Implementation of OS 
“trusted boot” 
mechanisms 

+ - + - 

3 0.
7 

Providing integrity 
control of file system 
objects 

+ - - + 

4 0.
1 

Providing control over 
printing documents 

- + - + 

5 0.
2 

Guaranteed destruction 
of deleted information 

+ + - + 

6 1 Event Registration + + + + 
7 0.

9 
Windows OS Support + + + + 

8 0.
7 

The ability to protect 
PCs networked 

+ + + + 

The value of the objective function 
∑ ௜௞ାܨ ∙௦
௜ୀଵ ௜ܲ

ା −∑ ௝௞ିܨ ∙௧
௝ୀଵ ௝ܲ

ି 
5,
9 

4,
4 

4,1 5,6 

The experiment carried out showed that the developed 
software package increased the security of the automated 
system by 13%. 
 
6. CONCLUSION 
To sum up, we suggest the following outcomes regarding 
proposal paper: 

 the security policy was simulated, including 
role-based and mandatory access control. 

 based on the model, a methodology has been 
developed for creating a comprehensive security policy; 

 an approach to combine mandatory security policies 
of two computer systems with different value gratings is 
proposed. When combining the two approaches to the 
solution, the result is presented in the form of a concept based 
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on security labels and a hierarchy of roles; 
 in the information system ∑(ܩ∗,ܱܲ), the rules for 

transforming states were implemented: de jure and de facto. 
The same rules are used to administer the parameters of the 
access control mechanism in the system; 

 an algorithm for combining role and mandatory 
security policies has been developed; 

 it was revealed that the integration of several 
different models provides an opportunity to reduce the 
vulnerability of the network related to obtaining unauthorized 
access and ensure the security of the information system; 

 the practical value is to obtain a methodology for 
building security policies for enterprises and computer 
systems to prevent information leakage. 
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