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ABSTRACT

A new secure image Steganography is proposed, images
from different sources are used to transmit via internet for so
many purposes such as confidential achieves, military
images, Medical image process. The large volume-sized
secret image is transformed in to secret fragment visible
mosaic image. It also handles the overflows and underflows
in the transformed pixels.

The data hiding is based on Image encryption technique and
recovered through Decryption. The secret image divided
into blocks and transforms their block processed and color
characteristics into blocks of target size. Secret Image is
embedding in the target image by skilful technique. The
information needed for recovering secret image which is
embedded into processed mosaic image by a lossless with
data hiding scheme using a key.

Keywords - Steganography, Data hiding, Image encryption,
Secret Fragment Mosaic Image.

1. INTRODUCTION

Recently, many methods have been used for securing image
transmission. The two common approaches are image
encryption and data hiding. Image encryption is a technique
that uses the natural property of an image, like high
redundancy and strong spatial correlation, to get an
encrypted image based on Shannon’s confusion as well as
diffusion properties.

The encrypted image is a noise image so none can obtain the
secret image from it unless he/she has the correct key.
However, the encrypted image is a useless file, which can’t
provide any additional information before decryption and
may arouse an attacker’s mind during transmission due to
the randomness in form. An alternative for this problem is
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data hiding, which hides a secret message into a cover image
due to that no one can think the existence of the secret data,
in which the data type of the secret message learnt in this
paper, is an image.

In this paper, a new technique for secure image transmission
proposed, which transforms a secret image into a
meaningful mosaic image with the same size and looking
like a preselected target image. The transformation process
is controlled by a secret key, and only with the key can a
person recover the secret image nearly lossless from the
mosaic image.

The proposed method is inspired by Lai and Tsai [1] in
which a new type of computer art image, called secret-
fragment-visible mosaic image, was proposed. The mosaic
image is the result of rearrangement of the fragments of a
secret image in disguise of another image called the target
image preselected from a database. But an obvious
weakness of Lai and Tsai [1] is the requirement of a large
image database so that the generated mosaic image can be
sufficiently similar to the selected target image. Using their
method, the user is not allowed to select freely his/her
favourite image for use as the target image.

It is therefore desired in this study to remove this weakness
of the method while keeping its merit, that is, it is aimed to
design a new method that can transform a secret image into
a secret fragment-visible mosaic image of the same size that
has the visual appearance of any freely selected target image
without the need of a database.
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Figure 1. Result yielded by the proposed method. (a) Secret
image. (b) Target image. (c) Secret-fragment-visible mosaic
image created from (a) and (b) by the proposed method.

(b)

As an illustration, Fig. 1 shows a result yielded by the
proposed method. Specifically, after a target image is
selected arbitrarily, the given secret image is first divided
into rectangular fragments called tile images, which then are
fit into similar blocks in the target image, called target
blocks, according to a similarity criterion based on color
variations. Next, the color characteristic of each tile image is
transformed to be that of the corresponding target block in
the target image, resulting in a mosaic image which looks
like the target image. Relevant schemes are also proposed to
conduct nearly lossless recovery of the original secret image
from the resulting mosaic image.

The proposed method is new in that a meaningful mosaic
image is created, in contrast with the image encryption
method that only creates meaningless noise images. Also,
the proposed method can transform a secret image into a
disguising mosaic image without compression, while a data
hiding method must hide a highly compressed version of the
secret image into a cover image when the secret image and
the cover image have the same data volume. The Decryption
person needs a key to get embedded secret image without
the key the image can be extracted.

2. RELATED WORKS

Chin Chen chang, Min- Shian Hwang, and Tung Shou Chen
[3] have given a fast encryption algorithm for secure image
cryptosystems in 2001. Vector Quantization, cryptography
and other theorem is the major platform for the
cryptosystems to transmit images. It was a meaningful
technique to lower bit rate image compression. In VQ firstly
transformation of images into vectors takes place and further
vector by vector then are sequentially encoded

W. B. Pennebaker tried to explain that the main obstacle in
quantity of data required representing a digital image. For
this we would have to make image compression standard to
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maintain quality of the images after compression. To meet
all the needs the JPEG standard for image compression
includes two basic methods having different operation
modes: A DCT method for “loss” compression and a
predictive method for “lossless” compression [4].

I-Jen Lai and Wen-Hsiang Tsai [2] have presented technique
for information hiding, which proposes that secret image is
divided into tile images and then for mosaic image they
were fix to its next target image selected from a database.
Secret key randomly selects few blocks of mosaic image to
embedding the information of the tile image

Ya-Lin Lee and Wen-Hsiang proposed a technique that used
for transmitting the secret image lossless and securely. This
method transforms the secret image of large sized data into a
mosaic tile image having the same size like that of the target
image which is preselected from a database. This colour
transformation was controlled and then the secret image is
recovered lossless from the tile image with the help of the
embedded extracted relevant information used for the
recovery of the image [1].

3. PROPOSED METHOD

The proposed method contains two phases
1. Mosaic image Creation and
2. Secret image recovery
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Figure 2. Flow diagram of the proposed method

In the first phase, a mosaic image is created, which contains
of the tiles of the input secret image with color
transformations according to the embedded based. Image
transmission technique contains four stages. 1) Fitting tile
images of the secret image into target image; 2)
Transforming the each tile of secret image to the
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corresponding target blocks of target image; 3) Rotating
each tile with minimum RMSE value with respect to target
block; 4) Embedding the secret image recovery information.

In the second phase, it contains two stages. 1) Extracting
embedded information from recovery; and 2) Recovering
the Secret image.

4. ALGORITHMS OF THE PROPOSED SYSTEM

The Detailed algorithms for mosaic image creation and
secret image recovery may be stated in algorithm 1 and 2.

Algorithm 1: Mosaic Image Creation.

T-Target Image; S-Secret Image; F-Secret Fragment visible
mosaic image

Stage 1: Fitting tile images of the secret image into target
image

1. If the size of T is different from Size of S, Change the
Sizes and Make them Identical.

2. Divide Sinto ‘n’ tilesand T into ‘n’ blocks.

3. Compute mean and standard deviation for each tile and
block for three color channels.

4. Compute average Standard deviation.

5. Sort both tiles images and block images.

6. Based on Average Standard Deviation values of
blocks, map tile between S and T

7. Create F

Stage 2: Transforming the each tile of secret image to the
corresponding target blocks of target image

8. Create Counting Table TB with 256 entries, each with
corresponding to a residual value and assign an initial
value to zero

9. Calculate mean and standard deviation for each
mapping from secret to target.

10. For Each pixel p; in each block of F with the color
value of ¢; , transform c; into a new value using ¢;’ =
q.(c; — u.) + . if ¢ is not less than 255 or if it is
greater than 0, then changes to be 255 or 0.

11. Compute a Residual value R; for pixel p;.

Stage 3: Rotating each tile images.
12. Compute the RMSE values
13. Rotate tile into the optimal direction with minimal
RMSE value.

Stage 4: Embedding the secret image recovery information.

14. For each tile image T; in Mosaic image F, construct a
bit stream M; for recovering T

15. Concatenate the bit stream M ;s of all T; in F; sue the
secret key K to encrypt.

16. Embed the bit stream 1 into mosaic image F by the
same scheme used in step 15.

Algorithm 2: Secret image recovery
T-Target Image; S-Secret image: F-Mosaic image
Stage 1: Extracting embedded information from recovery.

1. Extract the bit stream M, by Secret key
2. Decompose M, into n bit streams M, through M,,.
3. Decode M;for each tile T; to obtain data items.

Stage 2: Recovering the Secret image.

4. Recovering tile images by the following steps
e Rotate tile in reverse direction and fit the resulting
block content into T to form initial tile image.
e Make use of Extracted Mean and related Standard
Deviation quotients
e Compute the original pixel value
e Scan tto find out pixels
5. Compose all the final tile images to form the desired
secret image S as output.

5. EXPERIMENTAL RESULTS

A series of experiments have been conducted to test the
proposed method using many secret and target images with
sizes 1024 x768 or 768 x1024. To show that the created
mosaic image looks like the preselected target image, the
quality metric of root mean square error (RMSE) is utilized.
The RMSE values for 8 = 90, 180 and 270 are 39.1915,
45.2545 and 50.5961 respectively, which is defined as the
square root of the mean square difference between the pixel
values of the two images.

An example of the experimental results is shown in Fig. 3;
Fig. 3(c)-3(f) shows the created mosaic images using Fig.
3(b) as the secret image and Fig. 3(a) as the target image.
The tile image sizes are 8 x8, 16x16, 24x24 and 40x40
respectively. The recovered secret image using a correct key
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Figure 3. Experimental result of mosaic image creation. (a)
Target image. (b) Secret image. (c) — (f) Mosaic images
created with different tile image sizes: 8x8, 16x16, 24x24,
40x40. (g)- (h) block processed images of target and secret
image

If the recovery key doesn’t matches with the key used for
hiding key then the process ends at that point, without any
further process.

6. CONCLUSION

In this generation nothing is secure. A Secure image
Steganography technique is proposed, where secret images
are embed into an image and encrypted with a key to
transmit. Mosaic image is formed with secret tile image and
target image for the lossless data hiding and recovery.
Experimental results are shown the feasibility of secure
transmission of image in the proposed method is good.
Future studies may be directed to applying proposed method
to video, where video frames are used as target image.
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