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Abstract: Cloud computing is one of the interesting research
issue now days of recent technology, due to its services ,
features ,low -maintenance and high quality on demand service
to cloud users. Multiple data owners can share the data
component securely with authentication. In this paper we are
proposed the concept digital certificate for user authentication
and key establishment. By providing security of data in the
cloud we are using Triple Des for encryption and decryption of
data. So that by using those techniques we can provide more
security and low maintenance of characteristics.

INTRODUCTION

Cloud is a resource area, it can be used either
software as service, database or storage area as service or
virtual system as service and infrastructure as service
,everything is possible with cloud in pay and use
manner, SO many service providers available to provide
services to cloud users such as Amazon with data
centers[1].

End user can easily avail the services and resources
which are provided the data owner. Data owner uploads
data components to cloud server. Third party auditor
monitors data components which are uploaded by
respective data owners, end user consumes the service or
data which are provided by the data owner through cloud
service provider [2].

Cloud provides on demand services in efficient
and simple manner, additional hardware or software
infrastructure not required to avail the services of cloud,
an entire organization can share the resources provided by
the cloud with maintaining additional infrastructure in
client systems. Cloud is simply a cost effective service
and need not to maintain the data in local servers or
systems but this situation may takes to confidentiality
issue because our data available or stored at third party
server. Cloud provides services to data owners and end
users in an efficient manner with remote and secure
accession demand high quality service or applications,
infrastructure to many systems[3][4].

Cloud maintains reliability, integrity and
maintainability and confidentiality. In day to day
challenges cloud enhances their services in all aspects,
sometimes multiple data owners shares a common data
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component, there service provides authentication
parameters to access authorized users only, by generating
an secure session key for encryption and decryption.

Policies between data owners to maintain data
confidentiality. Even though auditor monitors the data
components which are uploaded, but there is a chance to
leak our confidential information to other parties, to
resolve these issue some researches provided various
auditing protocols for secure auditing service between
data owner, Auditor and cloud service provider [5].

RELATED WORK

Cloud Computing is new class of network
based totally computing that takes place over the internet.
It is recognized as an alternate to ancient data technology
due to its intrinsic resource-sharing and low-maintenance
characteristics. Cloud Computing uses the online for
communication and provides varied services to cloud
users with the help of powerful datacenters. By migrating
the native information management systems into cloud
servers, users can relish high-quality services and save
necessary investments on their native infrastructures. One
altogether the essential services offered by cloud
suppliers is data storage. Specially, the cloud servers
managed by cloud suppliers don't seem to be completely
trustworthy by user whereas the knowledge files keep
inside the cloud might even be sensitive and confidential,
like business plans. To preserve data confidential and
privacy, a basic resolution is to jot down data files, thus
transfer the encrypted data into the cloud. Sadly, turning
out with associate economical and secure information
sharing theme for groups inside the cloud is not a
straightforward task due to the following troublesome
issues. ldentify privacy is one altogether the foremost
necessary obstacles for the wide activity of cloud
computing. Whereas the guarantee of identity is not
privacy, users might even be unwilling to hitch in cloud
computing systems as results of their real identities could
be merely disclosed to cloud suppliers and attackers.

It is extraordinarily prompt that any member
in a passing cluster needs to be ready to completely get
pleasure from the knowledge storing and sharing services
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provided by the cloud, that's printed as a result of the
multiple-owner manner. In the single-owner manner,
where solely the cluster manager can store and modify
information inside the cloud, the multiple-owner manner
could be a heap of versatile in smart applications.

Various group key authentication mechanisms
provided by cloud service providers to authenticated
communication between the data users with generation of
secure key between data owners and updates session key
if a new user added or removed from the session.
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PROPOSED SYSTEM

The proposed system is a more efficient and low cost
for maintained data in cloud. In this paper we are
emphasizing on user authentication, key establishment
and security of shared data. The authentication user and
key establishment we are using the digital certificate
technique.
Secure transmission can be provided by triple DES, by
using Triple Des, encrypt and decrypt sharing data. The
encrypted data store into cloud and that data can be
decrypt by any other users by using shared key.

e Cipher Data

Figl: Proposed Architecture

In this module every end user will generate signature and

sent to KGC. The DSA signature provides authentication
verification for all end users. The KGC will perform
authentication users by using signatures comparison. In
this paper, the generation signature we are using digital
signature algorithm. By using this algorithm each user
will generate signature and sent to KGC. The KGC will
check he/she authenticate users or not.

In this module the KGC will generate secret key for
encryption and decryption of shared data. Before
performing the encryption and decryption of shared data
the KGC generate secret key and sent to individual users.
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Before sent the secret key the KGC will perform the
authentication users. If they are authenticated users the
key will sent only that users. The generation of secret key
we are using Shamir secret share for the purpose of data
encryption and decryption.

In this module each and every user will encrypt and
decrypt shared data. The encrypted shared data will be
stored in to cloud service. If any user wants to retrieve the
shared data, it can be decrypted by secret key. The
encryption and decryption of shared data we are using
triple DES algorithm. By using this algorithm we can
provide more security and flexible of shared data.
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DSA algorithm

1. End User choose a large prime number p with 2L-1 < p < 2L where L= 512 to 1024 hits and is a multiple of 64
2. End User choose g with 2159 < q < 2160 such that q is a 160 bit prime divisor of (p-1)
3. End user choose g = h(p-1)/q where 1<h<p-1 and h(p-1)/qg mod p > 1

Users choose private & compute public key:

4. End user choose x<q
5. End user compute y = gx mod p

Signature creation:

6. End user calculate r = (gk mod p)mod g

7. End user generate signature s = [k-1(H(M)+ xr)] mod g and send to trusted party.

Signature verification done by trusted party:

1. Trusted party will calculate w = s-1 mod q

2. Trusted party will calculate ul=[H(M)w Jmod g and u2= (rw)mod q

3. v=[(g(pow)(ul) y(pow)(u2))mod p Jmod g

After successfully verification of user the trusted
party will generate secret key and send to all users in
cloud. The secret key generated by Shamir's secret-
sharing scheme.

Mathematical definition

The goal is to divide secret (e.g., a safe combination) into
pieces of data D1,D2 ....Dn in such a way that

1. Knowledge of any or more Di pieces makes easily
computable.

2. Knowledge of any k-1 or fewer Di pieces leaves’ s
that completely undetermined (in the sense that all its
possible values are equally likely).

This scheme is called (k,n) threshold scheme. If k=n then
all participants are required to reconstruct the secret.

Shamir secret Sharing scheme
The essential idea of Adi Shamir's threshold scheme is
that 2 points are sufficient to define a line, 3 points are

Key Generation Process

Let us consider a secret key S=1234

sufficient to define a parabola, 4points to define a cubic
curve and so forth. That is, it takes points to define a
polynomial of degree k-1.

Suppose we want to use a(k,n) threshold scheme to share
our secret , without loss of generality assumed to be an
element in a finite field Fof size P where O<k<=n<P;S<P
and P is a prime number.

Choose at random k-1 positive integers al,.....,ak-1 with
ai<P, and let a0=S. Build the polynomial
f(x)=a_0+a_1x+a_2x"2+a_3x"3+.......+a_{k-1}x*{k-1}.
Let us construct any n points out of it, for instance set
i=1..nto

retrieve (i,f(i)). Every participant is given a point (an
integer input to the polynomial, and the corresponding
integer output). Given any subset

of k of these pairs, we can find the coefficients of the
polynomial using interpolation. The secret is the constant
term ao.

«  Consider number of points n=6 and k=3 and obtain any random integers a;=166 and a,=94f(x)=1234+166x+94x*
»  Secret share points D0(1,1494),D,=(2,1942)D5=(3,2598)D4=(4,3402)Ds=(5,4414)D¢=(6,5614)

We give each participant a different single point (both x and f(x)). Because we use Dy, instead of D, the points start from (1,
f(1)) and not (0, f(0)). This is necessary because if one would have (0, f(0)) he would also know the secret (S=f(0))
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Re-construction:

* Inorder to reconstruct the secret any 3 points will be enough

» Let us consider
(%0,Y0)=(2,1924),(x1,y1)=(4,3402),(X2, Y2)=(5,4414)

Using lagrangeous polynomials

Lo:(x-xllxo-xl,*(x-lexo-xz,:(x-4/2-4)*(x-5/2-5):(1/6)x2-(3/2)x+10/3
L= X=X/ X Xy * (X-Xol Xy -X oy =(X-2/4-2) *(x-5/4-5)=~(1/2)x*~(7/2)x-5

Lo=(X-Xo/ Xg-Xoy* (X-Xa/ Xo-X1y=(X-2/5-2) *(x-4/5-4)=(1/3)x*-2x+8/3

f(X)=22_, yj+ 1{(X) =1942((1/6)X*-(3/2)x+10/3)+3402(-(1/2)X*-(7/2)x-)+4414((1/3)X*-2x+8/3 )

f(X)=1234+166x+94x>

Recall that the secret is the free coefficient, which means that S=1234.

After generation of points the trusted party will
send the all user and the user will generate secret key
using these points. So that the user will use these secreat
key to encrypt the store data. As well the user also
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authenticated user or not. After completion of
authentication the KGC will generate secret key and sent
to each and every user. The generation of secret key we
are using Shamir secret share. After generating secret key
each user will encrypt the data by using Triple DES
algorithm using the secret key. If any user want the that
data it will decrypt by using the secret key. By proposing
those concepts we can provide more flexible and security
of data.
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