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Abstract: In cloud services data security is a major problem. In
these services intruders attack on keys and eventually capture the
content in the network. So we introduced a novel protocol that
reduces data leakage attacks. We introduced a double layer
protection that used symmetric key cryptographic techniques
secure data. In this process data is a encrypted twice and store ina
cloud. Only the authenticated users access the information which
limited the user privileges over the cloud services.

INTRODUCTION

There is an ever-increasing amount of data
available in digital form, and almost invariably that data is
now near a network. Recent research of integration systems
and peer-to-peer databases has created new ways for
diverse groups to share and process data. But in most
practical cases, complex constraints of trust and
confidentiality exist between these cooperating or
competing groups. As a result, in many cases data is
disseminated only when there are no security or
confidentiality issues among any possible recipient. This
means the data that could safely be disseminated to certain
parties remains hidden behind a firewall or a server.

The trust, confidentiality and security issues
involved in sharing data are immense, however there are
few a tools for managing access to the data that peers are
encouraged or required to share (especially when
distributed data processing is needed). In this paper we
introduce a framework to allow a database owner to
express rich access policies, generate a single, partially-
encrypted version of the data that enforces all access
policies, publish it, and then enforce the policies by
granting keys.

A critical issue in such a context is represented by
the fact that very often identity attributes encode privacy-
sensitive information and this information has to be
protected, even from the party distributing the contents.
The privacy is considered as key requirement in all
solutions and initiatives for digital identity management. It
is important to point out that because of the problem of
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insider threats and today recognized as a major source of
data theft and privacy breaches, identity attributes should
still be strongly protected even if the party is distributing
the contents and the content recipients belong to the same
organization. The problem of disseminating contents to
user groups by enforcing attribute-based access control at
the same time assuring the privacy of the user identity
attributes has not been addressed.

The Internet and the Web have enabled tools and
systems for quickly disseminating data, by posting on Web
sites or broadcasting in the user communities in a large
variety of application domains and for different purposes.
Whatever is because of legal requirements, organizational
policies or commercial reasons and selective access to data
should be enforced in order to protect data from
unauthorized accesses. The modern access control models
like XACML and allows one to specify access control
policies that are expressed in terms of conditions
concerning the protected objects against properties of
subjects referred to as identity attributes and the
characterizing the users accessing the protected data.

Examples of identity attributes include the role
that a user has in his/her organization and the country of
origin. A user thus verifies the given access control policy
and identity attributes, verify the conditions of the policy.
The use of such an approach is crucial to simplify access
control administration and support high-level policies
closer to organizational policies and is in line with current
initiatives for digital identity management.

Many benefits, including on-demand provisioning
that enables organizations to grow efficiently and in a cost
effective manner, have been the force driving for many
organizations to move into the cloud. Storage as a service
(SaaS) and Data as a service (DaaS) are emerging cloud
services by which organizations can seamlessly store data
in the cloud and retrieve them based on access control
policies (ACPs) that cover legal requirements and
organizational policies. While SaaS provides a virtual
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storage, DaaS provides a higher level interface to store and
query data on a data structure. AmazonS3 and Microsoft
Azure storage services are two such popular services
currently available.

While cloud data services provide many benefits,
data privacy and security issues have been major concerns.
Data stored in the cloud often encode sensitive information
and should be protected as mandated by various
organizational policies and legal regulations. A commonly
adopted approach to address security and privacy is to
encrypt the data before uploading them to the cloud.
Encryption itself is non sufficient as often organizations
have to enforce fine-grained access control on the data.
Such control is often based on information such as the role
of data users in the organization, projects on which users
are working and so forth. Therefore, an important
requirement is to support fine-grained access control, based
on policies specified in expressive access control language
and encrypted data hosted in the cloud.

In particular, an expressive access control model,
such as XACML, allows one to specify ACPs on protected
objects in terms of the properties of subjects, referred to as
identity attributes. The email address, the role a user plays
in an organization, age and the location a user accesses
from are a few examples of such identity attributes. The
identity attributes that subjects should possess in order to
access protected objects are referred to as conditions. Such
an attribute based access control model is crucial in order
to support fine-grained access control policies to data.

RELATED WORK

Approaches closely related to our work have been
investigated in three different areas: selective publication
and broadcast of documents as well as attribute-based
security and group key management. The database and
security communities have carried out extensive research
concerning techniques for the selective dissemination of
documents based on access control policies. These
approaches fall in the following two categories.

1) Encryption of different subdocuments with
different number of keys which are provided to users at the
registration phase, and broadcast the encrypted sub
documents to all users.

2) Selective multi-cast of different sub documents
to different user groups and where all sub documents are
encrypted with one symmetric encryption key.

The latter approaches assume that the users are
honest and do not try to access the sub documents to which
they do not have access authorization. Therefore, these
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approaches provide neither backward nor forward key
secrecy. In the traditional approaches users are able to
decrypt the sub documents for which they have the keys.
However, such approaches require allow some keys be
distributed in advance during user registration phase. This
requirement leads difficult to assure forward and backward
key secrecy when user groups are dynamic with frequent
join and leave operations.

Further, the rekey process is not transparent
therefore shifting makes burden of acquiring new keys on
existing users when others leave or join. In this case our
approach makes rekey transparent to users by not
distributing actual keys during the registration phase.
Attribute-Based Encryption (ABE) is another approach for
implementing encryption based access control to
documents. Under such type of approach the users are able
to decrypt sub documents if they satisfy certain policies.
ABE has two variations: the associating encrypted
documents with attributes and user keys with policies;
associating user keys with attributes and encrypted
documents with policies.

In either case the cost of key management is
minimized by using attributes that can be associated with
users. These approaches require the attributes considered in
the policies to be sent in clear. It contains clear texts that
reveals sensitive information about users during both
registration and document distribution phases. In contrast,
our approach preserves user privacy in both phases in that
users are not required to reveal the values of their identity
attributes to the content distributor. Group Key
Management (GKM) is a widely investigated topic in the
context of group-oriented multicast applications. Early
work on GKM relied on a key server to share a secret with
users to distribute keys to decrypt documents. Such
approaches suffer from the drawback of sending O(n)
rekey information and where n is the number of users, in
the event of join or leave to provide forward and backward
secrecy. Hierarchical key management schemes, are the
key server hierarchically establishes secure channels with
different sub-groups instead of with unique users are
introduced to reduce this overhead.

However, they only reduce the size of the rekey
information to O (log n) and each user needs to manage at
worst O (log n) hierarchically organized redundant keys.
Similar to the spirit of our approach, there have been
efforts to make rekey a one-off process. The secure lock
approach based on the Chinese Remainder Theorem (CRT)
performs a single broadcast to rekey. However, the
proposed approach is inefficient for large n values as it
requires  performing CRT  calculation involving
congruence’s each time a new document is sent. The access
control polynomial approach encodes secrets given to users
at registration phase in a special polynomial of order at
least n in such a way that users can derive the secret key
from this polynomial. The special polynomials used in this
approach represent only a small subset of domain of all the
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polynomials of order n and security of the approach is
neither fully analyzed nor proven.

To delegate policy changes enforcement to the
server, avoiding re-encryption for the data owner, we adopt
a two layer encryption approach. The owner encrypts the
resources and sends them to the server in encrypted form,
the server can impose another layer of encryption
(following directions by the data owner).We then
distinguish two layers of encryption.

Base Encryption Layer (BEL), performed the data
owner before transmitting data to the server. It enforces
encryption on the resources according to the policy existing
at initialization time.

* Surface Encryption Layer (SEL), performed by
the server over the resources already encrypted by the data
owner. It leads to the dynamic changes over the policy.
Both layers enforce encryption by means of a set of
symmetric keys and a set of public tokens between these
keys.

At BEL level we distinguish two kinds of keys:
derivation keys and access keys. Access keys are the ones
actually used to encrypt resources and derivation keys are
used to provide the derivation capability via tokens, i.e.,
tokens can be defined only with the derivation key at
starting point. Each derivation key k is always associated
with an access key k an obtained by applying a secure hash
function to k, that is, a = h (k). In other words, keys at the
BEL level always go in pairs, hk, kai. The rationale for this
evolution is to distinguish the two roles associated with
keys, namely: enabling key derivation (applying the
corresponding tokens) and enabling resource access.

In the SEL level there is no distinction between
derivation and access keys (intuitively single key carries
out both functions).Again, we define a key derivation
function s : K 7— 2Kthat can be represented by means of
a graph having a vertex for each key k defined at SEL and
an edge connecting vertices(si, sj ) if there is a token in the
public catalog allowing the derivation of sj .k from si.k. A
key assignment is a function -s : U U R 7— K U {null}that
associates with each user ue U the (single) key released to
the user by the server and with each resource re R
the(single) key with which the resource is encrypted by the
server (if any).

11l. PROPOSED WORK

In this proposed work we introduced double layer
security method. We propose a new model which contains
Cloud Service, user, auditor, and data owner.

Cloud Service: It is a third party service which contains
large amount of database to store information. It allows
data to store information by authenticated users.

User: He / She only have an access to read data when
request to cloud.

Data Owner: He / She stores encrypted content and
generate signature to the content. He is the owner of the
stored content.

Auditor: He / She verifies the content in the cloud
frequently, to check if content is secure or not. He can
check file using the signature sent by cloud and Data
owner.

Algorithm is as follows:

a) Initialization

Initially all users, Data owners register in the cloud
service. For data owners the Cloud generate a secret key
‘sk’. And it is modified by a random value ‘r’ by doing
simple arithmetic operation. That modified key ‘msk’ is
sent to data owner such as (msk,r). Data owner receives
that modified key and reveal the modified key.

b) Storage and encryption

After generating of the key, Data owner selects a text
file and encrypts that file content using Advanced
Encryption Standard. AES operates on a 4x4 column-major
order matrix of bytes, termed the state have a larger block
size and have additional columns in the state. The general
AES calculations are done in a special finite field.

The key size used for an AES cipher specifies the
number of repetitions transformation rounds that convert
the input is so called the plaintext. The final output called
the cipher text. The numbers of cycles of repetition are as
follows: 10 cycles for 128-bit keys per repetition,12 cycles
for 192-bit keys per repetition, 14 cycles for 256-bit keys
per repetition.

Each round consists of several processing steps and
each containing four similar but different stages that
includes one that depends on the encryption key itself. A
sequence set of reverse rounds are applied to transform
cipher text back into the original plaintext using the same
encryption key.

First layer encryption Algorithm:

Cipher (byte in[16], byte out[16],
key_arrayround_key[Nr+1])

Begin

Byte state[16];

State = in;

AddRoundKey (state, round_key [0]);
for i =1 to Nr-1 stepsize 1 do
SubBytes (state);

Shift Rows (state);

Mix Columns (state);

AddRoundKey (state, round key[i]);
End for

Sub Bytes (state);

Shift Rows (state);

AddRoundKey (state, round_key[Nr]);
End
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After generating cipher text Data owner generates
signature by using secure hash algorithm. The signature is
send to Auditor and encrypted the file content sent to
cloud.

Second layer encryption algorithm

In this we used advanced version of AES algorithm
that is Rijandeal algorithm.
Algorithm
Round (State, Expanded KEYTi])

Substitute Bytes (State);

Shift Rows (State);

Mix Columns (State);

Add Key (State [], Expanded KEYTi]);

Last Round (State, Expanded_KEY[Nr])

Substitute_Bytes (State);
Shift_Rows (State);
Add Key (State [], Expanded KEYTi]);

After encrypting the cipher text sent by the Data owner is
encrypted by the cloud and store the final encrypted
content in the cloud service.
b)Verification

In this process the auditor mainly involves mainly in
the process of verification. Auditors have the signature sent
by the data owner and request the cloud for stored file
signature. In a cloud decrypts the encrypted content and
generate signature and sent to auditor. Then auditor
compares the signatures of data owner and cloud of
requested file. If the signatures are same the files are
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secure, otherwise auditor conclude that file in the cloud is
corrupted and sends status to data owner.

By using this process we can reduce the maximum
leakage of data and man in the middle attacks in the
network channel.

CONCLUSION

In this paper we introduced double layer security
method to prevent and reduce the leakage problems. In this
we used symmetric key encryption techniques to achieve
secure key. And the content also encrypted twice for
reducing corruption of the content. We strictly allow
authenticated users only to access the cloud service. By
using this we can reduce man in the middle attacks. In
process the computation and communication also reduced.
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