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ABSTRACT:Firewalls are wide deployed on the 
net for securing non-public networks. A firewall 
checks every incoming or outgoing packet to make 
your mind up whether or not to simply accept or 
discard the packet based on its policy. Optimizing 
firewall policies is crucial for up network 
performance. Previous work on firewall 
improvement focuses on either intra firewall or 
inters firewall improvement within one body domain 
wherever the privacy of firewall policies isn't a 
priority. This paper explores inter firewall 
improvement across body domains for the primary 
time. The key technical challenge is that firewall 
policies can't be shared across domains as a result 
of a firewall policy contains tip and even potential 
security holes, which might be exploited by 
attackers. During this paper, we have a tendency to 
propose the primary cross-domain privacy- 
preserving cooperative firewall policy improvement 
protocol. Specifically, for any 2 adjacent firewalls 
happiness to 2 totally different administrative 
domains, our protocol will establish in every 
firewall the foundations which will be removed as a 
result of the opposite firewall. The improvement 
method involves cooperative computation between 
the 2 firewalls with none party revealing its policy to 
the other. We have a tendency to enforced our 
protocol and conducted in depth experiments. The 
results on real firewall policies show that our 
protocol can take away as several as forty ninth of 
the foundations in an exceedingly firewall, whereas 
the average is nineteen.4%. The communication 
value is a smaller amount than a number of 
hundred kilobytes. Our protocol incurs no 
additional on-line packet process overhead, and 
therefore the offline interval is a smaller amount 
than a number of hundred seconds. 
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1. INTRODUCTION: 

FIREWALLSsquare measure vital in securing 
personal networks of businesses, establishments, and 
residential networks. A firewall is often placed at the 
doorway between a personal network and therefore 
the external network in order that it will check every 
incoming or outgoing packet and choose whether or 
not to just accept or discard the packet primarily 
based on its policy. A firewall policy is typically 
nominal as a sequence of rules, referred to as Access 
management List (ACL), and every rule encompasses 
a predicate over multiple packet header fields (i.e., 
source IP, destination IP, supply port, destination 
port, and protocol type) and a decision (i.e., settle for 
and discard) for the packets that match the predicate. 
The principles during a firewall policy generally 
follow the first-match linguistics; for a packet is that 
the decision of the primary rules that the packet 
matches within the policy. Each physical interface of 
a router or firewall is organized with two ACLs: one 
for filtering outgoing packets and therefore the 
different one for filtering incoming packets. During 
this paper, we have a tendency to use firewalls, 
firewall policies, and ACLs, interchangeably. The 
number of rules during a firewall considerably affects 
its throughput. It shows that increasing the number of 
rules during a firewall policy dramatically reduces 
the firewall outturn. Sadly, with the explosive growth 
of services deployed on the net, firewall policies are 
growing chop-chop in size. Thus, optimizing firewall 
policies is crucial for up network performance. 

                          A novel anomaly management 
framework for firewalls supported a rule-based 
segmentation technique to facilitate not solely a lot of 
correct anomaly detection however conjointly 
effective anomaly resolution. Supported this system, 
a network packet area outlined by a firewall policy 

 



International Journal of Advanced Trends in Computer Science and Engineering,   Vol.3 , No.5, Pages : 203 - 206  (2014) 
       Special Issue of ICACSSE 2014 - Held on October 10, 2014 in St.Ann’s College of Engineering & Technology, Chirala, Andhra Pradesh 

204 
 

ISSN 2278-3091 

may be divided into a group of disjoint packet area 
segments. every phase related to a novel set of 
firewall rules accurately indicates associate overlap 
relation among those rules. we have a tendency to 
conjointly introduce a versatile conflict resolution 
methodology to alter a fine grained conflict 
resolution with the assistance of many effective 
resolution ways with regard to the chance assessment 
of protected networks and therefore the intention of 
policy definition. 

2. EXISTING SYSTEM: 

                        Prior work on firewall improvement 
focuses on either intra firewall improvement, or 
inters firewall improvement inside one body domain 
wherever the privacy of firewall policies isn't a 
priority. Firewall policy management could be a 
difficult task thanks to the complexness and 
mutuality of policy rules. This can be more 
exacerbated by the continual evolution of network 
and system environments. the method of configuring 
a firewall is tedious and error prone. Therefore, 
effective mechanisms and tools for policy 
management area unit crucial to the success of 
firewalls. Existing policy analysis tools, like Firewall 
Policy consultant and FIREMAN, with the goal of 
police investigation policy anomalies are introduced. 
Firewall Policy consultant solely has the aptitude of 
police investigation combine wise anomalies in 
firewall rules. FIREMAN will observe anomalies 
among multiple rules by analyzing the relationships 
between one rule and therefore the collections of 
packet areas derived from all preceding rules.  
However, FIREMAN additionally has limitations in 
police investigation anomalies. for every firewall 
rule, FIREMAN solely examines all preceding rules 
however ignores all later rules once playacting 
anomaly analysis. Additionally, every analysis result 
from FIREMAN will solely show that there's a mis 
configuration between one rule and its preceding 
rules, however cannot accurately indicate all rules 
concerned in AN anomaly. 

DISADVANTAGES: 

1 The amount of rules in an exceedingly 
firewall considerably affects its output. 

2. Fireman will find anomalies among 
multiple rules by analyzing the relationships 
between one rule and also the collections of 
packet areas derived from all preceding 
rules. For every firewall rule, FIREMAN 
solely examines all preceding rules however 

ignores all ulterior rules once performing 
arts anomaly analysis. 

3. PROPOSED SYSTEM: 

In this paper, we have a tendency to represent a 
completely unique anomaly management framework 
for firewalls supported a rule-based segmentation 
technique to facilitate not solely a lot of correct 
anomaly detection however conjointly effective 
anomaly resolution. 

Based on this system, a network packet house 
outlined by a firewall policy may be divided into a 
collection of disjoint packet house segments. every 
phase related to a singular set of firewall rules 
accurately indicates AN overlap relation (either 
conflicting or redundant) among those rules. 

We conjointly introduce a versatile conflict 
resolution technique to change a fine-grained conflict 
resolution with the assistance of many effective 
resolution methods with relation to the chance 
assessment of protected networks and also the 
intention of policy definition. 

ADVANTAGES: 

In our framework conflict detection and backbone, 
conflicting segments square measure known within 
the opening move. Every conflicting phase associates 
with a policy conflict and a collection of conflicting 
rules. Also, the correlation relationships among 
conflicting segments square measure known and 
conflict correlation teams square measure derived. 
Policy conflicts happiness to totally different conflict 
correlation teams may be resolved one by one, 
therefore the looking house for partitioning conflicts 
is reduced by the correlation method. 

 

FIG:1 ARCHITECTURE DIAFRAM 
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4. RELATED WORK: 

Firewall Redundancy Removal 

                   Prior work on intra firewall redundancy 
removal aims to discover redundant rules inside one 
firewall [12], [15], [17]. Gupta known backward and 
forward redundant rules during a firewall [12]. Later, 
Liu et al. noticed that the redundant rules identified 
by Gupta area unit incomplete and projected 2 
strategies for police investigation all redundant rules 
[15], [17]. Previous work on inters firewall 
redundancy removal needs the data of 2 firewall 
policies and thus is just applicable inside one body 
domain [3]. 

Collaborative Firewall Enforcement in Virtual 
Private Networks (VPNs) 
 

                           Prior work on cooperative firewall 
social control in VPNs enforces firewall policies over 
encrypted VPN tunnels while not leaking the privacy 
of the remote network’s policy [6], [13]. The 
problems of cooperative firewall social control in 
VPNs and privacy-preserving inter firewall 
improvement square measure essentially different. 
First, their functions square measure totally different. 
the previous focuses on imposing a firewall policy 
over VPN tunnels in a very privacy preserving 
manner, whereas the latter focuses on removing inter 
firewall redundant rules while not revealing their 
policies to each other. Second, their needs square 
measure totally different. The former preserves the 
privacy of the remote network’s policy, whereas the 
latter preserves the privacy of each policies. 

 

Fig:2 Identification of redundant rules 

5. SYSTEM IMPLEMENTATION: 

Correlation of Packet Space Segment: The major 
good thing about generating correlation teams for the 
anomaly analysis is that anomalies will be examined 
among every cluster severally, as a result of all 
correlation teams are freelance of every different. 
Especially, the looking out house for rearrangement 
conflicting rules in conflict resolution will be 
considerably lessened and also the potency of 
partitioning conflicts will be greatly improved. 

Action Constraint Generation: 

In a firewall policy are discovered and conflict 
correlation teams are known, the chance assessment 
for conflicts is performed. The chance levels of 
conflicts are successively utilised for each machine-
driven and manual strategy picks. A basic plan of 
machine-driven strategy choice is that a risk level of 
a conflicting section is employed to directly verify 
the expected action taken for the network packets 
within the conflicting section. If the chance level is 
extremely high, the expected action ought to deny 
packets considering the protection of network 
perimeters 

Rule Reordering: 

The solution for conflict resolution is that every one 
action constraints for conflicting segments will be 
glad by rearrangement conflicting rules. In 
conflicting rules so as that satisfies all action 
constraints, this order should be the optimum 
resolution for the conflict resolution. 

Data Package: 

When conflicts in an exceedingly policy are resolved, 
the chance price of the resolved policy ought to be 
reduced and also the handiness of protected network 
ought to be improved scrutiny with the case before 
conflict resolution supported the brink price 
knowledge are going to be received in to the server 

6. CONCLUSION: 

In this paper, we tend to known a vital downside, 
cross-domain privacy-preserving inter firewall 
redundancy detection. We propose a completely 
unique privacy-preserving protocol for police work 
such redundancy. We tend to enforced our protocol in 
Java and conducted extensive analysis. The results on 
real firewall policies show that our protocol will take 
away as several as forty ninth of the principles in a 
firewall whereas the common is nineteen.4%. Our 
protocol is applicable for distinguishing the inter 
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firewall redundancy of firewalls with some thousands 
of rules, e.g. 2000 rules. However, it's still valuable 
to check 2 firewalls with several thousands of rules, 
e.g. 5000 rules. Reducing the quality of our protocol 
must be any studied. 
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