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Abstract: - In this paper we are impediment-ed a
new concept for the network users and all the
people to providing the security in there
networking sites and there organization as well
as now even we are pen our network some one
in that place may try to hack our details with the
same name of the user so to stop that process we
are involved a new concept that is Presumable
Study of Single Sign-on Technique for
Distributed Network Systems so through this
method we may can stop these type of issues in
further and if in-case we are forgot to gout in
the website it intimates us to log-out first where
are log-in and then we can simply recognize
where we forgot t log-out and we may educe the
hacking chances and stop the others may not
done miss usage with the same credentials f
users. Here we have two types of problems are
there in normal system i.e, “Credential
Recovering Attack® and“Impersonation Attack
without Credentials” so in this paper we can
solve these both problems and after log in user
also we are providing a signature to the user
based on that signature only user can send and
receive the files and messages when he sending
to the someone else in that network area
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I INTRODUCTION

We are employing a new way of mechanism that is
the single sign in for the distributed systems we are
implemented. We are analysis that the users facing
problems in social network for the authentication in
general many users are facing the problem how to
protect their data from an un authorized persons in
social networks and they are facing the attacks
mainly two types that has described in as follows
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and they are trying to get new accounts because of
that information was know by the others and trying
to change password every time like this things
users facing and after that also they are facing the
security to their data Now a days users have the
many ways of accessing of network and users may
not know where to access the data and with the
which credential users using also for all that of the
user interface transaction of data and modification
process of thing are done in wild area of network
and some of the times users may forgot the thing
to sign-out like the things in some f the areas so to
avoid this we make it as a single log-in process so
that all the things has described as below and we
are provided security to the users data an
authentication signature for every user when he
will register in network and how ever we are
checking in network areas and for the protection
users data in network we need basically three types
of the credentials they are as follows one is
instance name and second is credential privacy in
network and finally soundness through these we are
providing security to the users and as well as we
are maintaining their details in a secured manner.

In previous it was started as an SSO scheme
with user anonymity. Later, it mentioned as a
pointed out that in first implementation there was a
problem from masquerading attack and identifying
disclosure attacks. In Meanwhile, Yang showed
that how we cannot preserve credential privacy and
either since a malicious services also can recover
the users credentials, and then we proposed and
implemented to overcome this limitation. And that
can be described on this page for the better
performance of user details and data security
demonstrated schemes have not provided user
anonymity since their schemes are vulnerable to
identity disclosure attacks. To prevent such attacks,
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this can help the users and simply the usage of
networks instead of using the multiple user-id and
password in the network areas so this application
can move friendly with the users

In this paper we present a normal model to define
authenticated single key exchange of single sign-
on scheme and its requirement is security mainly.
and we list the components of data as well as
define correctness, and describe an adversary
model for the formally specify of security
properties, including the secure credential of user
authentication details , secure credential services
provider authentication details, and finally session
key security.

In the authentication process we are using a
session password and a session of user signature
details mainly this signature can perform main role
and it’s a unique to every user and through this we
are implementing the security process and
generating key t the use data whenever he is
sending some information to the users and his
fellow relation people. The main disadvantage in
previous system is The above definition mainly
focuses on public key it’s based on AKESSO with
the non-interactive proofs of users. And it could be
extended to support the interactive proofs, where as
we are generation persona key and signature like.
However, the defining symmetric key is based on
AKESSO rule and it will be another story to do
farther implementation

In the present architecture if we check then the
problem that we can see that the encryption
technique used for securing log-in credentials of
the user is through the mechanism of symmetric
key algorithms where in the problem will not get
solved completely there could be a chance that the
intruders can try to decode the data and reveal the
credentials of the user which is not being a secure
system. Apart from this there is a one more
problem in the existing system which is that a
intruder can log-in to the application even without
the credentials which actually refers to the SQL
Injection.

In this paper we are introduced a key change ex
changer and secured single sign-in manner for to
providing the security to the users data and
information and maintaining it’s as a unique data.
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1l. PROPOSED WORK

In this system which is being designed will
overcome the two problems that an existing system
has in it i.e. first being the credentials of the user
being accessed even though the encryption
technique is used and second being the problem of
accessing the user data even without the proper log-
on credentials of the user. So in the proposed
system we are going to employ the technique of
Random 4 encryption technique to provide security
to the user data and to the application. Secondly we
are going to overcome the problem of SQL
Injection in the designed application means that we
are going to design the system where if the user
tries to access the data from the application without
proper credentials the user cannot access it’s in this
paper we present a normal model to define
authenticated single key exchange of single sign-on
scheme and its requirement is security mainly. and
we list the components of data as well as define
correctness, and describe an adversary model for
the formally specify of security properties,
including the secure credential of user
authentication details , secure credential services
provider authentication details, and finally session
key security.

In this session we presents a single sign-in system
for user anonymous for the remote user
authentication in networking systems. Here we are
using signature it helps the users to get information
and details about another person and in previous
system it doesn’t have any user credential
information viewing to the others and it doesn’t
have any sign and sound signature for the providing
information. But here in proposed system it have a
single private key to every user who ever
registered in distributed networking systems and it
helps the user after the registration and to send
messages or files to the other users after signing to
there profile it should have minimum number of
fixed key it will generate a key to protect the users
data and to send an encrypted data to the receiver
when we send an encrypted data to the other user
and in this place we are providing security to the
uses data and all the information whatever send by
the sender it will send an encrypted format after
message reaches to the receiver he should need to
enter the users personal key if he enter only the
message can be visible to the recover otherwise it’s
can’t be shown the receiver then we can identify
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that the user and as well as we can provide the
security the user data if he/her is an authenticated
person they can open it and they can access the data
without any doubt if he/her is not an authenticated
that message should be in a protection mode like
this we are providing the security to the users data
from the attacks like this we are providing the
security to the users data form an UN-authorized
persons to save the user information for this we are
using the DES algorithm to encrypt in-sender side
and as well as in receiver side. In this the session
key will generate by the time of sending a message
to the others and information

Data Encryption Standard (DES) is a cryptographic
standard that was proposed as the algorithm for the
secure and secret items in 1970 and was adopted as
an American federal standard by National Bureau
of Standards is in 1973. DES is a block cipher text
mode, which means that has work in during the
process of encryption, the plain-text is broken into
fixed length of blocks and each block is encrypted
at the same time of block division. Normally it
takes the 64-bit input plain text and it’s key be 64-
bits (here we are using 56 bits for the conversion
process and reaming bits are used for the parity
checking process) and it produces a 64-bit cipher
text by encryption form and which can be
decrypted to get the message using same key.
Additionally, here we must highlight that of four
standardized modes we have in DES operation:
ECB (electronic codebook mode), CBC (cipher
block chaining mode), CFB (Cipher Feed-back
mode) and OFB (Output Feed-back mode). The
normal depiction of DES encryption algorithm is
which consists the initial permutation of the 64 bit
plain text and then goes through 4 rounds, where
each round consists permutation and substitution of
the text bit and the inputted key must be in bits
format, and at final it goes in a inverse initial
permutations to gets the 64 bit key cipher text.

By using this we are providing security to the users

data and as well as we are generating a new key for
the shared no other one else and that key will
generate based on the user signature it will
randomly generate the key it will helps the users to
get the information about content. For the process
mainly we have two theorems it will described in
bellow, through that we can clear all the doubts of
this page.
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Theorem1. (Secure Services Provider
Authentication) In proposed system, if there is any
PPT adversary for who has a non-negligible
advantaged AdVvSSPA(AO) as we declared in
above definition session then signature of an
employee by the service providers is existentially
forgo-table under UFCM Attacks defined in this

paper.

Proof: Since the previous session we know that the
key will generate autocratically but here we are
proposed a new a way of making a signature in the
sight of users when ever they register in to the
distributed systems and to apply that signature we
are using to generate the key and to implement the
process of implementing and providing the security
to the users data and encrypted information also it
will support based on the above definition.

Theorem2. According to Definition the proposed
AKESSO scheme is secure under the assumption
that all digital signatures employed in the scheme
are existentially Unforeseeable against UFCMA
attacks as specified in above.

Proof: In this above part we are discussed about
how we are providing the security to the data and
how we are creating key to t the data that
everything is based on total we are considered from
the above theorem we are discussed and introduced
that methods we are followed to impairment the
bases of that definitions. Through that we are
implementing and providing the security to the data
what were user sharing and sending to the other
persons and how it all that things are implemented
in this definition.

In this paper by using this theorems we are
implemented it’s as a user friendly and to providing
security from the two attacks users mainly facing in
general situations in the networking sites and after
in the final user can get the key from the person by
using the sender signature

Il. RESULTS

In this application which is being designed will
overcome the two problems that an existing system
has in it i.e. first being the credentials of the user
being accessed even though the encryption
technique is used and second being the problem of
accessing the user data even without the proper log-
on credentials of the user. So here in this
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application we are implemented a new technique to
over come these problem and we are getting the
users whoever registered in that site and we can
send any information to the users whom we want to
send and as that of the process we are encrypting
and sending the data for to view the data whatever
sender send to receiver he need the signature of the
user if he don’t know the signature he can’t git that
message or file data after enter the sender signature
only receiver can get the original content file which
and one more technique we are implemented as if
the user log-in any one of the system in network
area if he forgot to log-out that and again he came
to log-in another system it’s not possible to the
users or if user log-in one system at that time if
some one try to hack and if he try to open others
profile he can’t able to open that page like that we
are providing security to the users based on their
profile credential details and that networking IP
addresses based through these ways we are
providing security to the users data and as well as
their cred-entail information through this we can
stop the users may not need more user-id and more
accounts in network areas and through this users
can stay freely and without tension and no more of
attacks in network location and as well as the
security to the data whatever user send to receiver
like this all things we are provided in this paper for
the user to get more closer in the network.

CONCLUSION

In this paper we implemented a concept of
single sign-on for the network users and here we
are provided a security to the users and in this we
are implemented a new way of stopping the attacks
in the network area and to provide the user friendly
in networking systems here we are implemented a
network IP address basing concept and so in that if
the user had forgot to log-out in that network area
he cont able to log-in again in that same area and
we are given a credentials of user authentication
process of key generating based on the signature
and communication between the both users by
implementation of the user signature based on the
user identification of signature and user profile
information we are implemented the process and
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we are stopping the other users to log-in and miss
use f user data like these security we are providing
in this paper. And as well as we are provided
security the user data whatever he send to another
person in network location and that has to be send
an encryption form then after receiver receives the
message from the sender he must need the
signature of the user by a normal communication
way like if he doesn’t know it can’t be download
and like this we are providing in a two ways
systems in this application for the user comparable
and security in network
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