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Efficient Fault Detection Scheme for Advanced Encryption Standard

Abstract — The faults that occur in the hardware
implementations of the Advanced Encryption Standard
(AES) may causéncorrect encrypted/decrypted output.
The use of appropriate fault detection schemes for the
AES makes it vigorous to inner defects as well as fault
attacks. In oumpaper, we present a lightweight concurrent
fault detection scheme for the AES. In the psgb
approach, the composite fieldb®x and inverse -Box

are divided into blocks and the projected parities of these
blocks are obtained. Through teustive searches, we
have found the optimum solutions for the least overhead
parity-basd fault detectiorstructures. This is bow-cost
parity-based fault detection scheme for thbdX and the
inverse Sbox using composite fields. For increasing the
error coverage, the predicted parities of the five blocks of
the Sbox and the inverse-Box are gatThe costof our
multi-bit parity prediction approach is lower than which
use singlebit parity. It also has higher error coverage
We have implemented both the proposed fault detection
Sbox and inverse -Sbox and other Counter parts in
Advanced Encryption Standh The complexities of the
proposed fault detection scheme are lower.

Index Terms— AES, Composite fields, errecoverage, fault
detection

|. INTRODUCTION

Among them, the schemes presented in are independent
of the ways the AES -Box and inverse -Box are
implemented in hardware. Moreover, there exist other
fault detection schemes that are suitable fapacific
implementation of the-8ox and the inverse-%ox. The
approach in and the one in which is extended in are based
on using memories (ROMs) for theb®x and the inverse
S-box. Moreover, a fault tolerant scheme which is
resistant to fault attacks ipresented inlt is noted that
our proposed fault detection approach is only applied to
the composite field ®ox and inverse-Box whereas; the
scheme presented is using memories. Using ROMs may
not be preferable for high performance AES
implementations Therefore, for applications requiring
high performance, the-Box and the inverse-Box are
implemented using logic gates in composite fields.

Through exhaustive searches, we obtain the least area
and delay overhead fault detection structures for the
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optimum composite élds using both polynomial basis

In this work, we will focus on fault attacks against the
Advanced Encryption Standard (AES)s showed that a
couple of encryptions, affected by a generic byte error
injected before the MixColumns apgion, can be
enough to recover the 128t secret key. This is possible
since the remaining operations do not interfere with each
other, thus the whole resulting output can be easily
exploited to build an equation system in the last round
key and in theerror values. Then, the fact that AES uses
an invertible key scheduler allows one to compute the
initial secret key easily. The attack relies on a commonly
accepted fault model. The attacker is able to control the
timing and the location of the fault, btie has little
influence on the actual error value. We have
implemented the proposed fault detectiehd.

[I. PROPOSELSYSTEM

SBOX AND THE INVERSE-BOX STRUCTURE

Optimum structures consist of those of the
optimum parity predictions. In addition, 23 XORxs the
actual parities (3 XORs for adding the coordinates and 7
XORs) are utilized. Implementation complexities of
different blocks of the $ox and the inverse-Box and
those for their predicted parities are dependent on the
choice of the coefficients dn in the irreducible
polynomials and used for the composite fields. The area
complexity of the entirefault detection implementations
becomes optimum. We have exhaustively searched and
have found the possible choices for making the
polynomial irreducible. These parameters determine the
complexities of some blocks.

TRANSFORMATION MATRICES

S-box and therniverse Shox can be constructed
using the Exhaustive algorithm. Using an exhaustive
search, eight base elements am) to which eight base
elements of are mapped, are found to construct the
transformation matrix. the Hamming weights, i.e., the
number of wnzero elements, of the transformation
matrices. Exhaustively searched for the least overhead
transformation matrices and their parity predictions
combined for the inverse-Box and have derived the
total complexity for the predicted parities.
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MIXED INVERSE AND AFFINE TRANSFORMATION

Instead of considering the Hamming weights,
sub expression sharing is suggested for obtaining the
low-complexity implementations for the -i®x.
Transformation matrices for the inverseb& for
different values of AND and hawerived their area and
delay complexities. Moreover, the gate count and the
critical path delay for predicted parities.

MULTIPLICATION AND ADDITION OPERATION
Sbox and the inverse -Box consists of a

multiplication, an addition, a squaring and a

multiplication by constant. One can perform modglo

multiplication by reordering and factoring of the result in
the predicted parities. Only the multiplication by constant
is affected for different values. We laexhaustively
searched for and obtained the optimum implementation
for different values.

MODULO-2 ADDITION OPERATION

The complexity of the predicted parity for this
block is the same for any possible. Considering the
discussions presented in this sectifor different
combinations for polynomial basis. We present the
following for the optimum parity predictions.

addition of the coordinates of the result of the
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Fig 1. Th&box (the inverseSbox)usingcompositefields andpolynomialbasisandtheir fault detectionblocks.

[l FAULT DETECTION SCHEME

In this section, we describe the-b8x and the
inverse Sbox operations and their composiie d

realizations. The Box and the inverse-Box are
nonlinear operations which takeb@ inputs and
generate ®it outputs. In the ®ox, the irreducible
polynomial of P(x) x* x* x* x 1is used to
construct the binary field GF2®%).Let

x 1 xpecr@)and v 17 yD.GF(2’)be

the input and the output of thebfbx, respectively,
where Dis a root of P(x), i.e.P(D 0. Then, the

S-box consists of the multiplicative inversion, i.e.,

fields GF(2%)/GF(2%). It is noted that the result of
X  Ku

irreducible polynomialu2 W vof (respectively
2

u W v ¢§. The mitiplicative inversion in Fig.
consists of composite field multiplications,
additions and an inversion in the siidld GF(2*)

over GF(2)/ x*
further applied to represenGF(2%)as a lirear
polynomial overGF(2%) and thenGF(2) using the

Kin Fig. 1 is obtained using the

X 1. The decomposition can be
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X ' +GF(2%), followed by an affine
transformation. Moreover, let Yy .GF(2%)and
X « GF(2%) be the input and the output of the inverse

S-box, respectively. The the inverse $Box
consists of an inverse affine transformation
followed by the multiplicative inversion.

The composite fields can be represented
using or polynomial basis. Thelf®x and inverse-S
box for the polynomial and noral bases are shown
in Figl. As shown in these figures, for theb&x
using polynomial basis the transformation matrix
<(respectively < ¢ transforms a field element X in

the binary field GF(2°)to the corresponding

representation in the compoeit
irreducible polynomials of X : X ) and
Z Z 1, respectively. As a result, it is
understood that the implementation of the

multiplicative inversion can be performed using the
field represented byGF((2*)?), see for example

the field represented byGF(((2°)?)*) and has

been usedn the literature, the decomposition is
performed using the irreducible polynomials of

X ¢ )aend Z Z 1.For calculating the
multiplicative inversion, the most efficient choice is



ISSN 2278-3091

International Journal of Advanced Trends in Computer Science and Engineering, Vol.2, No.2, Pages92-94 (2013)
Special Issue of NCRTECE 201eld during 89 February, 2013 in SMK Fomra Institute of Technology, OMR, Thaiyur, Kelamba&kemnai

to lee : | 1(: | D1in the above

irreducible polynomials. Then, we have the
following for the multiplicative inversion of the-S
box using polynomial basis (Fig..1)

(Ku K (K NK KQ Kl
(K KK Q'K K o

(Ka® Ko)' Ko KE KE Q@' Kan®

Koo KE K@ K
(2

It is noted that one can replacd /) with L( 1)

to obtain (1) and (2) for the inverseb®x. In the
next section, we propose the loost fault
detection scheme for thel®x and the inverse-S
box.

IV CONCLUSION

In this paper, we have presented a high performance
parity-based concurrent fault detection scheme for
the AES using the -8ox and the inverse-ox in
composite fields. Using exhaustive searches, we
have found the least complexity-l®xes and
inverse Sbhoxes as well as their fault detection
circuits. Our error simulation results show that very
high error coverages for the presented scheme are
obtained. We have also implemented the AES
encryption using the proposed fault detection
scheme.
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