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ABSTRACT 
 
The vast growth of technology the speed of data transfer are 
increased. During data transmission through internet the data 
are prone to vulnerabilities. Intruders may gain access and 
modify the data. Cryptology is a science of securing data. So 
we propose a security approach is  Hilbert with hash value. 
This future is confusing the intruders and generate a variety of 
cipher texts with hash value to the same plain text. We 
illustrate the range of  property differ by algorithm such as 
RSA and show cryptanalysis of projected algorithm by resist a 
range of  attacks and stronger than exist algorithms. 
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1.INTRODUCTION 
 
 The world is small because of today’ s  technology and playing 
important role in globalization of nations when communication 
taking place among people of one nation to the other nation  as 
well as people  in the society by using internet. In this 
connection there is major aspect to effect the security problems 
of information when communication. Now the life of humans is 
linking with the electronics documents/transactions in every 
activity or most of the activities such as electricity bill, 
withdraw money or deposit money etc. Lot of security aspects 
are considered when data is transformed through electronic 
media is a big challenge. Confidentiality, authentication, 
integrity and non repudiations are the security services for the 
information [1]. Even many approaches for security are used 
for protecting their information from attackers.  Due to the 
assailability, the attackers are breaking the security services 
when data is sending as an electronic document. The electronic 
transactions are protected by all security services i.e. to protect 
from hackers all security services must be satisfied. For 
increasing the security of communication by signing, 
encrypting, decrypting the document and send the information 
document [1]. When encryption and decryption keys are equal 
called symmetric cryptosystem [2] otherwise encryption and 
decryption keys are not equal called asymmetric cryptosystem 
[1]. The common components of security mechanism are 
plaintext ,cipher text, key ,encryption algorithm or decryption 
algorithm or both encryption algorithm and decryption 
algorithm. In symmetric cryptosystem the operations are 
performed on the intelligible message using the key1 in the 

sender side and same key1 is used in receiver side for 
decrypting the intelligible communication. In asymmetric 
cryptosystem the operations are performed for transforming the 
intelligible message into unintelligible message using the key1 
in sender side and in receiver side for transforming the 
unintelligible message into intelligible message use different 
key2.The unintelligible message which is called as Cipher 
Text(CT) depends on the key used and intelligible message.  
Decryption algorithm produces the intelligible message by the 
key2. The properties of Hilbert matrix [3], the prime numbers 
are used for proposing many encryption algorithms based on 
symmetric and positive [4]. Many of asymmetric algorithms 
proposed by using the keys such as private and public keys but 
very few proposed using fractions/ bits [7]-[8]-[9] and linear 
algebra [10] . Here fractions are used instead of bits. The 
encryption algorithm [10] is vulnerable to all four attacks and 
some of symmetric encryption algorithm like blowfish [11], 
IDEA [12] & asymmetric encryption algorithm like RSA [13] 
is not opposed to all attacks. But the proposed asymmetric 
algorithm is opposed to to all attacks [14]. A security approach 
is proposed using Hilbert[18]. The asymmetric key 
cryptographic algorithm RSA has the time complexity constant 
i.e O(k4) [5]. In linear algebra which is initiated by considering 
‘1’ and took the fractional units for forming the needed matrix 
is called the Hilbert matrix. For iteration of this process smaller 
matrix 3x3 order. Here for identifying the Hilbert matrix by the 
order mxm which is the based on the size of intelligible 
message. The entities of the matrix as follows Hij=1/i+j-1. This 
matrix is used by sender side by selecting randomly because 
the size of matrix is depending on the size of intelligible 
message by increasing the key1 will become more complex. 
For practical applications m is restricted and by multiplying the 
Hilbert matrix with intelligible message to get the unintelligible 
message as CT [18].  Then the jumbled message in converted 
into intelligible message by inverse Hilbert matrix [18].  The 
time complexity of generated key is not constant because key 
size is depending on the size of the Hilbert matrix [19].  
 
2. SECURITY APPROACH USING HILBERT WITH 
HASH VALUE 
      
The proposed method consists of hash value append into the 
sender side algorithm. Hashing creates a unique fixed length 
signature of group of data. Hashes are created with an 
algorithm such as message digest or secure hash algorithm. 
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Here SHA-1 algorithm which is 160 bit key produces 128 bit 
hash value. This value is appended into the cipher text which is 
generated by the Hilbert Matrix, then we get the sender side 
cipher text hash value (CTHV). In the receiver side the hash 
value is decrypted , when decryption of hash value(HV) both 
the values are same and cipher text in receiver side decrypted 
by using the inverse of Hilbert Matrix. The proposed method 
had shown in below diagram (figure 1) along with case study. 
 

 
Figure 1: Hilbert with Hash value 

 
A.Case Study 

 
Plain text:  rama 
Plain text in ASCII codes: 114 97 109 97 
Key: The order of key size is depending on the plain text size, 
if plain text size is n then the size of key  is n x n, for practical  
point of view here order of key considered as 4 x 4 which is 
shown below 
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By multiplying plain text and key we get the below cipher text 
(CT) 
CT: r9&La0↑m6$←a0 ↑ 
Generating the Hash value such as: Applying this hash value 
into cipher text we get cipher text with hash value(CTHV): 
r9&La0 ↑m6$←a0 ↑V7372696E69766173. 
   
Algorithm1 Algorithm for Encryption 
  Input: Plain Text (PT) 
  Output: Cipher text with hash  
                    value(CTHV) 
      1    Consider Plain Text(PT) 
      2    PT is converted into ASCII Codes 
      3    Convert ASCII Codes into n x 1  
            matrix i.e.   PT n x1 
      4    choose the secret key e1 in n x n  
              based on Hilbert Matrix i.e. 

      H n x n where the order depending    
       upon plain text 

      5    Generate the cipher text (CT) by  
                   using   
             CTn x n = PT n x 1 X H n x n 
      6    Generate SHA value using SHA  
                 algorithm 
      7    Apply SHA value into the Cipher      
             text (CT)  
      8    Convert resultant matrix cipher text  
                  with hash     
             value (CTHV) order from     n x n  
             1 x n 
         
  Algorithm2 Algorithm for Decryption 
         Input   : Cipher text with hash value                             
                       (CTHV)         
                Output: Plain Text (PT) 
       1    Consider CTHV as input of  by  
               order 1 x n 
       2    Convert CTHV into n x 1 matrix 
       3    Consider Hilbert Matrix i.e. H n x n   
             where n is      
              the size of cipher text 
       4    Decrypt the hash value from cipher  
                text with   hash value (CTHV)   
       5    Both sides i.e. sender and receiver  
              sides hash  value must be the same     
              then we have the  CT 1 x n 
       6   Calculate H n x n

 -1 from H n x n by  
             using any  linear algebra 
       7 Compute PT n x n=CT 1 x  nX(H n xn)

-1
               8    Transform     

             PT order form 
            n x n  1  x n to get original text 

 
The Equations are shown 

                      H i , j =  i  +  j - 1  (1)         (1)          
Where i , j > 1                                                                           

 
CT  n x n = PT n x 1  X  H  n x n         (2) 

PT=[114  97  109  97] is multiplied by the hilbert 
matrix of H4x4                             
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CT1 x 4         ←      CT 4 x 4            (3) 
 CT 1 x  4           ←      Hash value            (4) 

 
Equation  (2) generates the cipher text in 4 x 1 order, and in the 
above matrices , the  plain text  is arranged as 114,97,109,97  & 
the matrix elements by order 4 x 1 along with the  generated 
secret key encryption key as e1 i.e. Hilbert matrix of unit 
fractions of linear algebra as shown above equation(2). Here 
the elements of unit fractions  of Hilbert matrix is 
1,1/2,1/3,1/4,1/5,1/6,1/7 by the order 4 x 4 . The resultant 
matrix of equation (2) is the cipher text (CT) which is in the 
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order of 4x4. Alter the resultant matrix I. e cipher text (CT) in 
the jumbled message format by the order of 1 x 4 as shown  in 
the equation (3) i.e. r9 & La0 ↑m6$←a0↑7372696E69766173. 
Equation (4) the hash value is added into cipher text (CT) using 
any one SHA algorithm then we get cipher text with hash value 
(CTHV). 

CT n x 1    ←   CT1 x n        (5) 
Hash value ← CT n x 1     (6) 

PT n x n   ← CT n x 1   X H n x n
-1       (7) 

Here n is considered as 4. Equation 5 says that the cipher text 
which in the order 1 x 4 is converting into the order 4 x 1. 
Equation 6 says that decrypting the hash value from the cipher 
text. For getting the plain text in equation 7 cipher text which is 
in the order 4 x 1 is multiplied by the inverse Hilbert matrix 
which is the another secret key e2 as H4 x 4

-1. Here two different 
keys are used in the both sides e1 & e2 which are two private 
keys but asymmetric. 

 
3. CRYPTANALYSIS 
 
We Consider crypto algorithms these algorithms are 
represented in the algebraic form for solving these algebraic for 
recovering the secret key is called Cryptanalysis or The 
measurement of attacks proved using the characteristics of 
algorithm design to interpret PT or secret keys is called 
cryptanalysis. 
 
3.1. Degree of difference Cryptanalysis 
 

The proposed algorithm uses two different keys one 
key for encryption and another key for decryption. 
Both sides’ i.e. encryption and decryption uses 
different keys so it is difficult for breaking keys of 
sender and receiver side.  The generation of key by 
RSA algorithm is constant i.e. O [k4] [5]. But the 
generation of key using proposed algorithm is not a 
constant. If the hackers hack any one of key the data is 
not retrieved by hacker without knowing about 
another key because in this paper used two private 
asymmetric keys. This property will satisfy Zero 
Knowledge Protocol [6]. The degree of differential is 
nothing but degree of difference. The properties of 
Encryption algorithm are shown below table 1. 
. 

Table 1: Degree of difference Cryptanalysis 
 

Property RSA Hilbert 
Generation of key 

of Time 
Complexity 

It is 
constant 
O(k4)[5] 

It is not constant 
(dependent on key 

size) 
Third party 
required for 

transmission of 
key 

Yes Yes 

If any one of the 
key broken then 
hacker can hack 

the data 

Yes 

It is very complex 
because two 

different keys are 
used both sides 

Asymmetric Key Yes Yes 

Both private, 
public keys are 
used or any one 

key is used 

Both Private keys but 
asymmetric 

Which one 
satisfies Zero 
Knowledge 
protocol? 

No Yes 

 
3.2. Chosen plain text / Cipher text attack 
 
This is an attack model for cryptanalysis where the attacker is 
assumed to have access only to a set of cipher texts. Prior to 
encryption the attacker has no channel for providing access to 
plain text. In all practical cipher text –only attacks, the attacker 
still has some knowledge of the plain text [15]. Assume that the 
size of plain or cipher text is N-bytes then it produces the N X 
N PN various types of cipher / plain texts. For example if we 
select cipher text / plain text of size 160 bytes that it produces 
160 x 160P160 various types of cipher / plain text. In addition to 
this the cipher text added the hash value and for assuming the 
hash value from the cipher text is difficult for attacker. 
 
3.3 . Known plain text attack  
 
The hacker will have the knowledge about cipher text and one 
plain text –cipher text pair for attacking the plain text and 
encryption algorithm [16]. Assume size of plain text is 160 bits 
then 160 * 160P160 number of attempts required. Even if these 
many attempts made that it is difficult for breaking the hash 
value. 
 
3.4. Cipher text only attack  
 
The cryptologist can understand the encoding formula and 
cipher text should be decoded within the cipher text attack [15]. 
Suppose if  the plain text size is 64 bits then the range of bits 
within the secret secret’s(key) is 128 bits i.e. the chance of 
secret’s 1/2128 and hence range of makes an attempt should be 
created for locating the secret’s 2128. Additionally the cipher is 
enclosed with the hash value so breaking the hash value is 
difficult.    
  
 4. CONCLUSION and RESULTS 
 
  In this paper a new algorithm developed by 
exploitation properties of David Hilbert and Henkel matrix. 
This algorithmic program needs to be enforced within the 
traffic management, domestic security and strengthen the zero 
knowledge protocol etc... The results of this algorithm are 
shown below. 
 



Koduru  Prasada Rao et al., International Journal of Advanced Trends in Computer Science and Engineering, 8(5),September - October 2019, 2507- 2511 

2510 
 

 
 
 

 
 
 
 

5. FUTURE SCOPE 
 
  Further work will be extended and developing this 
expected methodology into Zero Knowledge protocol [6]. ZK 
protocols [7] prevail over main concern wide used   password 
based authentication. The  ZK protocol can be strengthened by 
using the above proposed asymmetric algorithm.  
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