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ABSTRACT

Cloud Data’s are wvulnerable to malicious threats.
Among the data that are stored in cloud, patient record
stored by hospitals is profound to be sensitive.
Security breaches are common in public cloud. In
order to address this issue, a novel hybrid approach is
provided in this paper. New round functions are
introduced to increase the security level. To encrypt
text data, stream cipher Chacha is utilized. Though
Chacha cipher has been cryptanalyzed by many
authors, still it is not feasible to attack this cipher in
polynomial time. Next, to secure the scan images of
the patients, two different encryption algorithms are
utilized, namely, Advanced encryption standard (AES)
and Blowfish. The encrypted data and images are
finally stored in the cloud. It is observed that even if
the adversary gets hold of the data, they cannot
decipher to the original data in polynomial runtime.

Key words: Cloud, Round function, AES, Blowfish,
Chacha

1 INTRODUCTION

Cloud is a data centre available over the internet and it
relies on data sharing. Three major services are
delivered by a cloud service provider and those consist
of Infrastructure as a service (laaS), Platform as a
Service (PaaS) and Storage as a Service (SaaS). Many
organizations avail cloud facility to store their data.
Many hospital managements also prefer to store their
sensitive data in public cloud by availing SaaS.

When data is stored in a public sharable environment,
it always has a threat of being obscured. The author
has described the significance of authentication and
encryption in cloud computing structure in [1]. In
order to address this issue efficiently, a novel hybrid
approach is described in this work. To preserve text
data, a stream cipher called Chacha is used. Chacha is
a variant of Salsa20. It is a 256-bit cipher. A 6 round
Chacha cipher was attacked with time complexity 2%
and the results are stated by Zhenging et al. in [2].
Though the cipher is attackable, it is not actually
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feasible, thus making the cipher still secure. Also
Chacha is a lightweight stream cipher which is cost
efficient at both encryption and decryption.

The two algorithms employed to encrypt images are
Advanced Encryption Standard (AES) and Blowfish.
Both the algorithms are commonly used to secure an
image. These algorithms are more suitable for image
since they work in block oriented method. In [3],
different image encryption techniques are analyzed. In
[4], detailed description of image encryption and
decryption using AES is given. Medien Zeghid et al.,
in [5] has given a modified AES based algorithm for
image encryption. Irfan Landge et al., in [6] has
projected a image encryption scheme using blowfish.

In [7], a hybrid cryptosystem for text and image files
using Diffie-Hellman and blowfish techniques is
proposed by Tapan Kumar hazra. A hybrid encryption
technique that uses permutation of text and image
based on hyperchaotic scheme is proposed in [8].
Smita et al., in [9] has described a hybrid encryption
technique that makes use of DES and RSA for text
data. Pia Singh, in [10] has given a method to encrypt
and decrypt image using blowfish.

It could be observed that various techniques are
available to encrypt and decrypt text and image
efficiently. Also we could see that none of the
techniques is tending towards addressing the security
of both text and image or speech [11]. Motivated by
this, we put forth a novel hybrid technique that can
secure both text and image in a time and cost efficient
way.

The following sections are organized as, proposed
work in section 2, experiment and results in section 3
and conclusion in section 4.

2. PROPOSED WORK

The patient data is categorized as text and scan
images. In this proposed work, text and scan images
are handled separately. Section 2.1ldescribes
encryption technique and section 2.2 describes
decryption technique.
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2.1 Encryption

The text data in patient record is subjected to a round
function. The output from the round function is fed as
input to the lightweight stream cipher called Chacha.
Its initial state includes 256 bit key, 128 bit constant,
64 bit nonce and 64 bit counter. Four parallel quarter
round function make a round. We employ a 20 round
Chacha. The quarter round of Chacha is given in

Figure 1.
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Figure 1: Quarter Round function of Chacha

The equation representation of quarter round of
Chacha is represented as,

a+=b; d"=a; d<<<=16;
c+=d; b"=c; b<<<=12;
a+=b; d"a; d<<<=8;
ct+=d; b"=c; b<<<7,

Next, the scan images are subjected to a round
function. Followed by it, the output image is split into
two blocks of equal size. Then, one block is encrypted
with Advanced encryption Standard (AES) and the
other is encrypted using Blowfish algorithm. A 14
round AES with 256-bit key is utilized in this work.
AES contains four steps, namely, Substitute bytes,
Shift rows, Mix columns and add round key. No
proficient cryptanalysis has been so far proven against
AES. The AES encryption and decryption are shown
in Figure 2.

Blowfish is a block cipher and no predominant
cryptanalysis has been proven against Blowfish. Since
it is a block cipher, it works along well with image
encryption. The block size of Blowfish is 64 bits. Its
advantage is that it can have key size of varying
length. We consider a 256 bit key size in our
implementation for uniformity. The working function
of Blowfish is given in Figure 3.
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Figure 2: Encryption and Decryption of AES
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Figure 3: Working Principle of Blowfish
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The encrypted text and image are thus stored in the
public cloud. The architecture diagram of encryption
methodology in the proposed work is given in Figure
4.
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Figure 4: Encryption methodology

2.1.1 Round Function

The round function for text data is shown in Figure 5.
The text data is split into two. Each half of the input
text data is XORed with two different keys. The
results are swapped and saved. This round function is
performed ten times to increase randomness and
security.
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Figure 5: Round function for text data

The round function for scan images is shown in Figure
.6. The image is split into two equal halves. Each half
of the image is XORed with two different keys. The
results are swapped and now we obtain new block 1
and new block 2. These blocks are then merged to
obtain the output image. The rounds are repeated five
times. Number of rounds for image is half of the
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number of rounds for text since image processing
causes more overhead than text. In order to have a fast
pre-processing phase, we restrict the number of rounds
to be five for images.
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Figure .6. Function for scan images

2.2 Decryption

On retrieving the encrypted text data and scan image,
they are decrypted separately. The encrypted text data
is decrypted using Chacha. The output is subjected to
inverse round function to obtain the original text data.
In case of image, the stego image is split into two
equal blocks. The blocks are decrypted using AES and
Blowfish correspondingly. Then the blocks are
merged. To the merged image, inverse round function
is applied to obtain the original image. The
architecture diagram of decryption process is given in
Figure.7.
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Figure 7: Decryption methodology



2.2.1 Inverse Round function

The inverse round function for text data in decryption
process first splits the data into two equal halves and
is the swapped. Keys are XORed with the halves.
Then the data is merged to obtain the output text. The
process is illustrated in Figure 8.
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Figure 8: Inverse Round function for text data

The inverse round function for image splits the image
into two equal sized blocks and then swaps them.
Then keys are XORed. The blocks are then merged to
obtain the output image. This process is illustrated in
Figure 9.
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Figure 9: Inverse Round function for image

3 EXPERIMENTS AND RESULT

The introduction of round function in this method is to
comparatively increase the security of the scheme.
The key sizes are chosen based on the size of the text
in case of text data and based on block size in case of
image. The number of brute force attempts needed to
break the round function is mentioned in table 1.
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Key size Number of brute force attempts
needed
Text Image
64 bits 10 x 2'% 5x2™
128 bits 10 x 2%° 5 x 2%°
256 bits 10 x 2°% 5x2°%
512 bits 10 x 2% 5x 2%

The encryption and decryption time for text data in the

proposed method is given in table 2.

Table 2: Encryption and Decryption time for text data

Key Data Encryption Decryption
size size time time
(in ms) (in ms)
32 bits | 64 bits 51 52
32 bits 1_28 53 54
bits
32 bits 256 58 57
bits
32 bits 5_12 63 62
bits
64 bits | 64 bits 55 53
64 bits 1_28 59 59
bits
64 bits 256 64 63
bits
64 bits 5_12 66 67
bits
1_28 64 bits 68 66
bits
128 128
bits | bits 3 “
128 256
bits | bits 4 76
128 512
bits | bits 8 ”
256 64 bits 75 74
bits
256 128
bits | bits 80 ”
256 256
bits | bits 82 83
256 512
bits | bits 83 84
5.12 64 bits 86 85
bits
512 128
bits | bits 89 88
512 256
bits | bits 93 92
512 512
bits | bits 97 %

The graphical plots of encryption and decryption times
for text data are shown in figure 10.




A.Vikram et al., International Journal of Advanced Trends in Computer Science and Engineering, 9(4), July — August 2020, 4827 — 4833

65 86
60 84 —
82
55 =g Encryption 80
50 time i // =4==Encryption time
=== Decryption 76 o
45 time 74 4 f =fi=Decryption time
40 : ' : 1 2
64 bits 128 256 512 70
bits bits bits 68 T T T )
Figure 10 (a): Key size: 32 bits 64 bits 128 hits 256 hits 512 bits

Figure 10 (e): Key size: 512 bits

70
The execution time for image in the proposed method
65 - is given in table 3.
60 === Encryption Table 3: Encryption and Decryption times for image
55 A { time
== Decryption Key Block Encryption Decryption
50 time size size time time
- (in ms) (in ms)
4 ' 128 ' )56 ' - ' 32 bits | 64 hits 84 86
bits bits bits bits 32 bits | 128 bits 89 88
32 bits | 256 bits 94 96
32 bits | 512 bits 96 97
Figure 10 (b): Key size: 64 bits 64 bits | 64 bits 89 90
64 bits | 128 bits 93 94
80 64 bits | 256 bits 99 98
75 64 bits | 512 bits 102 101
128 64 bits
70 === Encryption bits 95 97
i 128 128 bits
=r=Dorrypton 128 | 256 bit
50 time bits s 100 101
55 T T T \ 128 512 bits 104 102
64 128 256 512 bits _
bits bits bits bits ﬁ?ﬁ 64 bits 101 100
Its
Figure 10 (c): Key size: 128 bits ;
256 128 bits 106 105
bits
86 256 256 bits
24 bits 111 110
82 256 512 bits
80 — bits 118 119
78 == Encryption ;
i 5_12 64 bits 107 106
76 |f, bits
;4 ] ~—Decryption 512 | 128 bits 119 117
2 time bits
# 512 | 256 bits
68 . . : . bits 134 132
64 128 256 512 F
512 512 bits
bits bits bits bits bits 145 147

Figure 10 (d): Key size: 256 bits . . o
The graphical plots of encryption and decryption times

for text data are shown in figure 11.
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4. CONCLUSION

A lot of research works are being carried out for data
security in cloud and various solutions have been
provided to secure sensitive data like patients records.
But it could be observed that there is not an efficient
method to resolve all the issues in cloud data security.
In order to address this issue, a novel hybrid approach
is defined in this work to secure patient text data and
scan images. To add novelty to the method, round
functions are introduced which improve the security.
Although round functions are added with the existing
encryption algorithms, it could be seen from the
experimental part that there is no significant overhead
in execution time for encryption and decryption. Thus
the methodology introduced in this work deems to
provide high security with less runtime overhead.
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