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ABSTRACT

Server in computer system aim to provide service which used
in computer network. However, servers susceptible to
security attack, one of the most common attack in the
network is brute-force attack in SSH server. In this research
concern to perform protection for SSH server using Honeypot
with Cowrie combination which believed able to handle
brute-force attacks. The experimental method perform in this
research, and to test the result of the implementation use
three scenario attacks from Nmap, Metasploit, and Medusa
by performing port scanning and brute force attacks. The
evaluation of the system count the degree of accuracy of the
system handle the simulation attacks by using confusion
matrix. This research obtained quite high percentage of
accuracy about 95.6% which means that honeypot cowrie can
protect SSH server quite good from brute-force and port
scanning attacks.

Key words : Cowrie, Honeypot, SSH Protocol, brute-force
attack.

1. INTRODUCTION

The development of technology in industrial era 4.0 already
showed the significant increasing traffic of internet networks
which used by citizen. Alongside with that phenomenon,
security attacks on computer systems also increased. Network
security already proven as the vital component in internet
network. The transformation of the nation towards
modernization is rapidly become an Industrial Revolution
(IR4.0) this is also indicated that cybersecurity has become
the research subject of choice due to the accelerated growth in
digital technology in the modern country globally [1].
Therefore, Securing data from unkind computer users
continues to be very important nowadays. It increased security
to protect data from smart hackers [2]. Network security
mechanisms require more attention to improve speed and
accuracy [3] because, it is important to prevent the network
from leaking information and it is necessary to protect the
network to avoid loss in the system such as lose of data,
system error occur, lose an important asset for institution [4].
One of the famous attack on security network is brute-force in
SSH server protocol. Type of attack on brute-force is the
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attack that aim to break authentication of system by using
every password which possible in other words this attack try
to use random password [5]. According the data from F5
which is one of the global company specialized in application
and security, stated that the most common attack used by
attacker is brute-force attack which the number of occurrence
are 2.7 times higher than HT TP attack and three times higher
compare to attacks on telnet service [6]. One of the way to
overcome brute-force attack on server network is by using
honeypot cowrie. Honeypot is an application simulation
which has function to act as the real server. It works by
simulates the entire network to lure attackers by disguising
themselves with popular system vulnerabilities [7]. Honeypot
is intentionally made to be attacked, modified and monitored
by attackers. It is used to deceive attackers from the original
server. There are many types of honeypot, however in this
research focus only in cowrie which consider as one of type
from honeypot [8] Cowrie can be used to protect SSH service
on the server from brute-force attack. Despite their useful to
protect the server, there are major drawback possessed by
honeypot cowrie which still present data in the form of log
system. That type of data considered not efficient for network
administrator to do log monitoring. In order to handle that
issue, this research implement data log using kippo-graph. It
can be used to visualise data to track the attack activity using
port 8765. Kippo-graph helps network administrator to
follow up every attacks activity anytime and administrator
can take an action if suspicious activities happen [9]. Cowrie
help to detect and write down any attack log from brute-force
likes SSH which usually used by attackers [10]. Cowrie also
used to distribute honeypot which used to record SSH
interactions in MySQL database [11].

SSH is a package program that can act as a safe replacement
for rlogin, rsh, and rcp. SSH use public-key cryptography to
encrypt communication between two hosts, and also use for
user authentication [12]. Besides that, SSH can be used for
secure remote login and other secure network services that
access over insecure networks [13]. Ubuntu 16.04 LTS used
as server operation system in this experiment. The reason by
choosing that because according to the latest data based on
wa3techs, ubuntu become the most distro Linux which used by
web server with 31.2% [14]. The system will be installed in
virtual private server (VPS) so it can be accessed online. In
previous studies, the honeypot used for network security was
kippo with kippo-graph visualization [15]. Dionaea with



dionaeaFR for visualisation [16], honeyd with honeyd-viz
visualitsation [17].

The purpose of this experiment is to secure the SSH protocol
in VPS using Ubuntu 16.04 from brute-force attacks using
cowrie and kippo-graph web to visualise the result of
log-cowrie. The visualisation helps network administrator to
monitor server and analyse the behaviour of attackers which
enter honeypot.

2. METHOD

Experimental method has been chosen in this research.
According to [18] stated that experimental method used to
finding the effect of certain treatment on their impacts under
controlled conditions. The flowchart in this experimental
method can be seen in figure 1.
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Figure 1: Experimental Method Design

Based on figure 1, it can be seen that in this research start with
requirement analysis that needed to determine tools and
requirement which used in this experiment. Followed by
system design which describe about the final design of the
system, and system implementation to determine how the
system need to be implemented. The next step presented is
system testing that discuss about measurement which used to
determine whether the system has good accuracy or not. The
final step are analyse and data visualisation which discussed
about the overall experiment and present the visualisation of
the data. Further discussion about the design of method will
be presented in the followings chapter.

2.1 Requirement Analysis

The initial step in this research was requirement analysis that
useful to determine the needed in the research. The hardware
and software used in the research can be seen in table 1.
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Table 1: System Requirement

Hardware Software
a. Virtual Private Server (VPS), fa. Ubuntu Server 16.04
RAM 1 GB, CPU 2.4 GHz, LTS

b. Windows 10 Home
Single Language 64
bit

Disk Space 20 GB, Bandwidth
1000 GB. IP Address
185.201.8.194

c. Kali Linux 64 bit
b. Laptop ASUS X505Z, CPU  (d. Honeypot Cowrie
AMD Quad Core R5 — 2500U e. Kippo-graph
up to 3.6 GHz, RAM 8GB, . Firewall
Hard Disk 1TB g. PUTTY
h. Nmap
c. Virtual Box 6.0 i. Metasploit
j. Medusa

Beside hardware and software that used in the system, it is
also necessary to add some requirement dependencies, which
describes in the following:

a. Requirements for cowrie: git, python-virtualenv, libssl-dev
build-essential libpython-dev python2.7-minimal and
authbind.

b. Requirements for Kippo-graph: PHP version 5.3.4 or
higher, libapache2-mod-php5, php5-mysgl, php5-gd, and
php5-curl.

2.2 System Design

After requirement analysis done, system design need to be
performed to give the illustration about the work of cowrie
system in order to transferring the SSH server service port and
the visualisation of cowrie data through the kippo-graph web
into the form of flowchart. The design system for this research

represent in figure 2.
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Figure 2: Design System
According to figure 2, it can be seen that the attacker try to do
brute-force attacks through internet in SSH server port which
already manipulated in port 22. It can cause the attacker will
be redirected by iptables from SSH server in port 22 to SSH
cowrie in port 2222. The scenario to redirect from port 22 to
port 2222 aim to outwit the attacker to think that they already
enter the original server. After that cowrie record all attacker
activity’s as long as they stay in the cowrie system and the
data log will be converted into kippo-graph web. As for port
8975, that act as the valid port to enter SSH server service. If



the attackers try to do the brute-force attacks on original
server which used port 8975, the attacker IP will be blocked
by firewall.

2.3 System Implementation

In this step discuss about installation and configuration steps
for cowrie and kippo-graph web in ubuntu serer 16.04 LTS,
also additional tools which used in system evaluation in
Linux. The steps need to do for cowrie and Kippo-graph
configuration are install every requirements for cowrie which
described in part 2.2. Followed by installation additional tools
likes Nmap, Metasploit and Medusa. However, the third tools
mention earlier already automatically installed when Linux
already implemented. The last step needed for system
configuration in this research is to install PUTTY in windows.
The result for configuration and installation will be discussed
in chapter 3.

2.4 System Testing

The testing implement in this research is in the form of set of
attack which try to break into the cowrie system that already
built. The aim for system testing is to detect the attacks as well
as analyse the behaviour of attackers when enter cowrie
system. The attacks that used in this research is brute-force
attack in Metasploit framework. Tools which used in system
testing are: Nmap, PuTTY, Metasploit, and Medusa.

2.4.1 Nmap (Network Mapper)

Nmap is one of the tools that can be used in port
scanning. Nmap has the unique ways to detect
whether a target port in the system has an open or
closed port [19]. Based on their performance Nmap
considered useful and effective to be used in this
research compare to other port scanning tools likes
netcut because Nmap has faster and greater
performance to examine big network.

PUuTTY

PUuTTY is one of the tools which can be used in
regards of connection to several servers, such as SSH,
Telnet, and rlogin. PUTTY considered to be one of the
SSH-client that is often used to do attacks in server
system using count 20.4M [20].

Metasploit

Metasploit is a framework that has a function to find
vulnerabilities in a system. Metasploit consists of
many auxiliary functions. One of the function is SSH
service which runs in port 22 [21]. One of the attack
are brute-force attacks which try to login into the
system by try to use the random combination between
user and password as many as possible.

Medusa

Medusa in this research, act as a tools that will be used
for brute-force attacks scenario. This tools work by
using dictionary or listing all possible passwords
available and try to gain access to the system [22].

24.2

2.4.3
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Medusa tools selected in this research because it
performs faster compare to Hydra.
2.5 Analyse and Data Visualisation

In this step perform the calculation about the accuracy of the
cowrie system. The purpose about present and calculate the
analysis of the data is to determine whether the cowrie
system able to achieve the objectives of the study or not. The
degree of successfulness of cowrie system in this research
determine using confusion matrix. The table about the use of
confusion matrix in this research describe in table 2.

Table 2: Confusion Matrix

Actual
Prediction True (server) False (Cowrie)
True (admin) TP FP
False (attacker) FN TN

Based on confusion matrix table in table 2, the description

presented below:

- True Positive (TP) in this research TP means the number of
original user which login to server. In this case it is the
condition that should be happened in the system

- False Positive (FP) means the number of original user
which successfully login to cowrie server.

- False Negatives (FN) means the condition where the
number of attacker that successfully login to server.

- True Negatives (TN) has meaning that number of condition
that attacker can login to cowrie system that has function as
a trap.

In order to create a conclusion based on confusion matrix, this

research use accuracy measurement which has the

formulation [1] below:

&xlﬂﬂ = Accuracy 1)

Total Data
According to [23] stated that the threshold to define the
success rate of experiment based on the subjectivity of the
user. Therefore, in this research stated that the result which
has value beyond 80% can be considered to be succeed. The
result from evaluation will be saved in honeypot cowrie data

log which will be visualised in kippo-graph website.

3. RESULT

This chapter discussed about the result to implement cowrie
system. Honeypot system that installed in VVPS using public IP
address 185.201.8.194 which help to improve the security in
the server by redirect it, from SSH in port 8975 to honeypot
server in port 22. Based on that reason, it is necessary to
implement testing evaluation on system to prove whether the
system works as expected.

3.1 Result of the Implementation
a. Honeypot Cowrie
In honeypot cowrie there are some important steps
that need to be applied to create cowrie user in the
server. Firstly, in need to manipulate SSH server port
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by configure the original port which used 22 become
8975. Secondly, it is necessary to redirect SSH server
from port 22 to cowrie system in port 2222. Finally as
the result for the cowrie configuration, a server built in
VPS. In order to successfully login to cowrie, user
need to use PUTTY by inputting a IP public address
185.201.8.194 by bypass port 22 that will be redirect
to cowrie in port 2222 by iptables that already
configured. The result of honeypot cowrie
configuration can be seen in figure 3.

D

lines 1-18/18 (ENI

(b)

Figure 3: Honeypot Cowrie Configuration

. Kippo-Graph

The next step is to configure kippo-graph. Several
steps that need to be done is to create cowrie database
and import source code already available and
configure kippo-graph database which will be shown
in the web. One of the result of the display of
kippo-graph website can be seen in figure 4, which
display every data captured by cowrie.
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Figure 4: Kippo-graph web display

c. Nmap, Metasploit, and Medusa
Nmap, Metasploit, and medusa are frameworks which
can be used to do brute-force attacks scenario. Those
frameworks automatically installed in linux operation
system, the sample of the three frameworks described
in figure 5, 6, and 7.

root@hacker: ~

File Edit View Search Terminal Help
map 7.40 ( https://nmap.org )
sage: nmap [Scan Type(s)] [Optiens] {target specification}
ARGET SPECIFICATION:
Can pass hostnames, IP addresses, networks, etc.
E rg, microsoft.com/24, 192.168.0.1; 10.0.0-255.1-254
>: Input from list of hosts/networks
: Choose random targets
- 1[,host2][,host3],...>: Exclude hosts/networks
--excludefile <exclude file>: Exclude list from file
0ST DISCOVERY:
simply list targets to scan
disable port scan

=sLs List;Scan -
- ing Scan -
Treat all hosts as online --

skip host discovery
-PS/PA/PU/PY[portlist]: TCP SYN/ACK, UDP or SCTP discovery to given ports
-PE/PP/PM: ICMP echo, timestamp, and netmask request discovery probes
-PO[protocol 1list]: IP Protocol Ping

-n/-R: Never do DNS resolution/Always resolve [default: sometimes]
--dns-servers <servl[,serv2],...>: Specify custom DNS servers
--system-dns: Use 0S's DNS resolver

--traceroute: Trace hop path to each host

Figure 5: NMAP
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Terminal

4. DISCUSSION

File Edit View Search Terminal Help
A database appears to be already configured, skipping initialization

This part will be discussed abot the result of system testing
which will implement the port scanning attack using Nmap
and brute force attack using Metasploit and medusa. After
that, present discussion about the result of visualisation and
successful degree on the attacks.

Taking notes in notepad? Have Metasploit Pro track & report
your progress and findings -- learn more on http://rapid7.com/metasploit

4.1 Result of System Testing
In this research implement port scanning and brute-force
attack to testing endurance of system. There are three
frameworks used in attacking scenario, are:

1. Port Scanning attack using Nmap

2. Brute-force attack in Metasploit

3. Brute-force attack in Medusa

metasploit v4,14,10-dev
639 exploits - 944 auxiliary - 289 post
472 payloads - 48 encoders - 9 nops

]
]
= 1
--=[ Free Metasploit Pro trial: http://r-7.co/trymsp ]

Figure 6: Metasploit

root@hacker: ~ (- I ]
File Edit View Search Terminal Help
Medusa v2.2 [http://www.foofus.net] (C) JoMo-Kun / Foofus Networks <jmk@foofus.net>

The configuration to do attacking scenario using those
framework will be discussed in this chapter.

medusa: option requires an argument -- 'h'
[CRITICAL: Unknown error processing command-line options.
JALERT: Host information must be supplied.

4.1.1 Port Scanning attack using Nmap

In the testing scenario using Nmap, attackers need to

enter the specific command in Nmap. After that, it is
need to input the IP address target, the result of system

: File to append log infermation to

a1 , o testing using Nmap can be seen in figure
: Additional password checks ([n] No Password, [s] Password = Username)

: Name of the module to execute (without the .mod extension) 9
: Parameter to pass to the module. This can be passed multiple times wit :

Syntax: Medusa [-h host|-H file] [-u username|-U file] [-p password|-P file] [-C file]
M module [OPT]

- : Target hostname or IP address

: File containing target hostnames or IP addresses

: Username to test

: File containing usernames to test

: Password to test

: File containing passwords to test

: File containing combo entries. See README for more information.

“n [TEXT]

root@hacker: ~
different parameter each time and they will all be sent to the module

File Edit View Search Terminal Help
:~# nmap 185.201.8.194

Figure 7: Medusa

Starting Nmap 7.40 ( https://nmap.org ) at 2019-11-12 01:37 PST
Nmap scan report for 185.201.8.194

d. PUTTY Host is up (1.3s latency).
The function of PuTTY in this research to act as an e
entry point for server using SSH port. In the e s 5
experiment admin will input IP address and port as an ;éégered SOER
- - - n
address that will be used on the scenario. The setting 80/tcp open  http
parameter of PUTTY configuration can be seen in T oo
flgure 8. Nmap done: 1 IP address (1 host up) scanned in 73.37 seconds
H
Q PuTTY Configuraticn ? X N . n
Figure 9: Port Scanning attack using Nmap
Category:
=~ Session Basic options for your PUTTY session
! Speciy the destinaton you want to connect to According to figure 9, it can be seen that Nmap
toond [ e & describe every IP target that open at that time. Based
Features CARENE s e (o on figure 6, one of the port which open in SSH server.
=~ Windk et i -
i i SSH server that open at that time can be used by
L. Behavicdy Load, save or delete a stored session k h
-siiend S hken attacker to enter the server.
[+ Selection F
Colours ik Cedt . .
& Cormection TS i 4.1.2 Brute-force attack in Metasploit
e Sl In perform brute-force attack using Metasploit, it is
it Leide necessary to setting RHOST before the testing. In
e RHOST, it is important to input an IP address from
ena . - - - -
e S the target. In order to input an username, it is
suggested to use super user that contain from root and
o T Tt file password. File password contains from 10,000

Figure 8: PUTTY configuration

\
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password that often used in one file with txt extension,
that aim to help attackers to exploit the system without
input it one by one. The steps to do brute-force attack
presents in figure 10, while figure 11, shows about
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4.1.3

system condition that already exploit using
Metasploit.

msf > use auxiliary/scanner/ssh/ssh login

mst auxiliary( ) > set RHOSTS 185.201.8.194
RHOSTS => 185.201.8.194

msf auxiliary( ) > set USERNAME root
USERNAME => root

Imsf auxiliary( ) > set PASS FILE 10k-most-common.txt
PASS FILE => 10k-most-common.txt
msf auxiliary( ) > exploit

Figure 10: Steps to do brute-force attacks

Terminal e e e

File Edit View Search Terminal Help
msf auxiliary( ) > exploit

[*] SSH - Starting bruteforce
- Fa 'root:12345678"
SSH - : 'root:1234'
SSH - : 'root:qwertyuiop’
SSH - Failed: 'root:123 90"
SSH - Could not connect: cution expired
SSH - Failed: 'root:baseball’
SSH - Could not connect: The connection timed out (185.201.8.194:22)
SSH - : 'root:letmein’
SSH - d: 'root:monkey'
SSH - 'root:696969'
SSH - ¢ 'root:abcl23’
SSH - 'root:mustang’
SSH - 'root:michael’
'root:shadow'
'root:master’
'root:jennifer’
'root:111111"
'root:2000"
- ‘roo jordan'
- Success: 'root:password' ''

[*]1 (ommnnd sheu session 1 opened (10.0.2.15:46653 -> 185.201.8.194:22) at 2019-12-19

[*] Scanned 1 of 1 hosts (100% complete)
[*] Auxiliary module execution completed
sf auxiliary( ) >

Figure 11: System exploit using Metasploit

According to figure 11, it can be seen that attackers
get the password from system in target server using
‘password’ and username ‘root’.

Brute-force attack in Medusa

Another tools which used in brute-force attack is
medusa. The difference between medusa and
Metasploit located in the way it prepare attacking
scenario. In medusa, it only needs to input one line
command:

medusa —h ip target —u username —P file yang
berisi password —M ssh

The result of the system that exploit using medusa,
described in figure 12, it shows that attackers
successfully find system password are ‘password’ and
username ‘root’.
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root@hacker: ~ [ <)
File Edit View Search Terminal Help

:~# medusa -h 185.201.8.194 -u root -P 10k-most-common.txt -M ssh
[http://www.foofus.net] (C) JoMo-Kun / Foofus Networks <jmk@foofus.net>

ACCOUNT LHE [ssh] Hn t: 185.201.8.194 (1 of 1, @ complete) User: root (1 of 1,
(1 of 10008 complete)
ssh] Host: 185.201.8.194 (1 of 1, O complete) User: root
1234 (2 of 10008 complete)
: [ssh] Host: 185.201.8.194 (1 of 1, O complete) User: root
qwertyuiop (3 of 10000 complete)
[ssh] Host: 185.201.8.194 ( , @ complete) r: root
d: 1234567898 (4 of 10800 complete)
ssh] Host: 185.201.8.194 (1 of 1, @ complete) : root (
: dragon (5 of 10080 complete)
5 .8.194 (1 of 1, @ complete) : root
sebz (o nf 10000 complete)
ACCOUNT fHEC?\ [ssh] Host: 185.201.8.194 (1 of 1, 0 complete) User: root
piPtF) Password: football (7 of 18600 complete)
, @ complete) User: root

ssh] Host: 185.201.8.194 (1 of 1, @ complete) User: root (
monkey (9 of 10@@0 complete)
85.201.8.194 (1 of 1, O complete) User: root
6969 (10 of 1 00 complete)
.201.8.194 (1 of 0 complete) User: root
abLIZS (11 of 10000 complete)
QUN [ssh] Host: 185.201.8.194 (1 of @ complete) User: root (
plr—-tel Password: mustang (12 of 10660 complete)

ssh] Host: 185.201.8.194 User: root Password: password [SUCCESS

Figure 12: System exploit using Medusa

4.2 Result of Visualisation and Accuracy

4.2.1 Result of Visualisation
The result of the data that already captured in cowrie
displayed in kippo-graph website, that can be seen in
figure 13.

L o |y |

1-Dec-2( A

Figure 13: Vlsuallsatlon Result of Cowrie Data

In figure 13, showed that honeypot cowrie records
about 251,228 from IP address that try to login to
honeypot cowrie in the interval time from 18 October
2019 to 11 December 2019. There are 8,279 different
IP address that try to enter the system. Besides that,
kippo-graph also record the location from top 10 IP
address that try to attack the system. The result of
display in kippo-graph presents in figure 14.

|l

Number of connections per unique IP (Top 10) + Country Codes

10000
8368
8000 4
6000 +
4000 +
2000 1
1213 1086 909 834 805 710 656 544 523
ol |||| | B O e O N
% 2, & 2 7 %, & % % )
3 J:é? %, <£{2? T .317 Jli; & "2, vz
% % @S e, %, 25y 2 <% %5
D T e B R k. % -
Ko Iz EA o % 0‘(* " ‘4”
A ¥ G % (I E

Figure 14: Location from the top 10 IP address

Based on figure 14, administrator able to identify the
location of the attackers, when they try to login into
honeypot cowrie. The detail of location of IP address
attacker can be seen using tools that already provided
by kippo-graphs in IP lookup column. From the total
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IP address which try to login to system, there is only
3,414 1P address that successfully able to login. The
most country which try to perform attack on system is
China (64%), followed by Not Available country
(16%) and Netherlands (10%), Latvia (5%), and
Sweden (4%) respectively.

Accuracy of the system

The measurement of the degree of successful in
system implementation in this research using
confusion matrix and accuracy formulation that
already described in chapter 2.5. The data that
obtained from simulation of attack in chapter 4.1, can
be seen below:

1. TP=12

2. TN=3414

3. FP =159

4. FN=0

Based on the data, the result of accuracy based on the
experiment presented below:

(12 + 3414) 100 — 0% 60
3585~ 100 =95.6%

According to the calculation of accuracy, it showed
that the success level for system implementation in
honeypot cowrie to protect SSH protocol in Ubuntu
server using kippo-graph achieved 95.6%.

5. CONCLUSION

Based
result,
1.

2.

3.

4.

on the result of system implementation and testing
it can be concluded that:

Honeypot Cowrie able to create virtual server imitation
that can attracts the attackers to exploit the system
without disturb the operation original server system.
The use of kippo-graph web as a tool to display
visualisation able to present the activity which done by
attackers as long as they are in the system.
Administrator able to learn and analyse attack patterns
based on data which presented in kippo-graph web.

In the system test result using confusion matrix table, it
can be seen that the success rate of cowrie honeypot to
handle attacks to system got a high degree of
percentage about 95.6%.
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