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ABSTRACT

Steganography is the art of hiding data in another covering
medium. This process is very important because it is used in
various applications concerned deferent life fields. In this
paper we will introduce 3 methods of data steganography:
LSB, LSB2 and PVD. These methods will be implemented,
tested and analyzed. The obtained experimental results will be
compared in order to do some judgment regarding the quality,
capacity, hiding time and extracting time.

Key words: Capacity, extracting time, hiding time, lookup
table, LSB, LSB2, MSE, PSNR, PVD.

1. INTRODUCTION

True color image [1], [2], [3] contains three channels, the first
one for the red color, the second one for the green color and
the third one for the blue color, thus digital color image can be
represented by a 3D matrix [4], [5]; each one of the three
dimensions is reserved for one color [6], [7], [8].

Color image is a good and secure [9] media, thus it can be
easily used as a covering file to hide a secret message; this
process is called data steganography [10], [11], [12].

Data steganography is an important process and widely used
for many reasons (some data are private, data can be
confidential, the need for creating a tag in the image to
identify image authority).Data steganography requires the
minimum components as shown in figure (1):
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Figure 1: Process of steganography
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- Covering image which is to be used to hold the secrete
message.

- Secret message.

- Stego key, which is an optional, and it can be added to
secure the process of hiding-extracting.

Data steganography can be performed several times, for
example we can hide a secret message in a color image, then
the holding image can be hidden in another, this will make it
difficult to hack the secret message as shown in figure (2):

Tmage to hold the message Hiding

Method
Secret
Message
A2

Hiding
Method

Holding image

Secret Key Tmage to hold image

Figure 2: 2 levels of data steganography

Many methods are now using to apply data steganography,
but any selected method must have the following features:

- Providing a high capacity: increasing the message length
as long as possible

- Providing high efficiency: Minimizing the hiding and
extracting time.

- Providing a maximum similarity between the covering
and the holding images: minimizing the mean square error
(MSE) and maximizing peak signal to noise ratio (PSNR)
between the covering and the holding images [10], [14], [15].

- Providing some kind of security to prevent hacking process.
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2. STUDIED METHODS

For comparative analysis we will focus in this paper on the
most popular methods of data steganography, these methods
include: LSB, LSB2 and PVD.

2.1 LSB method

Least significant bit method of data steganography (LSB)
[14], [16] is a very simple method, it reserves 8 pixel from the
covering image to hold one character(byte) from the secret
message to be hidden as shown in figure (3), if we use a color
image then each pixel in each color will hold one pixel from
the secret message as shown in figure (4).

Message bits {o/1 | 1/1/0(0(0jofoft|1/200[tlo]s
change Least Sigruficart Bit (LSE)
ofeachimage byte
Covering image bits o/t |ofof1{1ioft]oo|oiLo(Liofo
Holding image bits |91 901 10 0p0 01010}

Figure 3: LSB data hiding

Message: 01000001

Pixel 1: 11111000 11001001 00000010
Pixel 2: 11111000 11001000 00000010
Pixel 3: 11111000 11001001 00000011

Figure 4: Hiding a message in image colors

This method will add a minor changes to the pixel (no
change, or add 1 to the pixel value, or subtract 1 from the
pixel value), this will lead to small MSE value and big PSNR
value, thus the changes in the image will not be noticed by the
human eyes.

The maximum capacity of this method is limited to the
image size divided by 8.

The security level of LSB is very weak and it can be
increased by adding a reference to be used as private key.

2.2 LSB2 method

This method is based on LSB method but it reserves 4 bytes
from the covering image to hold one character from the secret
message to be hidden. The least 2 bits from the covering byte
are to be used to hide 2 bits of the character byte as shown in
figure (5), so this method will double the maximum capacity,
and here the maximum capacity of this method will be limited

to the covering image size divided by 4.
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Figure 5: LSB2 hiding
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This method adds also minor changes to the image by
adding a value between -3 to +3, and thus it will keep the
values of MSE and PSNR closed to those values in LSB
method.

Example 1 and 2 illustrate how this method works:

Example 1:
Character ='A’, decimal al=65, binary=0100 0001;
Covering bytes b=[217 200 120 190], complement of 3=252
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Hiding Phase
Covering Hiding process operations Holding
byte byte
b (1)=217 | s(1)= uint8(bitor(bitand(b(1),525),bitshift(al,- 217
6)))=217
a=bitand (a1, 48) =0
b (2)=200 | a=hitshift (a, 2) =0 200
s(2)=uint8(bitor(bitand(b(2),252),bitshift(a,-6)))=200
b (3)=120 | a=bitand (al,12)=0
a=bhitshift (a,4) =0 120
s(3)=uint8(bitor(bitand(b(3),252),bitshift(a,-6))) =
120
b (4)=190 | a=bitand (al,3)=1
a=bitshift (a, 6) = 64 189
s(4)=uint8(bitor(bitand(b(4),252),bitshift(a,-6))) =
189
Extracting Process
Holding bytes s= [217 200 120 189],
Holding byte Hiding process operations Character
weight
s (1)=217 d1=bitand(s (1), 3) =1 64
d1=bitshift (d1, 6) = 64
d2=bitand(s (2), 3) =0 0
5 (2)=200 d2=bitshift (d2, 4) =0
s (3)=120 d3=bitand(s (3), 3) =0 0
d3=bitshift (d3, 2) =0
s (4)=189 d4=bitand(s (4), 3) =1 1
Sum Extracted character 65
Example 2:

Character decimal a1=223, binary= 11011111
Covering bytes b=[217 200 120 190], complement of 3=252




Rashad J. Rasras et al., International Journal of Advanced Trends in Computer Science and Engineering, 8(3), May - June 2019, 748 — 754

Hiding Phase

Covering Hiding process operations Holding
byte byte
b (1)=217 s(1)= uint8(bitor(bitand(b(1),525),bitshift(al,-6)))= 219
219
a=bitand (a1, 48) = 16
b (2)=200 a=bitshift (a, 2) =64 201
s(2)=uint8(bitor(bitand(b(2),252),bitshift(a,-
6)))=200
b (3)=120 a=bitand (a1, 12) = 12
a=bhitshift (a, 4) = 192 123
s(3)=uint8(bitor(bitand(b(3),252),bitshift(a,-6))) =
123
b (4)=190 a=bitand (a1, 3) =3
a=bhitshift (a, 6) = 192 191
s(4)=uint8(bitor(bitand(b(4),252),bitshift(a,-6))) =
189
Extracting process
Holding bytes s= [217 200 120 189],
Holding byte Hiding process operations Character
weight
s(1)=219 d1=bitand(s (1), 3) =3 192
d1=bitshift (d1, 6) = 192
d2=bitand(s (2), 3) = 1 16
s (2)=201 d2=bitshift (d2, 4) =16
s(3)=123 d3=bitand(s (3), 3) =3 12
d3=bitshift (d3, 2) =12
s(4)=191 d4=bitand(s (4), 3) =3 3
Sum Extracted character 223

2.3 PVD method

Pixel value deference (PVD) method uses 2 pixels from the
covering image to hide a set of bits from the secret message to
be hidden in image [17], [18]. This method of data hiding
starts with an initialization phase, in which we divide the
pixels range value (0:255) into non-overlapping partitions
(these partitions are called lookup table, each partition has a
lower and upper values, and each partition is associated with
number of bits from the message to be hidden, this number is
calculated by using formula (1):

t = log2(upper; — lower, + 1) (1)

Two consecutive pixels in the i'" partition are denoted as P;
and Pj.q, respectively. The difference value, d;, between two
consecutive pixels is calculated by d; =|P; — P;+1|. The absolute
value of di denotes the variation present in each partition. A
small value of di suggests the presence of a smooth region,
whereas a larger value indicates the presence of the edge
region. The d; value can be quantized into several regions as
shown in examples 1 and 2. The obtained bit sequence is
converted into decimal value, ty. The new difference value (d*)
is obtained by d'j=tq+lower;.

The modified pixel values are computed based on the
condition shown in formula 2:
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Holding 2 bytes (R ’Ple}
(B+[5]: P — | 5])» P> Pa and df J i g
>d;
(o= 131, Pt +[31), P < Pa and |
_ >d; @)
T\ (B -[2],Pet +|Z]), P > Py and 4
“< a Rule 3
(R+ (%W’R"‘H* L%J)’ if P < Pr.1 and Rule 4
d; < d;

Where m=|d'j—d|.

The capacity of this method is depend on the average bits in
lookup table and it is always bigger than 2 bits from a message
into one byte from the covering image.

Example 3 and 4 show how this method works:

Example 1:
# of bits Holding bytes
Covering hytes g |07 3 . "
102 120 8
RIS 3 1259807
00008 16 271s an index in RS so0 4 bits are hidden
1810 RS0 4 bt ca el 1631 4 Df;i“l'a' B7-lover 2716711 decinl
Letus say 1011 decimal=11
ilovertdecimal=16+11=07 3R |6
T g
New values: 64 64:127 6
102-floar(m/2)=102-4=98
120+eell(u/2)=120+5-125
128 |128:2557
Lower:Upper
Lookup table
Example 2:
# of bis Holding bytes
Covering bytes 0 o [ o "
10 120 3_
0 fen 1010415
15 isanindexin R2so3 hits are hidden
01018 0 | | . s
1810 R2 503 bis can b ided Y B;;i"”“““““c = deiml
Letussay 101 decimal=3 §
0 .
di=lowertdecimal=10+11=15 S _—
WIS Riled .
New values: 80 10:199
102+ceil(/2)=1022=104 |
120-floar(m/2)=120-1=119 j
% 200:255
Lower:Upper
Lookup table
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3. IMPLEMENTATION EXPERIMENTAL

RESULTS

AND

In this part we will implement some practical experiments
to analyze the above mentioned method parameters, all
experiment were done in matlab environment.

a. Experiment 1: LSB implementation

In this experiment we took a huge color image with size
equal 814x1024x3 = 2500608 byte(pixel); and the following
message was hidden in this message using each one of the
above mentioned method, the message was repeated then the
same procedures was performed:

The message:

Albalga applied uiversity
Faculty of engineering technology
Computer and networks engineering department

The results using LSB method are shown in table 1

Holding image:LSB

Holding red component histogram

10000

5000

0

0 100 200

Holding green component histogram  Holding blue component histogram

8000

6000 10000
4000“

H 5000
2000

0H4444444—>447........ 0
0 100 200 0 100 200

Figure 7: Image holding 3328 characters (LSB method)

We repeated the previous part of this experiment but the
covering image was with a size 183x275x3=150975 pixels, the
results of this part are shown in table (2)

Table 2 Experiment 1 Part 2 Results

. Message Hidin Extraction MSE PSNR
Table 1 Experiment 1 Part 1 Results Iength(bg/te) time(seco%ds) time(seconds)
Message Hiding Extraction MSE PSNR 104 0.0270 0.0685 0.0027 170.0846
Iength(byte) time(SeCOndS) time(SeCOndS) 208 0.0280 0.0690 0.0053 163.1531

104 0.2540 0.2960 0.00016116 | 198.1563 16 00290 00700 ootor T 1562207
208 0.2550 0.2990 0.00032232_| 191.2249 83 00300 00720 00214 | 1492902
416 0.2560 0.3020 0.00064464 | 184.2934 1664 00300 00720 voi7 | 1423587
832 0.2580 0.3026 00018 | 1773619 3328 0.2120 0.0750 00718 | 137.2343
1664 0.2585 0.3104 0.0026 | 1704305 6656 0.2300 0.0790 00713 | 137.2343
3328 0.2780 0.3130 0.0052 | 1634990 13312 0.2420 0.0820 00713 | 137.2343
6656 0.2840 0.3190 0.0103 | 1565675 56624 < « « <
13312 0.2870 0.3270 0.0206 | 149.6360 3748 < < < <
26624 0.2890 0.3370 0.0413 | 142.7046 106496 < < < <
53248 0.3220 0.3720 0.0792 136.1860

106496 0.4230 0.4480 0.0792 136.1860

Figure (6) and (7) show original and holding images:

Original image

Original red component histogram

10000

0
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200

Original green component histogram Original blue component histogram
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Figure 6: Original image with size 814x1024x3
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600
400
200
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Original image

100 200

Figures (8) and (9) show original and holding images:
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200
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Figure 8: Original image with size 183x275x3
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Holding red component histogram

Holding image:LSB
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Holding green component histogram  Holding blue component histogram
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200

0 0
0 100 200 0
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Figure 9: Image holding 3328 characters (LSB method)
b. Experiment 2: LSB2 implementation
Part 1: Using covering image with size equal 814x1024x3

= 2500608 byte (pixel)
The results of this experiment are shown in table (3):

Table 4 Experiment 2 Part 2 Results

Message Hiding Extraction MSE PSNR
length(byte) | time(seconds) | time(seconds)
104 0.001000 0.000020 0.0063 161.5093
208 0.002000 0.000026 0.0124 154.7531
416 0.004000 0.001000 0.0242 148.0409
832 0.008000 0.003000 0.0485 141.0794
1664 0.017000 0.010000 0.0956 134.3047
3328 0.031000 0.032000 0.1895 127.4599
6656 0.062000 0.107000 0.3762 120.6026
13312 0.128000 0.363000 0.7541 113.6482
26624 0.252000 0.721000 1.4988 106.7789
53248 X X X X
106496 X X X X

Figure (11) shows the holding image:

Holding red component histogram

Holding image:LSB2

800
600
400
200

0
0

100

200

Holding green component histogram  Holding blue component histogram

Table 3 Experiment 2 Part 1 Results 800

Message Hiding Extraction MSE PSNR 600

length(byte) | time(seconds) | time(seconds) 400
104 0.002000 0.000030 0.00040670 | 188.8996

208 0.003000 0.001000 0.00076341 | 182.6024 200

416 0.005000 0.001040 0.0015 175.8880 0

832 0.008000 0.004000 0.0029 169.1252 0

1664 0.016000 0.010000 0.0059 162.2347
3328 0.032000 0.031000 0.0117 155.3292
6656 0.064000 0.107000 0.0235 148.3375
13312 0.124000 0.356000 0.0470 141.3920
26624 0.249000 0.709000 0.0938 134.4929
53248 0.494000 1.575000 0.1876 127.5608
106496 0.996000 4.860000 0.3776 120.5655

Figure (10) shows the holding image:

Holding image:LSB2 Holding red component histogram

10000

(o]
(o] 100

200
Holding green component histogram Holding blue component histogram
8000
6000
4000
2000

10000

5000

(o]
(o]

Figure 10: Image with size 814x1024x3 holding 3328 characters
(LSB2 method)

Part 2: Using covering with  size

183x275x3=150975 byte (pixel)

The results of this experiment are shown in table (4):

image equal

Part 1: Using covering image with size equal 814x1024x3

100 2

800
600
400
200

0
00 0

(LSB2 method)

100

200

Figure 11: Image with size 183x275x3 holding 3328 characters

c. Experiment 3: PVD implementation

= 2500608 byte (pixel)
The results of this experiment are shown in table (5):

Table 5 Experiment 3 Part 1 Results

Message Hiding Extraction MSE PSNR
length(byte) | time(seconds) | time(seconds)
Including
capacity
computing
time
104 10.205000 0.210000 0.00081860 | 181.9044
208 10.246000 0.226000 0.0031 168.6456
416 10.350000 0.259000 0.0096 157.2676
832 10.407000 0.342000 0.0184 150.7791
1664 10.832000 0.500000 0.0358 144.1156
3328 10.921000 0.898000 0.0808 135.9873
6656 10.991000 1.318000 0.1702 128.5349
13312 11.407000 2.438000 0.3454 121.4558
26624 12.449000 5.480000 0.7106 114.2423
53248 14.608000 17.340000 1.7685 105.1240
106496 18.450000 73.333000 4.6992 95.3514
Figure 12: shows the holding image using this method:
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Image size=814x1024x3
200 T T T

LSB
LSB2
PVD |7

180

160

140

PSNR

120

100

80
0

2 4 6 8 10 12
Message size(byte)

Figure 12: PSNR with covering image size= 814x1024x3

Part 2: Computing PVD capacity
Here we will compute the capacity of PVD method using the
image with 814x1024x3 = 2500608 byte (pixel) and various
lookup tables; the results of this experiment are shown in table
(6):
Table 6 PVD Capacity for Various Lookup Tables

Lookup table partitions length Capacity Capacity
bit byte(character)

8 8 16 32 64 128 1415347 176918
6 12 18 24 60 36 1192645 149080
12 18 18 24 48 156 1304901 163112
16 32 64 64 64 32 1610641 201330
16 16 16 16 128 64 1399984 174998
16 16 16 64 128 16 1488262 186032
32 32 64 64 32 32 1678605 209825

From the results shown in tables (1), (3) and (5) we can
draw a comparison plot for the PSNR values for various
methods of data steganography, from this plot (see figure (13))
we can see that the best quality of holding image can be
obtained by LSB method, figure (14) shows the comparison
between hiding times for the three method, from this method
we can see that LSB2 hiding time is closed to LSB hiding
time, but the hiding time for PVD method is much higher
because it includes the time needed to calculate the capacity of
PVD method

Hiding time

LsSB

Hiding time(second)

[0} 2 4 6 8 10 12
Message size(byte) 4

Figure 13: Hiding time with covering image size= 814x1024x3
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4. CONCLUSION

Deferent methods of data steganography were implemented,
tested and the obtained experimental results showed us the
following facts:

- LSB provides a better results (better PSNR and hiding
time);

- The three studied methods can be used easily used to hide
short and huge messages keeping the quality of the holding
image in a high level(acceptable PSNR);

- The Capacity of LSB2 method is double the capacity of
LSB.

- The capacity of PVD methods depends on the covering
image size and the selected lookup table.

- Partitions in the lookup table must be multiple of 2 in
order to increase PVD capacity, because by using multiple of 2
we don’t lose the fractions when we calculate the log2.

- The selected lookup table in PVD method can be used as
key providing this method of some level of security.
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