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ABSTRACT

The research on cyber security has gained more attention and
interest outside the availability of computer security experts.
Cyber security is not a single issue, but a series of highly
different issues involving multiple threats. The data
accommodation in health care system is growing
continuously, which demanded a highly efficient and
intelligent system to deal with the health records. The
increase in the data increases the probability of affecting data
by the cyber attacker. Therefore, it becomes essential to deal
with cyber-attacks. This research focused on the utilization of
cyber security for healthcare organization using machine
learning approach. Our aim is to detect Distributed Denial of
Service (DDoS) attack, which is one of the most commonly
present cyber-attacks. This type of attack is designed to
prevent genuine user from the required network resources. By
using the concept of Artificial Neural Network (ANN), the
system is trained based on the database related to the clinical
record, financial record, individual record etc. During the
data communication process, cross-validation is performed
using ANN approach, which matched the data with the
database and at last check the performance parameters. The
experiment results indicate that there is an increase in the
True Positive Rate (TPR) and False Positive Rate (FPR) of
0.27 % and 8.79 % respectively has been observed.

Key words: Cyber security, healthcare system, Distributed
Denial of Service, Artificial Neural Network.

1. INTRODUCTION

Cybercrime/ computer crimes are illegal actions, which
involve computers and their networks. The attacker affects
the performance of the computer. Such crimes can pose a
threat to financial health and hence to the security of the
nation [1]. There is number of methods through which the
cybercrime takes place, the most common causes are hacking,
steal personal data, pornography and copyright violation. In
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case of intercepting confidential information, confidential
issues arise [2]. One of the aspects that must be considered
when considering certain tools for enhancing cyber security is
the connectivity of users with the threats nature with its
necessary countermeasures. Also, people adjust their ways
based on the risk factor, which can they can bear [3]. Thus,
risk perception plays an essential role in improving cyber
security. Government agencies are also susceptible to
cyber-attacks. For the last couple of years, it was found that
approximately 70 % of institutions claim their security
against the successful cyber-attack [4]. People around the
world use the internet and other distinct system models to
communicate, transfer and store data. Most data and
information are private and very sensitive; therefore,
protecting this data is compulsory. However, in the present
time hacking has become very common [5-7]. In computer
networks, hacking is a technical means of getting hold of
victim's computer and connection system with malicious
purposes, with the aim of collecting information to extort and
destroy people's lives. Therefore, our main motive is to protect
healthcare systems from cybercrime [8]. Due to the inherent
weaknesses in its security posture, healthcare faces greater
cyber risks than other sectors. It is one of the most targeted
industries in the world; 81% of the 223 healthcare
organizations have surveyed, and in 2015 alone, more than
110 million patient’s information in the United States was
leaked [9]. The common threats found in healthcare systems
are listed in Table 1.
Table 1: Common and Emerging Cyber Threats in Healthcare

Cyber Threats in healthcare Description

Breaching patient’s personal information
related to their name, address and financial
information for the purpose of money.

Data steal for financial

purpose

The theft might steal information related to the
high profile patient such as celebrities,
politicians that affects their profile.

Data steal for impact

The attacker, block the patient or completely
delete from its database until the patient has
paid the entire fee.

Ransomeware

The attacker changes the testing values for a

Data corruption .
reputed person gain

Interrupt the performance of an organization
by flooding a number of requests

Denial of Service Attack
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Figure 1: Healthcare System

To protect healthcare system as shown in Figure 1 from
distributed denial-of-service (DDoS), we used an artificial
intelligence technique. The detail description of those is
provided in section I11. As shown in above figure 1, a patient
registers into the healthcare system through the social
network. Using wireless technology, the patient is capable to
interact with doctor, other patient, ambulance services etc
[10-11].

2. RELATED WORK

To secure information from threats is a major problem for
most of the IT companies. Security of corporate data is
extremely important to ensuring business continuity. The
main reason is that information is an asset to the organization
or any other institutes and therefore needs to be adequately
protected. Therefore, it becomes essential to protects
information from a wide range of threats to ensure business
continuity, minimizing job losses, and achieving strategic
advantages to maximize profit and business opportunities.
Von et al. [12] have stated information security as well as ICT
security. The document further argued that cybersecurity is
different from information security, although it is often used
as a similar term for information security. Information
security is the protection of active information from possible
damage as a result of various threats and vulnerabilities.
Cybersecurity, on the other hand, is not only the protection of
the cyberspace itself but also the protection of those working
in cyberspace and any assets that can be acquired in
cyberspace. Tsai et al. [13] have analyzed weblog posts for
multiple types of cybersecurity threats that are similar to the
attacks which have to be detected. Existing intelligence
research has focused on examine news/ forums related to
cybersecurity, but very few people have looked at websites. A
probable latent semantic analysis tool has been used to
identify keywords from cybersecurity websites for specific
topics. After that, the researchers have presented the
blogosphere with keywords that can be measured in terms of
topics and thus follow popular conversations along its topics
in the blog environment. The information retrieval from the
weblogs can be increased by using a probabilistic approach.
Javaid et al. [14] have discussed a variety of security attacks to
an Un-named vehicle system. The designed system has been
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protected from various security attacks and a secure path has
been provided to the communicating UAVs. The designed
model has assisted the users of UAV systems to understand
the system's threat profile so that the user can address a
variety of system weaknesses, recognize high-priority threats,
and use methods to reduce those threats. Goztepe, K. [15]
have designed a fuzzy rule-based technical approach to
provide security to cyber system, the designed expert system is
known as Fuzzy Rule-Based Cyber Expert System (FRBCES).
To compute complex processes, a rule-based fuzzy system has
been used. Jing et al. [16] have presented a secure network
against DDoS flooding attack using Chinese Remainder
Theorem based Reversible Sketch (CRT-RS) to store past
traffic information. For the detection of DDoS attack
Modified Multi-chart Cumulative Sum (MM-CUSUM)
technique has been used. From the experiment, the authors
have analyzed that the presented wireless network can be used
effectively to handle large amount of network traffic.

3. MATERIALS AND METHODS

This section demonstrated the detailed description of the
techniques used with their working algorithms of the
designed framework; mainly develop for a healthcare system
with multiple patients, doctors and database management
system. The patient share data with doctors and appropriate
action has been performed when required.
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Proposed Secure Healthcare System
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Clinical
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Figure 2: Proposed Healthcare System
Figure 2 illustrated a detailed overview of the entire work.
The health data such as research data, medical expenses that
are financial record, individual data (name, address, email
address, contact number) and clinical data (test readings) are
saved in the organization database. The stored information is
shared by the patient as well as their family members along
with doctors. In case of any emergency, the signal to the
organization has been sent through internet. The shared data
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between organization and patient can be affected or altered by
the attacker (DDoS). Therefore, to protect, the data and for
successful communication, artificial neural network approach
is used. The system is trained using ANN. Therefore, if the
system found unmatched properties of patient, which is not
available in the database, then considered as DDoS attacker
otherwise pass the data. At last, performance parameters are
evaluated to determine the efficiency of the present work.

A.DDoS Attack

A DDoS attack is a malicious attempt in order to disturb
normal communication between patient and healthcare
system. The DDoS attacker behaves like a genuine user and
starts dropping data or stealing confidential information
related to the patient [17]. These threats affect network
bandwidth by assigning the actual user's available bandwidth
to unauthorized users. The impact of this attack will
temporarily block the network from normal communication.
A DDosS attack can affect a single patient or multiple patients
at the same time. For example, an attacker can affect a system
by exhausting limited wireless resources (such as bandwidth,
data savings areas, battery consumption, etc) [18].

B.Artificial Neural Network (ANN)

It is an intellectual algorithm inspired by the human
biological neural network, comprises of human brain. In this
each neuron is interconnected to each other and passes
information in a similar fashion as that of synapses in human
brain [19-20]. The interconnection is known as edge and
corresponds with weight. The weight is adjusted based on
which the learning capability of ANN is analysed. In this
research, the system is trained by applying input as the health
data or the patient-related confidential information provided
at the input layer of ANN. After training, the system is ready
for detecting DDoS attack. The trained structure of ANN
during research work is depicted in Figure 3.
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Figure 3: Trained ANN Structure
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Figure 3 comprises of four different panels named as neural
network, Algorithms, progress and plots. Under the neural
network, the information such as number of layers, input and
output data is shown. From the algorithm section, it is clear
that the data division is performed randomly and trained
using Levenberg-Marquart principle with Mean Square Error
(MSE) as a performance parameter. During training, the
progress is shown under progress panel, which indicates that
after completing mutation, the system is trained. Therefore,
every time whenever there is a communication between
patient and doctor, or the other members of organization,
ANN cross-validate the data with its database, if any
mismatching found, and then indicated that it is not a genuine
user. Kindly don’t share your data. In this way, the system is
protected from unauthorized access.

Algorithm: ANN

Input: Patient information (medical expenses, financial
record, and clinical data) as a Training Data (T), Target (G)
and Neurons (N)

Output: Detected DDoS Threat

Initialize ANN with distinct constraints - Epochs (E)

- Performance
parameters: MSE,
Gradient,
Mutation and
Validation Points

For each set of T

Group = Categories of Training date (Normal
and affected data)

End

Initialized the ANN using T & G

Net = Newff (T. &. N)

Set the training constraints as per desire and train the network
Net = Train (Net, T . )

Classify = malicious data within the communication process
If Classify = True

Transmit data to the destination user

Else

Do not pass data

End

Return; a secure network after detection of DDoS threat
End

At last, the computation parameters are measured to evaluate
the efficiency of the proposed system, which is discussed in
the following section.

4. RESULT AND DISCUSSIONS

This section deals with the simulation results performed in
the presence of DDoS attack and after preventing health care
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network from DDoS attack. The entire simulation has been
performed in MATLAB simulator. The following parameters
are evaluated during the testing process.

A. True Prostive Rate (TPR)

It represents the rate of correctly identified malicious data
and evaluated using the formula;

TPR=TP/(TP+FN)

Here; TP - True positive

FN - False Negative
B.False Prostive Rate (FPR)

It represents the rate of incorrectly identified as attacker
data by the trained neural network. It is examined using the
formula;

FPR=FP/(FP+TN)

TN - True Negative

FP - False positive
Table 2: Computed Parameters
Number of TPR | FPR | Throughput x | Computation
Iterations 10* Time (ms)
1 98.6 065 | 9 430
5
2 98.7 0.67 | 85 455
9
3 99.0 0.64 | 8.88 487
2
4 99.5 0.63 | 7.9 358
7
5 97.8 0.62 | 8.2 397
6
6 98.7 058 | 85 502
7
7 98.9 0.57 | 89 497
9
8 99.0 059 | 9.0 512
1
9 99.0 055 | 75 567
8
10 98.7 052 | 7.2 497
4
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80 |t e
£ 60 —+—Without
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40 With Prevention
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20
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Figure 4: TPR
Figure 4, represents the truly identified malicious/ affected
health care data during the communicating process. From the
figure, it is clearly seen that initially, the identification rate of
truly identified DDoS attacker data increases up to 4th
iteration and then there is sudden fall in the TPR has seen.
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This is due to the fact that the trained ANN structure cannot
identify the affected data and hence steal the information.
From the graph it has been analysed that when no prevention
mechanism is used the TPR is less compared to the TPR
obtained with prevention technique.
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Figure 5: FPR

The comparison of FPR with and without FPR is shown in
figure 5. It represents the incorrectly identified the data as an
affected data by the DDoS attacker. From the graph, it has
been examined that the false detection rate of affected data is
less using ANN approach compared to without prevention
algorithm. The average of FPR examined with and without
prevention approach is 0.807 and 0.602 respectively. Thus
there is an enhancement of about 25.4 % while utilizing ANN
approach in the proposed healthcare system.
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Figure 6: Throughput

Figure 6 represents the relationship between throughput and
the number of iteration. The graph indicates that that
maximum throughput is attained at 8th iteration, which is
about 9 x 104. This is due to the successful transmission of
data after identifying the attacker from the network. Also, the
comparison between the throughput obtained with and
without prevention approach is depicted by the red colour and
the blue colour respectively. The average of throughput for 10
number of iteration without and with prevention is 4.697 x
104 and 8.358x 104 respectively. Thus, there is an
improvement of 77.94 %.
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Figure 7: Computation Time

We also examined the computation time of the proposed
healthcare detection and protection model for each iteration
and the result part is illustrated in Figure 7. The results
indicate that using ANN approach the detection method of
analysing DDoS attack takes less time compared to the
normal system. Therefore, based on the above values, the
designed system is suitable for handling large amount of data
traffic.

The show the effectiveness and the accuracy of the designed
protection system, comparison of computed parameters is
performed with the existing work performed by (Jing et al.
2019). The comparative parameters are listed in Table I1I.

Table 3: Comparison of Computed Results with Existing Work

Parameters TPR FPR
Proposed Jingetal. | Proposed Jing et
Work [16] Work al.
Average 98.84 98.57 0.602 0.66
Value

The comparison of computed TPR and FPR values in contrast
to the existing work performed by Jing et al. [16] is shown in
Figure 8 and Figure 9 respectively. The graph shows that the
proposed system performs well while utilizing ANN as a
machine learning approach and provides a secure healthcare
system against DDoS attack. The percentage increase in the
detection rate of TPR and FPR against the proposed technique
of about 0.27 % and 8.79 % has been attained.

98.9

98.85
98.8
98.75
98.7

g 98.65
98.6
98.55
98.5
98.45
98.4

® Proposed Work
M Jing et al. [16]

Proposed Work Jing et al. [16]

Figure 8: Comparison of TPR
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Figure 9: Comparison of FPR

5. CONCLUSION

The present transition to health care organization is based on
the flow of information in real-time, the integration of
information and communication technologies with physical
equipment to provide a coherent system that can better track
the patient's health in real-time and improve overall health
services. As data communication is performed through
wireless means therefore, the tendency to affect or steal data
by an unauthorized person increases. This problem has been
resolved by designed a secure healthcare system based on
ANN approach. ANN has feature like it can handle large
amount of data in less computation time and also works with
nonlinear data. This feature has been used and a highly
efficient system with TPR of 98.84% has been designed.
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