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Is Information Privacy Awareness Important for Indonesian Social Media
Instagram Users?

ABSTRACT

In the current information technology era, social media users
increase every year. Recorded in 2017, among 143.26 million
internet users, 87.13% or about 124.82 million used social
media as part of lifestyle. There are some crimes such as
robberies and murder happen caused by posting pictures or
video regarding the privacy of Instagram users. In this
research, there are some actions that users can do to avoid the
crimes. This research aims to measure the privacy awareness
of Instagram users in Indonesia by doing measurement using
three dimensions of awareness such as Attitude, Knowledge,
Behavior with four focus areas of privacy, namely Perceived
Surveillance, Perceived Intrusion, Secondary Use of
Information, Disclosing Personal Information. This research
used the Analytical Hierarchy Process (AHP) method to
measure the privacy awareness of Instagram users in
Indonesia. Privacy awareness level in all dimensions is good.
However, the attitude dimension with focus areas on
perceived surveillance and perceived intrusion is still in the
criterion of average awareness. It means that those focus areas
potentially need treatment to improve such as being more
careful while posting some content on Instagram because
unauthorized people can get access more easily to the user's
personal information and the users’ activities.

Key words: behavior,
awareness.

Attitude, knowledge, privacy

1. INTRODUCTION

In the current information technology era, social media users
increase every year. Recorded in 2017, among 143.26 million
internet users, 87.13% or about 124.82 million used social
media as part of lifestyle [1]. Indonesia is the largest
Instagram Story producing country in the world, with twice as
much content as the global average [2]. Indonesia is the
country with the largest Instagram users in the Asia Pacific
region. Instagram grabs 700 million monthly active users
globally, in which 45 million of them are from Indonesia [3].
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The large number of social media users and the convenience
offered can cause risk to the users [4]. The growth of
Instagram users in Indonesia entails users to be more careful
in using Instagram.

Lack of privacy awareness bring some case for social media
users. For example, a man is named Tony Harris, 50 years old
was killed by a group of robbers because he uploaded a photo
on Instagram story containing his wife holding a stack of
money [5]. As told by police commissioner Bayu Soeseno, a
brief mode of robbers and thieves often monitor their prey
from social media. Criminals use various methods or modes
to get their targets. The perpetrators simply look at 15 photos
on Facebook or Instagram to find out that the victim was
currently enjoying a long vacation far away from home [6].
There are facts that show the misuse of personal data as part
of individual privacy has the potential to be a serious problem.
The average global cost of cybercrime increased more than 27
percent in 2017 [7]. The average cost of loss per user is
around $ 141 because of the loss or theft of their personal data
[8]. The application category with the biggest problem with
cybersecurity is lifestyle applications, with a figure of 27%
[9].

Privacy, for the most part, is another human right, so privacy
concern is not spared from the government’s surveillance.
Lately, increasing information sharing tools make the right to
privacy has serious attention [10]. As the Minister of
Communication and Information regulation Republic
Indonesia Number 20 in 2016 concerning personal data
protection in electronic system in article 1 paragraph 1. It
stated that personal data is certain personal data that is stored,
maintained well and protected confidentially. Clarified in
article 2 paragraph 2 point, respect for personal data is
privacy. The heart of privacy issues is identity that might
contain social security number, full name or residence address
[11]. Data used to identify someone can be categorized as
personal data [12].

Based on the explanation above, we researched by measuring
privacy awareness to remind users of the negative impact they
can get when posting some content on Instagram.
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2. THEORETICAL BACKGROUND

Developing a measuring instrument based on techniques on
the field of social psychology proposes that the tendency to
learn response to certain objects beneficial or unfavorable has
three components, which are Affect, Behavior, and Cognition
[13]. These three components are used as the basis and the
model and developed on three equal dimensions, namely what
someone knows (Knowledge), how they feel about the topic
(Attitude), and what they do (Behavior) [13].

Privacy is often associated with the ability of an individual to
control the conditions under which personal information is
obtained and wused [14]. When sharing information,
individuals must consider losses and the advantages of
spreading information [15]. There are four approaches to
define information privacy (a) privacy as human rights, (b)
privacy as a commodity, (c) privacy as a state of limited
access, and (d) privacy as the ability to control information
about yourself [13]. Measurement of consciousness is
measured by four sub-variables, namely (a) Perceived
Surveillance (b) Perceived Intrusion (c) Secondary Use of
Information (d) Disclosing Personal Information [16].
Perceived Surveillance which is the practice of collecting data
both legal and illegal is the beginning of violations of privacy.
Perceived Surveillance is a means to view, study, or record the
behavior of each user. In the current digital era, some
irresponsible parties use technology to track profiles of users
[16].

Perceived Intrusion is an action that disturbs calmness or
convenience and involves the presence or activity of others
[16]. Perceived Intrusion is a flow of users’ information that is
not controlled by the users that can make them uncomfortable
and harmful [16].

Secondary Use of Information is the use of personal
information in which information is collected for other
purposes without permission of the owner of the information
[16]. The activity of using secondary information by other
parties can potentially endanger individual ability in keeping
their personal information [16].

The focus area of Disclosing Personal Information is
something that describes several factors that are reasons why
users disclose their personal information. [14]. Internet users
have different behaviors in response to concerns about to
which extent they are willing to share their personal
information [14]. Many studies show that there is a gap
between users’ concerns about the risk of violating their
privacy and their willingness to disclose their personal
information to other parties. This gap is called "the privacy
paradox” and explained by three variables : (1) various
material or social benefits that can be obtained by users when
disclosing their personal information (2) differences in the
level of trust that users have when using internet (3)
awareness of specific characteristics of internet technology
and its risks [14].
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3. METHOD

The type of this research is quantitative, in which data is
collected by using a questionnaire which is spread through
google form. This research uses a nominal scale type and
dichotomous scaling method. Validity test is used to
determine the feasibility of the items in the questionnaire in
defining a variable [17]. Nominal scale is a scale that is used
to classify an object or event into a particular group so that it
can be observed similarities and differences over certain
characteristics [18]. Simple category scale offers two choices
one must choose [19]. The population in this research is not
known exactly, therefore to determine the sample in this
research Bernoulli formula is used with the calculation as
below.

e .
n = Minimum sample amount
Z = Square of confidence interval
a | 2 = Acceptable level of trust (95% = 1.96)
e = Error rate that is still acceptable

p = Estimated proportion of success
q = Estimated proportion of failure /1 —p

1)

n

This research used a confidence level of 95% so that the value
of Z = 1.96 is obtained. The error rate is set at 5%. By
substituting these values in the equations that have been
provided, they are obtained.

_ (1.96)*(0.3)(0.5)
" 0.05

(3.8416)(0.25)

0.0025
0.9604

T 00075

— 384.16 — 354

From the results of the calculation above, Bernoulli's formula
required at least 384 samples. Therefore, to facilitate the
process of further counting, the number of respondents to be
taken in this research is 400 people.

This research has 36 questions about privacy awareness to test
attitude, knowledge, and behavior of Instagram users. Some
questions are answered on a 3-point scale consisting of “yes”,
“do not know”, and “no” (attitude and knowledge), while
others only require answers “yes” or “no” (behavior). These
are some examples of questions from each dimension that can
be seen in Table 1.
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. Table 1: Sample Question Knowledge_P9 | B3.3 | 0.361 0.922 Valid
Dimension Statement Answer Knowledge P10| B4.1 | 0361 | 0.794 Valid
I am worried if | use 1 Yes
. Instagram, the personal ' , Knowledge _P11| B4.2 0.361 0.811 Valid
Altitude information that I have can 2. Don’t Know
. Knowledge_P12 | B4.3 0.361 0.908 Valid
be collected (A1.2). 3. No wiedge_ :
Instagram, the personal Behavior_P2 | C1.2 0.361 0.373 Valid
information that I share 1. Yes Behavior P3 | C1.3 | 0.361 0.884 Valid
Knowledge (such_ as nam_e, address, age, | 2. Don’t Know Behavior P4 | C2.1 0361 0645 valid
location, habits, content, 3. No - -
messages, etc.) can be Behavior_P5 | C2.2 0.361 0.694 Valid
collected (B1.2). Behavior_P6 | C2.3 0.361 0.676 Valid
| read the provisions of the Behavior_P7 | C3.1 0.361 0.884 Valid
Behavior | 0t to be collected by 1. Yes Behavior P8 | C3.2 | 0361 | 0.884 Valid
Instagram when creating an | 2. No - -
Instagram account (CL.2). Behavior_P9 | C3.3 0.361 0.519 Valid
Behavior_P10 | C4.1 0.361 0.795 Valid
To perform the validity and reliability test of the Behavior_P11 | C4.2 0.361 0.583 Valid
questionnaire in this research, we used 30 samples of Behavior P12 | C4.3 0.361 0.795 Valid

respondents. Validity test in this research used Product
Moment correlation technique. By using the r table value with
n =30 and the significance level of 5%, the r-value of the table
obtained is 0.361. The following are the results of the validity
tests that have been conducted on the questionnaire.

Table 2: The Results of Privacy Awareness Validity Test

This reliability test uses the Cronbach Alpha technique with
the help of IBM SPSS Statistics 23 application. If r count > r
table then the question is declared reliable, if r count <r table
then the question is declared unreliable. With a confidence
level of 95%, the results are obtained.

Statement | Item Validity Test : . .
Item Code | R Tabl R. Count Kategori Table 3. Test Results for the Reliability of Privacy Awareness
- [able - Loun Cronbach’s Alpha N of Items Category
Attitude P1 Al.l 0.361 0.681 Valid 0,963 36 Reliable
Attitude_ P2 | AL2 | 0.361 0.664 Valid
Attitude P3 Al3 0.361 0.465 Valid The dimensional research framework and focus areas are
Attitude_P4 A1 0.361 0372 Valid ad_apted_from Akraman [20] a_nd the ad_dltlon of a focus o_n the
- - Disclosing Personal Information area is based on the Privacy
Attitude _P5 | A2.2 | 0.361 0.786 Valid Paradox theory [14]. Three components use to measure
Attitude _P6 | A2.3 0.361 0.661 Valid beneficial or unfavorable ways towards certain objects
Attitude P7 | A3.1 | 0.361 0.876 Valid adapted from social psychology theory [13]. The component
Attitude_P8 A3.2 0361 0934 valid is used to develop three dimensions known as attitude
——= : : : - (knowledge), knowledge (one's knowledge), and behavior
Attitude P9 | A33 | 0.361 0.823 Valid (someone's behavior) [13]. Each dimension is divided into
Attitude _P10 | A4l | 0.361 0.734 Valid four focus areas. The Following figure is the research
Attitude P11 | A4.2 0.361 0.704 Valid framework adopted from [20] shown in Figure 1.
Attitude _P12 | A43 | 0.361 0.905 Valid
Knowledge P1 | B1.1 0.361 0.410 Valid
Knowledge P2 | B1.2 0.361 0.694 Valid
Knowledge P3 | B1.3 0.361 0.406 Valid | 1
Knowledge P4 | B2.1 | 0361 | 0.851 Valid
Knowledge P5 | B2.2 | 0.361 0.810 Valid Ammerad ot ] T
Information
Knowledge P6 | B2.3 0.361 0.914 Valid | L s e
Disclosing Personal
Knowledge P7 | B3.1 0.361 0.922 Valid
Knowledge P8 | B3.2 0.361 0.896 Valid Figure 1: Research Framework
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The framework of privacy awareness research in Figure 1
with adoption from [20] to measure the level of awareness was
adapted from Xu [16] called perceived surveillance, perceived
intrusion, and secondary use of information. Each focus area
will be made from several adapted indicators [20]. The focus
of the Disclosing Personal Information area is adapted from
Ginosar [14]. Disclosing Personal Information is used to
measure actions that provide material and social benefits that
can be obtained by users when revealing personal
information, different levels of trust that users have when
doing specific activities on Instagram, and feelings for
specific characteristics of internet technology [14].

The Focus areas, perceived surveillance, perceived intrusion,
secondary use information, and disclosing personal
information, were used as a measure of the privacy awareness
of Instagram users. From the framework of the above
research, several question indicators will be made from each
focus area in this research.

Measuring the scale of privacy awareness is done by the
Analytic Hierarchy Process (AHP) method. Because there is
more than one focus area in the privacy sub-variable, the
focus areas are measured by sub-variables contained in the
Awareness variable, Attitude, Knowledge, Behavior. This
AHP approach is used to weight each focus area and
dimension according to the level of importance. The AHP
approach uses paired comparisons to provide a subjective
evaluation of factors based on expert judgment and
professional opinion [13]. Comparisons are made using a
preference scale, which gives numerical values to various
preference levels [13].

Table 4: Dimension Weighting Value

Dimension Weighting Value
Attitude 20%

Knowledge 30%
Behavior 50%

The dimensions of behavior need more attention and are
followed by the dimensions of knowledge and attitude [13].
Weighting is carried out before calculation based on
predetermined weights. Weighting is done on each dimension
(attitude, knowledge, and behavior) and focus areas
(perceived surveillance, perceived intrusion, secondary use of
information, and disclosing personal information). The
weighting value of the focus areas is done by assuming that
each focus area has the same level of importance. The
following are the focus areas weighting stages.
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Table 5: Weighting of Importance in Focus Areas

D
g2 |gs 2.8 238
=8 2% | ©-ow ERRE
8= 8 3 € g & S 3 E
o - Q b b
s 2 5 = oD o L O o
per) “— [a T —
o S o — n c o [
3 c =
Perceived 1 1 1 1
Surveillance
Perceived 1 1 1 1
Intrusion
Secondary
Use of 1 1 1 1
Information
Disclosing
Personal 1 1 1 1
Information
Total 4 4 4 4
Table 6: Normalization of Weighting Of Importance in Focus Areas
@ c <
8cl85|8-2|8%8 9
z22/23|8°8g5¢8 ©
83| 8S|S8EIT2E| ¢
- S| =58 D5 25 S Z
£5/e5|8§7g|atg| <
3 £ =
Perceived 25 | o50p | 2504 25% | 25%
Surveillance %
Perceived 25 25% | 25% 25% | 25%
Intrusion %
Secondary Use | 25 25% | 25% 25% | 25%
of Information | %
Disclosing o5
Personal y 25% | 25% 25% 25%
Information °
Total 1 1 1 1 100%

Table 6 shows the results of weighting normalization of
interest shown in Table 5.

Table 7: Focus Area Weighting Value

Focus Weighting Value
Perceived Surveillance 25%
Perceived Intrusion 25%
Secondary Use of Information 25%
Disclosing Personal Information 25%

Focus area weighting values is obtained by assuming that
each focus area has the same level of importance with the
results shown in Table 7. The weight of importance obtained
by the AHP approach uses paired comparisons to provide
subjective evaluations of factors based on professional
considerations and opinions [13]. Bases on table 4 and table 7,
we calculate the value of privacy awareness in each
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dimension, focus area, and total. Comparisons are carried out
using a preference scale, which gives numerical values to
various preference levels.

Table 8: Awareness Criteria

Criteria Value Action
Good 77,78% - 1009 | Acton s not
needed
Ayerage/ 55.56% - 77,77% Potential actions
Satisfactory are needed
Poor 33,33% - 55,55% | Action is needed

The score of each focus area and later dimensions is grouped
as the consciousness criteria in accordance with Table 8. The
interval value of criteria is based on the value of the
continuum line in which the maximum value is 100% and the
minimum score is 33.33% [21]. Every criterion to identify
focus areas requires action to improve or not [21]. After
calculating the predetermined weights, the results are
obtained in the form of privacy awareness criteria in each
focus area and dimension in this research. Every result of
privacy awareness criterion has actions that need to be carried
out at a later stage when privacy awareness is on certain
criteria. Weighting on privacy is done using the analytical
hierarchy process (AHP) method. The result scores for each
dimension and focus areas are then grouped as awareness
criteria in Table 12.

4. RESULTS AND DISCUSSION

This research took samples with 400 respondents in which the
questionnaire was distributed by the researcher in March
2019 in Indonesia. The following table is characteristic of the
respondents who use Instagram.

Table 9: Respondent gender

Sex Number of Respondents Percentage
Male 148 37%
Female 252 63%
Table 10: Respondent age
Age Number of Percentage
Respondents
16 - 18 year 43 10.75%
19 - 23 year 291 72.75%
24 - 30 year 10 2.5%
31 - 40 year 15 3.75%
41 - 50 year 30 7.5%
>50 year 11 2.75%

Based on table 10 above, out of the 400 samples, the age of
respondents from the ages of 16-18 years was 43 respondents
(10.75%). Respondents aged 19-23 vyears were 291
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respondents (72.75%). Respondents aged 24-30 were 10
respondents (2.5%). Respondents aged 31-40 were 15
respondents (3.75%). And respondents aged over 50 years
were 11 respondents (2.75%). Based on this data, it can be
concluded that the age range of 19-23 years is the age range of
Instagram users who dominated the research. Compared to
other research, most respondents also came from young
people [20].

Table 11: Respondent Profession

Profession Number of Percentage
Respondents
Freelance 4 1%
Housewife 3 0.75%
College student 298 74.5%
BUMN employee 2 0.5%
Civil Servant 3 0.75%
Private Officer 73 18.25%
Entrepreneur 17 4.25%

Table 12: Privacy Awareness Level

w
LéJ 8 Do: Total
Dimension E u S Awareness
= 2 < | Focus
b % ] areas
@
4
Focus
areas (20%) (30%) (50%)
Perceived
Surveillanc | 73.41% | 78.67% | 79.33% 77.14%
e (25%)
Perceived
Intrusion 75.83% | 83.42% | 89.33% 82.86%
(25%)
Secondary
Useof | g51706 | 86% | 90.58% | 87.25%
Information
(25%)
Disclosing
Personal | 70 6705 | 83.08% | 88.25% | 83.33%
Information
(25%)
Total
fware”ess 78.27% | 82.79% | 86.87% | 82.65%
Dimension

The level of privacy awareness in table 12 was used to present
the results and findings obtained from the questionnaire filled
by 400 respondents. Awareness criteria can provide
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groupings according to criteria of focus areas that do not
require action for improvement, potentially need action for
improvement, and require action for improvement. Based on
the level of privacy awareness in Table 12, the results
according to the dimension are as follows.

The percentage of privacy awareness is 82.65%. It shows that
the level of privacy awareness is in the good criteria. In this
level, the respondents do not need treatment to improve their
privacy awareness. Based on other researches, the overall
level of privacy is in the average criteria with the respondents
who use an android smartphone [20]. Overall privacy
awareness in the Australian region whose respondents are
official employees is 65% [13].

The highest percentage of awareness is the behavior
dimension which is 86.87%. In this level, the respondents do
not need treatment to improve their behavior. It happens
because users notice which important information they will
share on Instagram to avoid disruption of privacy. They also
consider which information they provide to get benefit when
sharing their personal information, even though they don't
read the terms of the data that will be collected by Instagram
when creating an account.

The percentage of knowledge dimension is 82.79% which
is a good level of awareness. The respondents do not need
treatment to improve their knowledge. It happens because
users know that by using Instagram, their personal
information can be used for other purposes without getting
their permission. And then, they cannot be certain what
benefit they will receive when they disclose the personal
information they have.

The smallest percentage of awareness is the attitude
dimension which is 78.27%. Respondents do not need
treatment to improve their attitude. It happen because user
notice that personal information can be used for other
purposes. Although there are some respondent do not mind if
there are people they do not want to know their personal
information. Besides, they also feel the consequences of using
the Instagram application.

Level of privacy awareness in all dimensions including the
criteria of good awareness, the dimensions of attitude with
area focus perceived surveillance and perceived intrusion is
still included in the criteria of average awareness and
potentially requires action for improvement. Compared to
other researches, although the lack of user knowledge of the
use of personal information applications can be known, the
user has chosen which information to share [20]. Based on the
results in this research, there are similarities in results, in
which the dimension of behavior is the highest level of
awareness.

Based on the level of privacy awareness in Table 12, the
results according to the focus areas are as follows.

The percentage of perceived surveillance is 77.14% which is
an average criteria. The percentage of attitude dimension is
73.41% which is an average criteria so that treatment is
needed. It happens because there are two indicators in the
average criteria. First, some users do not believe that the
location feature on the mobile phone is activated so that all
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activities they do can be identified on Instagram. Second,
some users are not worried if they use Instagram and post
photos or videos so, their activities can be identified. Based on
another research, the level of perceived surveillance in the
attitude dimension is in the average criteria [20].

The percentage of perceived intrusion is 82.86% which is the
good criteria. However, the percentage of attitude dimension
is 75.83% which is the average criteria so that treatment is
needed. It happens because there are two indicators that are in
the average criteria. First, some users feel comfortable
because using Instagram can cause unauthorized parties to
know about their personal information. Second, some users
do not believe that by using Instagram, the personal
information that they have is more easily available to
unauthorized parties. Compared to other research, perceived
intrusion on all dimensions is in the average criteria [20].
The percentage of secondary use of information is 87.25%
which is good criteria. In this level, the respondents do not
need treatment. It happens because users notice that personal
information can be used for other purposes. Based on other
researches, secondary use of information in the dimensions of
attitude and behavior already have good awareness criteria,
but the knowledge dimension has average awareness criteria
[20] [22] [23]. Perceived surveillance, perceived intrusion,
and secondary use of information can describe each
dimension [16].

The percentage of disclosing personal information is 83.33%
in good criteria. In this level, the respondents do not need
treatment. It happens because users always consider which
information they will provide to get benefit when sharing
their personal information (such as name, address, age,
location, habits, content, messages, etc.) on Instagram. There
is no single focus area or dimension of the level of privacy
awareness that is included in the criteria of poor awareness
(awareness level below 55.56%).

5. CONCLUSION

Based on the results of our research, overall, the level of
privacy awareness of Instagram users in Indonesia is included
in the good criteria (82.65%). Attitude dimension level of
privacy awareness on Instagram users an in the good criteria
(78.27%). However, focus perceived surveillance (73.41%)
and perceived intrusion (75.83%) in this dimension have the
potential to be given a corrective action so that the focus area
can be categorized in the criteria of good awareness. It
happens because some users are too careless when using
Instagram in which the personal information that they have is
more easily available to unwanted parties. Knowledge and
behavioral dimension levels of privacy awareness of
Instagram users are included in the good criteria and there is
no focus area in these dimensions that below the good criteria.
Based on this research, there are some actions that users can
do to avoid crime such as (1) Being more careful when
posting something on Instagram on which their activities can
be identified. (2) Increasing the sense of caution because the
use of instagram causes unauthorized parties to know the
user's personal information.
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