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ABSTRACT  

Many organizations, such as military, financial, and banking 
organizations, implement strict security policies for securing 
and protecting data from any possible attack. Moreover, these 
institutions use the Internet of things (IoT) and fog computing 
for communication and storage that require new solutions to 
confirming the login process between the two techniques. A 
methodology for increasing the security for fog computing is 
proposed in this research. The proposed methodology provides 
authentication that is based on the location of the device that 
will perform fog computing during communication, thereby 
ensuring the secure login to data and legal verification. 
Furthermore, the proposed methodology is simulated using the 
LabVIEW simulator with different case studies. Results show 
that location-based authentication increases authentication 
confidence and security. 

Key words: Internet of things , Fog computing , Authentication 
,Location Based , Security. 

1.INTRODUCTION 

 Internet of things (IoT) is a concept and paradigm of the 
ubiquitous presence of different physical objects ("things") in 
the environment. The term "Internet of things" refers to a 
dynamic global network infrastructure that can perform self-
tuning on the basis of standard and compatible communication 
protocols; in these protocols, physical and virtual "things" have 
identifiers, physical attributes, and intelligent interface uses and 
can integrate with an information network [1]. 

The IoT concept includes many personal technologies, services, 
and standards and perceives the cornerstone of the information 
market. Information communication technologies (ICTs) are 
forecasted to be at the edge of the for at least the next 10 years. 
From a logical perspective, the IoT system can be represented  

 

as a combination of and intelligent devices. From a technical 
perspective, the IoT can be used in different ways of data 
processing and communication technologies and methodologies 
in accordance with a purpose [2] 

The term “fog computing” was introduced as a new model that 
can facilitate wireless data transfer to distributed devices in the 
IoT network paradigm. Fog computing is a new platform that 
extends the cloud computing paradigm to the edge of the 
network[3], that is, the entry point to the core network [25].  

Fog computing provides an additional advantage given its 
proximity to customers, dense geographic coverages, and 
mobility supports, although IoT and fog computing provide a 
similar set of services in terms of computation and storage  [4]. 
The fundamental element of the fog computing architecture is 
called a “fog node,” which is the extra layer between an IoT 
device/data generating node and a remote cloud server. These 
fog nodes are used to accelerate time-critical applications. 
Services are hosted away from the cloud, close to the devices, 
and at the fog node devices, such as routers, set-up-boxes, or 
access points. Data generator nodes, which are typically sensor 
nodes, generate data. The data from the data generator nodes 
proceed to the cloud via intermediate fog node(s) [25], and 
users can access the data from the fog nodes rather than from 
the cloud [5]. 
We must prevent unauthorized users, that is, people and 
systems must be authenticated for security, confidentiality, and 
integrity of personal data, to secure the access to IoT devices. In 
terms of personal user data and information, protection and 
confidentiality are crucial primarily because devices can access 
and can manage these data and information (for example, 
information on the habits of users) [6] . Authentication verifies 
a claim. Identity authentication verifies the claim of a user as 
the owner of a given identity, and proximity authentication 
verifies the claim that two given devices are proximate. 
Authentication is a fundamentally important security 
mechanism that provides a security base for many security 
applications. In particular, many security applications grant user 
services or privileges on the basis of the authentication result. 
For example, identity authentication helps applications 
recognize users to provide personalized services. Therefore, 
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authentication is the first step to service access. Many 
applications reject providing services when authentication fails 
[7] [26] . IoT devices require user authentication. If the user is 
not an expected user, then the IoT device will not allow the user 
to access computing. Therefore, authentication is an important 
security mechanism [8] [25]. 
Therefore, protecting the IoT against unauthorized usage is 
significant in safeguarding user privacy and network security. 
An IoT device can alert the owner and lock itself when 
unauthorized usage is detected, thereby inhibiting most IoT 
device thefts [9] [22]. In preventing the unauthorized usage of 
IoT devices, a location-based authentication system is more 
suitable than a user authentication system. A user authentication 
system verifies a user once during login to access fog 
computing [10]. 

The capabilities of hackers are continuously increasing. In the 
traditional adversary model, attackers can monitor/record the 
communication, modify the transmitted messages, and initiate 
authentication requests to the server or forge a response to the 
authentication request from a legitimate user. Attackers can 
execute more than those prescribed in the traditional adversary 
model with the rapid development of computer and electronics 
technologies. Thus, we use the term “strong adversary model” 
to reflect the evolving capabilities of computer hackers. In the 
strong adversary model, attackers can compromise the security 
features  [11]. A location-based authentication system is aimed 
at continuously authenticating the current user during the entire 
system execution. In the absence of location-based 

authentication, an attacker can easily access a system. An 
attacker can log in to the system even if the system uses a 
username and password. The location-based authentication 
system invokes an authentication system that requires the 
location of the computer before authorizing a log in.  

2. RELATED WORK 

Communications security (COMSEC) refers to preventing 
unauthorized process to verified telecommunications traffic or 
to any written information that is transmitted or transferred 
from the sender, whereas the IoT is a computing concept that 
describes the connection of physical objects to the Internet and 
their capability to identify themselves to other connected 
devices [12],Fog computing is an alternative to cloud 
computing that places several types of transactions and certain 
resources at the edge of a network, rather than deterring 
channels for cloud capacity and utilization [13] ,A dual-
encryption system is based on authenticating the server to 
provide high-performance security to existing fuzzy keyword-
searching concepts. In the present research, we integrate 
symmetric and asymmetric encryption algorithms to enhance 
data security [14]. 

An unauthorized person is any person who is prohibited to 
access specific information. An individual is unauthorized to 
process classified information of any 
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[19] √ √ √      √   
[15]  √ √ √ √ √   √   
[21] √ √ √ √     √   
[8]  √ √   √ √  √   
[17]  √ √      √ √  
[18]  √ √   √   √  √ 
[7] √ √ √   √   √   
[20] √  √   √      
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degree without a determined need-to-know depending on the 
degree of clearance [15] ,Authentication in the context of 
computer systems is a process that ensures and confirms the  

identity classes of a user. Authentication is a pillar of 
information assurance (IA). The four other pillars are integrity, 
availability, confidentiality, and non-repudiation  [12] .A 
security key is generated by the main secret server when an 
enterprise single sign-on (SSO) monitor requests for this key. 
This secret key is stored in the registry as a local security 
authority (LSA) secret on the main secret server. Only SSO 
administrators may access the secret key [8]. 

User-level security in the context of Microsoft Access is a fine-
grained level of restrictions and permissions to users of a 
database. User-level security allows the database administrator 
to group users with the same requirements into common pools 
called workgroups. Permissions may then be granted to 
workgroups rather than individual users, to facilitate the 
administration of permissions. Two default groups, namely, 
admin and user groups, are provided with permissions  [16]. 
Intrusion detection system (IDS) is a kind of security software 
that is designed to automatically alert administrators when an 
individual or a program is attempting to compromise the 
information system by malicious activities or by security 
policy violations [27] [17],User behavior monitoring is focused 
on behavioral monitoring at the user level and rapidly responds 
to abnormal behavior [18] [29]. 

[19] proposed a basic monitoring that focuses on overcoming 
the security problems encountered through data outsourcing 
from a fog client to a fog machine. These authors added 
Shibboleth, which is a security and cross-domain access 
control protocol between the fog client and the fog machine, to 
improve and verify the secure communication between them. 

[15] proposed the dual encryption of data by using the 
emoticon technique that compared cryptography and 
steganography. In this method, data are first encrypted between 
fog computing and low level. Then, the encrypted data, such as 
emoticons, are hidden with a cover text. Dual encryption 
enhances the data security and reliability. If the cover text is 
accessed by unauthorized users, then only the encrypted data 
can be viewed and not the real data. 

[21]  implemented the idea of process encryption by using an 
AES algorithm for checking its functions for fog computing. 
The AES algorithm is the most secured process of encryption. 

[8]  proposed a secure and efficient mutual authentication 
concept for an edge-fog-cloud network architecture to mutually 

authenticate fog client computing at the edge of the network, 
with the fog servers at the fog layer. This author required a 
client in the network to hold only one long-term master secret 
key, which allows verifying a communication with any client 
in the fog server of the network, with a fully authenticated 
direction [24]. 

[16] presented new distribution and lightweight IDS-based 
ideas on an artificial immune system. The IDS is distributed in 
a three-layered IoT structure, including the cloud, fog, and 
edge layers. In the cloud layer, the IDS clusters and trains the 
detected primary network traffic. In the fog layer, the authors 
exploit a smart data concept to analyze the intrusion alerts. In 
the edge layer, the authors deploy the detection of edge 
devices. Smart data are promising approaches to enabling 
lightweight and efficient intrusion detection, thereby providing 
a path for detecting silent attacks, such as botnet attacks in the 
IoT-based systems. 

[18]  proposed to monitor client behavior or data access 
patterns in the cloud systems and identified abnormal data 
access patterns. If an unauthorized data access pattern is 
suspected, then decoy data are provided to the unauthorized 
client. This mechanism ensures the protection against misusing 
real client data. In this case, if the real client is trapped in this 
system, the client must be challenged by the system through a 
one-time password for verification. 

[7] focused on security considerations for IoT from the 
perspectives of cloud tenants, end-users, and cloud providers in 
the context of extensive IoT proliferation that is effective 
across the range of IoT technologies (whether things or the 
entire IoT subsystems). Our goal is to analyze the current state 
of cloud-supported IoT to generate explicit security 
considerations [23]. 

 [21] described multi-factor authentication (MFA) systems, 
which are inapplicable to the field of IoT but provides 
extensive security to user credentials. The MFA system is 
followed by a brief description of the working mechanism of 
interaction of third-party clients with private resources over the 
OAuth protocol framework and a study of the delegation-based 
authentication system in an IP-based IoT [21]. 

We observe several of the mechanisms of security and 
authentication between fog computing and low-level users and 
focus on the validation mechanism of the location in the 
security between fog computing and low-level users [28]. 

The protection from all measures is designed to deny 
unauthorized persons from accessing valuable information that 
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could be derived from possessing and studying 
telecommunications or mislead unauthorized persons in 
interpreting the results of certain possession and study. This 
system is called Location-based Authentication, which 
includes transmission, emission, and physical securities of 
communication materials and information.  

3.PROPOSED METHOD 

We assume that our methodology will be implemented in every 
organization in the communication of fog computing systems, 
that each device has a GPS to determine its location, and that 
the devices in the login system are heterogeneous. The 
proposed methodology should be implemented in conjunction 
with other security services, such as encryption of data and 
session. Our methodology does not cancel other methods, such 
as encryption of data, but adds new factors, such as location-
based authentication. We assume that all devices are connected 
to fog computing and require authentication to log in to the fog 
system. We assume that the implemented system will work in 
the application layer, as illustrated in figure 1 In the user side, 
the user logs in through the browser and enters the required 
username and password to access the fog computing. At the 
fog side, the proposed methodology in the application layer of 
fog computing decides and replies to the user with either an 
authorized or blocked access. 

 

Figure 1: login authentication is required to access fog computing . 

A secure system for login authentication is required to access 
fog computing, and security can be strengthened by adding a 
location factor to the login process. Thus, in this research, we 
add a location to the fog login factor to increase the access 
security. The proposed methodology is represented by a set of 
steps, which are depicted in figure 2. The first step involves 
logging in to the fog through the username and password that 
is unique for each employee who has access to the system. In 
the first step, a decision is made after comparing the password 

and username with those stored in the database, which contains 
all usernames and passwords. If the password does not match 
any of the stored passwords for a specific user, then the user is 
allowed to retry a specific number of attempts. The user is 
temporarily blocked after a certain number of failed login 
attempts, and details of the login attempts will be stored in a 
log file, including the IP address, time and date, the type of 
operation (login failed), and the decision taken (block). In the 
case of a successful login, the user is authorized to access the 
fog.  

 

Figure 2: Proposed Methodology 

In the second step, the location of the accessed device will be 
checked by comparing it with the database that contains the 
location coordinates (Latitude and longitude) of the devices 
that can access the fog. Furthermore, every username and 
password correspond to a device location. If the accessed 
device location is the same as the one stored in the database, 
then the access to the device is authorized. If the location is 
different from the location stored in the database, then the 
access from this device at the specified location is blocked. 
Subsequently, the details of the illegal access are stored in the 
log file, including the IP address, time and date, the type of 
operation (login failed), the decision taken (block), and the 
location of the user). If the location of the user matches the 
location that is stored in the database, then the access to the fog 
is authorized, and the details of the successful login are stored 
in the log file. 

The location-based authentication in fog computing addresses 
the breach that may occur because of stolen passwords that are 
used at different locations to access the fog from outside the 
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organization. Furthermore, we confirm the user identity by 
matching the stored location with the location where the user is 
accessing from. The breach is handled by storing the location 
and details of the illegal access in a log file.  

4. EVALUATION THROUGH A CASE STUDY 

This section examines the results of the simulation through the 
proposed methodology. The simulation is performed using the 
LabVIEW simulator. The evaluation is conducted by creating 
different network scenarios.  

LabVIEW offers a graphical programming approach for a 
visual representation of our application, including the hardware 
configuration, measurement data, and debugging. These 
visualizations can be simplified to integrate measurement 
hardware from any users, represent complex logic on the 
diagram and experiments, develop data analysis algorithms, 
design custom engineering client interfaces, and devise 
distributed tests, measurements, and control systems, thereby 
reducing the consumed time. These visualizations can be 
combined with verified, standard, customizable hardware, 
which has been used by engineers for over 30 years, from NI to 
develop and deploy traditional large-scale industrial and 
production systems and experiments. 

4.1 Case Study  

In this case study, we assume that four devices (PC1–PC4) are 
connected to the fog, and every device has a PC1 Mac address, 
an IP address, and a location, as listed in Table 2. 

Table 2: Specifications  and details  PC . 

Mac address IP address Location 
Lat Lon 

15222223425 255.255.255.425 425 11 
7412345750 255.255.255.750 750 244 
15EF486438 255.255.255.438 438 510 
1314151100 255.255.255.100 100 233 

 

Figure 3: demonstrates the distribution of the PCs that are connected 
to the fog in the LabVIEW simulator, and each device has its own 
information.  

 

Figure 3::Distribution of the PCs in the LabVIEW simulator 

The information on the PCs are stored in the database, and 
every PC has its own username, password, and location, as 
exhibited in Figure 4. 

 

Figure 4: Information on the PCs 

The proposed methodology installed at the fog will compare 
the username, password, and location with those stored in the 
database when PC1 attempts to access the system with the 
given username and password to send information (username, 
password, and location) to the fog computing. If the 
information is correct, then the user is authorized to access the 
fog. The simulation of the results is presented in Figure 5.  

 

Figure 5: Legal access to fog computing  
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The log file of the legal access to fog computing is displayed in 
Figure 6. 

 

Figure 6:: Log file of a legal access to fog computing  

In the second scenario, we change the location of the PC 
(MAC 1522223193). The device obtains a new location in the 
LabVIEW simulator when the device is moved. The device 
will also identify the new location with a different MAC 
address, IP address, and specification after adding a new 
device. The PC is provided with the correct username and 
password but a different location. The methodology responds 
by preventing the access to fog computing and blocking the IP 
address when it attempts to log in. The results of the simulation 
are illustrated in Figure 7, and the log file, which contains the 
IP address, location of the illegal access, time and date, and 
activity, is depicted in Figure 8. 

 

Figure 7 : LabVIEW simulation with illegal access  

 

 

Figure 8 : Log file with illegal access  

 

 

5. CONCLUSION 

In this research, a location-based authentication methodology 
for accessing fog computing is proposed and described. The 
proposed methodology provides enhanced protection for 
authorization and login access to the fog computing using the 
location information. This methodology improves the 
verification confidence in accessing fog computing. The 
methodology is simulated and applied to different case studies. 
The results show that using location-based authentication for 
fog computing improves the security of authentication for 
access to fog computing.  
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