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 
ABSTRACT 
 
During the anti-terrorist operation there is a search for 
appropriate ways to create and improve a scientifically sound, 
economically feasible system of protection of information 
resources in information and telecommunications networks 
for special purposes. This work is devoted to the consideration 
of methodological bases for assessing the security control of 
information and telecommunication networks for special 
purposes. The aim of the article is to increase the security of 
information and telecommunication networks for special 
purposes by using as a basic method of analysis of hierarchies 
and the apparatus of neural fuzzy networks to assess the 
security of networks of this class. The generalized 
characteristic of the basic groups of methods of an estimation 
of control of protection of information and telecommunication 
networks of this class is resulted. At p stopping the task of 
assessing the security control of information and 
telecommunications networks for special purposes as a 
system of information resources, its following indicators are 
determined: the priority of protected information, the 
probability of hacking, the cost of the protection system, 
system performance. To set the proposed parameters for 
assessing the security of the system can be used research 
methods that include theories: graphs, decision support 
systems, fuzzy sets, neural networks, methods of multicriteria 
optimization, expert methods. It is proposed to use as a basic 
method of analysis of hierarchies and apparatus of 
neural-fuzzy networks for further development of the method 
of assessment of security control of information and 
telecommunication network of special purpose. 
 
Key words: Multicriterial, telecommunication, neural 
network, security control.  
 

 
 

1. INTRODUCTION 
 

When setting objectives assess control of security 
information - telecommunication networks Special purpose as 
system information resources S should define its following 
indicators: priority information, which is protected, the 
likelihood of cracking, the cost of the system of protection, 
performance systems [3]. For the task proposed parameter 
estimation security system may use methods of study, which 
include theory:  graphs, systems support decision- making, 
fuzzy sets, neural networks, methods of multi-objective 
optimization, expert methods [11-14]. 

Abstract oriented graph is the basis for planning actions of 
man - operator, changing the order of the sequence of his 
actions, conduct operations. Setting tasks of network planning 
starts with identifying nodal points (events) operations, which 
determine the beginning and end of the core of the stages, 
after which the determined measures, that lead to the 
execution of each event and accompanied by spending time 
and resources. Then events and relevant they work arranged in 
some logical sequence, which is represented graphically in the 
form of a network graph, which reflects all the ways achieve 
the ultimate goal of the operation. Building a network graph 
starts with determining the list of events and their application 
in the graph according to rank [1-3]. Rank event determined 
its serial nom erom in the overall sequence of events, as, for 
example, the original event has zero rank, which follows on it 
- the first and so on. Then, on the count put the work in the 
form of lines, that of ' connects initial and subsequent events. 
In the general case, the network graph (Fig. 1) presents a 
graph, the nodes is a x - event and focused arc A xy - work, x> 
y. With this in column either - which curve reflects only one 
job, and in case of occurrence of a situation, when two works 
are those most outgoing and incoming units (events) 
introduced an additional fictitious work, not surf 
commitments of expenditure of time and other resources 
[4-10]. 
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2. MATERIALS AND METHODS 
 

One of the possible sequences of events and operations 
from the original event to finish her is a way to network graph, 
a path, which is the maximum time performance of each of the 
input in his work and the total time of execution of the whole 
operation is a critical way. The use of different methods for 
assessing the security of the system determines the choice of 
the basic method. With the above methods most appropriate is 
the use of expert methods, so that it solved with their 
performance in the evaluation of partial performance security 
information - telecommunication network special purpose. 
There are the following types of the most common expert 
methods: the method of ranking, the method of pairwise 
comparisons, the method of Delphi, the method of setting 
weights, and so on [11–14].  

The method of ranking appears in general as well, as an 
expert or several expert s base attributes about ' facility or 
alternatives in order preferences or in the most rational form. 
For example, the first about ' object is the most important sign, 
the second is next in importance and so further. In the case 
when data from experts are collected, the received estimates 
are processed. 

To determine the concurrence of experts' opinions, the 
concordance coefficient is calculated. Quantitative value ratio 
is in the range from 0 to 1, with this zero means complete 
opposite opinions of experts, and the unit - complete 
coincidence ranked. When sufficiently large for about objects 
or alternatives used method of pairwise comparisons. The 
method of analysis of hierarchies, which belongs to the class 
of methods of pairwise comparisons, has become quite widely 
used [15]. Quite difficult problem can be presented in a 
three-level hierarchy goal - Criteria - alternatives), and each of 
the elements of the hierarchy when necessary, can be 
submitted, in its turn, in a three-level hierarchy and so more. 
At the time of application of the method of analysis of 
hierarchies established priority criteria and evaluated each of 
the alternatives for the relevant criteria. In this method, the 
elements of one level of the hierarchy pairs in relation to them 
- its weight on a common characteristic for them [16]. The 
system of paired data leads to results, which may be 
represented in the form of a symmetric matrix. An element of 
the matrix b (k, l) is the intensity of display element hierarchy 
k on the element hierarchy l, which is estimated on the scale of 
intensity from 1 to 9, as proposed by the author of the method, 
which estimates are offensive  meaning: 1 - equal importance ; 
3 - moderate advantage of one over the other ; 5 - significant 
advantage of one over the other ; 7 - a significant advantage of 
one over the other ; 9 - a very strong advantage of one over the 
other ; 2, 4, 6, 8 - the corresponding intermediate values. If 
when comparing one criterion k with another l we get b (k, l) = 
c, then when comparing the second factor with the first we get 
b (k, l) = 1 / c. Relative strength, value or likelihood of each 
individual about ' object in the hierarchy is determined by 
assessment appropriate to it an element of their own vector of 
priorities, which normalized to unity. The procedure for 
determining its own vector matrix undergoes convergence by 
means of calculating geometric average. Local priorities 
multiplied on priority appropriate criteria to a higher level and 

to each factor according to the criteria, on which impact 
element [17-20]. 
The formal apparatus for processing expert information is a 
mathematical apparatus of fuzzy sets, which allows to form 
decision- making rules for assessing the security control of 
network nodes. Formalize relevant information possible, 
using linguistic variables “priority information”, “probability 
of cracking”, “value system protection”, “performance 
system”. Linguistic variables “priority info”, “probability of 
cracking”, “value system protection” are input variables, 
linguistic variable “performance system”- the original 
variable. Constructed functions belonging to each linguistic 
variable, formed fuzzy base of knowledge on the basis of 
production rules, which is caused by the necessity of keeping 
the real scale of time and convenience submitting information 
about the procedures and conditions for their implementation. 
So the decision problem determination procedure control 
security node network based on the u or apparatus theory of 
fuzzy sets [12]. As a further result of evaluation control of 
security appropriate network can be used with the application 
of the theory of neural networks. The essence of the neural 
network is in the approximation of functions of many 
variables by using linear operations. At the entrance to the 
network filed a set of values and simultaneously given an 
appropriate set of initial values (Fig. 2) [11]. Neural networks 
and fuzzy logic are universal approximations complex 
(nonlinear) functional dependence in many intellectual 
problems of cybernetics. The main feature of neural networks 
is their ability to study, which is realized by using specially 
developed algorithms. No a priori information about the 
structure of the required functional dependence is required for 
neural network training. All you need is an instructive sample 
in the form of experimental pairs “inputs - outputs”. The 
advantage of fuzzy logic is the possibility of using expert 
knowledge of the structure about ' facility in the form of 
linguistic expressions: if the “inputs”, then “exit”. However, 
the device of fuzzy logic does not contain mechanisms for 
training, because the results of fuzzy logic conclusion strongly 
dependent on the type of functions belonging, which 
formalized vague terms.  
Reference fuzzy logic with neural networks neural network 
has two major intellectual properties: IE the use of knowledge 
in natural language, and the ability to study in real scale of 
time [11].   

 
Figure 1: Neural network model for security control 
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Figure 1 shows us neural network model for security 
control in network. 

Analysis of the literature [14] showed, that all the numerous 
methods of solution ' Liabilities multi tasks may be reduced to 
three groups of methods: the method of the main index, the 
method resulting index , lexicographic method ( a method of 
successive concessions ) [21-24]. 

Method main index based on the transfer of indicators of 
quality, in addition to which - ever chief, in the category of 
restrictions such as equalities or inequalities. Assign the 
number qS ≤1 to the main indicator. Then the problem is 
reduced to a single-criterion problem of choosing a system S 
M ≤ S , which has a minimum value of q 1 (S) in the presence 
of constraints such as equalities and inequalities , ie has the 
formmin q 1 ≤  S; under constraints q 1 (S) = q j0 ; j = 2,…, v; 
q ≤ w; SM≤S 

(S) ≤ q w0 ; w = v + 1,…, d; q h (S) ≥ q h0 ; h = d + 1,…, m. 
In most cases there is no sufficient reason for that, to figure 

out what - ever specified a figure chief, and all others - minor. 
At the same time, for quality indicators q2 S, ..., qm, which are 
translated into the category of restrictions, it is difficult to 
establish their allowable values. The method of the resulting 
quality indicator is based on the formation of a generalized 
indicator by intuitive assessments of the impact of partial 
quality indicators q, ..., q 1 m on the resulting quality of the 
system's performance of its functions. Estimates of the impact 
given to a group of specialists - experts, who have experience 
in developing such systems [25]. 

The greatest use of the resulting indicators of quality were 
additive, multiplicative and minimax rates [26].  

For EID target function when designing the subsystem 
control security information corresponding system may use a 
number of indicators by using the method of task weighting 
coefficients . For example, for the method of weighted sum of 
ratings criteria usefulness U multi against ' facility is set 
regardless [14] 
From the set of options for building a subsystem for 
information protection of this system, you must choose a 
rational option . The use of the additive and multiplicative 
parameters , you can make a conclusion on the fact , that the 
first of them is based on the principle of fair absolute 
concessions for certain indicators , and the second - on the 
principle of fair relative concessions , and minimax rate 
provides the best ( highest ) value of the worst ( lowest ) with 
partial quality indicators. 

 
Figure 2:Neural network with coefficients 

Figure 2 shows us neural network with weight coefficients. 
When using the lexicographic method to determine the 
objective function in the design of the information security 
control subsystem, the quality indicators q j are ordered by 
importance q 1 (S)> q 2 (S)>…> q m (S). The essence of the 
lexicographic method is to first select the set of alternatives 
with the best score on the most important indicator. If the 
alternative is the only one, then it is considered the best ; if 
they are several , then with these kind those , who have a 
better estimate for the second index and so on [27-31]. To 
expand the set of considered alternatives and improve the 
quality of decisions on aggregate indicators can be assigned 
assignment , in the framework of which alternatives are 
considered equivalent . The principal feature of the considered 
problem of choosing rational options subsystem protection of 
information is mainly qualitative in nature indicators, which 
are treated as claims , which are set to the subsystem defense 
information . In -called ' connection with this considered 
methods of multi-objective optimization should be formulated 
in a fuzzy statement. As a classical way and a fuzzy setting 
selection method solutions multi task defined so, in what form 
provided expert information about preference flashy or their 
importance. In the future, when the values of q1; q2; q3; q4 
consider the following quality indicators of the protection 
subsystem: q 1 - priority information; q 2 - the probability of 
breaking the subsystem ; q 3 - the cost of the subsystem ; q 4 - 
subsystem performance . 

3. CONCLUSION 
So this generalized description of the main groups of methods 
of evaluation control of security information - 
telecommunication networks, special purpose. Quality 
solution of the problem is impossible without the use of 
support adoption of the decision. On the basis of the 
conducted analysis to quality basic invited to use the method 
of analysis of hierarchies and apparatus neural - fuzzy 
network by defining tasks assessment control of security 
relevant systems. The next stage of the study will be the 
development of a method for assessing the theft of 
information and telecommunications networks for special 
purposes. 
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