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 
ABSTRACT 
 
Data is right now an emerged amidst the most critical and 
valuable assets for organizations in each area. So the world is 
going to produces 180 ZettaBytes of data in 2025 and the 
volume is the major issue. Big data market increases from 42 
billion to 102 billion dollars till 2027 with increasing in the 
growth of science, healthcare, educational and research 
development in industry and other fields in Internet of Things 
and Cloud Computing. Now day’s Big data security and 
protection of data plays a vital role. Different security and 
protection algorithms have developed with Big Data that are 
not liable to be catching the regular Big Data security 
challenges. We have discussed the important ideas and 
strategies for the Big Data Security protection challenges and 
recognize look into difficulties to be routed to accomplish 
complete answers for data security in the Big Data. Identified 
the fundamental issues related security challenges and 
solutions in a Big Data architecture. A complete framework 
analysis is done on the Big Data Security Challenges with 
different techniques to find the needs and solution on each. 
 
Key words : Big Data, Hadoop, MapReduce, Cloud 
Computing, Information Security 
 
1. INTRODUCTION 
 
Data is generated in a large volumes of different forms 
(structured, semi structured and unstructured) dataset of 
petabytes or exabytes. Big Data can provide big success 
opportunities. However, as with most emerging technologies, 
several characteristics are associated with big data problems 
that make them technically challenging [1]. 
  
 By 2020 data generated at 1.7MB per second and increase 
to 44 ZB with impact of IoT devices. Goolge creates data 1.3 
trillions of data. Face book generates 31.35 million. With the 
Cloud computing 80% of data is going stored by 2026. 
Hadoop is going to increase by 58% BY 2020 and 75%  of 
decision makers using Big data analytics. According to 
CACR 38.7% of Big Data technology increased in between 
2015 and 2020 [1,2]. 
 
 

 
 

Gartner in 2001, defined 3Vs in 2001. The 3Vs are increasing 
Volume, Velocity and Variety. Gartner in 2012, updated V’s 
clarify the essential characteristics of Big Data and it can't 
disregard. Big Data 42 characteristics to improve the 
performance and security [1,3].  
The three principal challenges is approaching data security 
[4]: 

1. Input Data 
2. Data Storage 
3. Output Data 

Digital security in Big Data is a measure issue. Few 
companies like Thales (Vormetric), Cloudwick, Logtrust, 
IBM and Gemalto 
Big  Data not just expands the size of the difficulties identified 
with protection and security as they are tended to in customary 
security the board, yet in addition make new ones that should 
be drawn closer recently [5]. Big Data won't accomplish the 
required dimension of trusting on the 3V’s characteristics. 

1.1. KDD 
In the following four ways data can be considered in the KDD 
in the figure.1 [6].  
a. Handling: It chooses irregularities of missing data areas 
and expels them during the time of combing the data. 
Structure with the goal that it very well may be perused 
rapidly, to create and achieve potential outcomes.  
b. Transformation: It moves data into proper structures for 
mining. The Data isn't introduced in its legitimate structure, 
and in this way, it must be dealt with to speak to a sort that can 
produce some valuable data.  
c. Mining: Calculations are utilized to extricate data. 
d. Pattern Evaluation:  Once the data is separated, designs 
are then assessed to get learning on patterns.  

 
Figure 1: KDD analysis of data 

1.2.  Data Privacy  
 
Consistently, a lot of data is produced and handled in a variety 
of businesses [2,7,8]. Along these lines, the protection of data 
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can be built up by efficient systems.  In the table.1. shown the 
difficulties to security insurances [6]. 
 

Table.1: Different difficulties to security insurance 
Data 

Providin
g 

Data 
Collectin

g 

Data 
Mining 

Decision 
Making 

Supply data 
according 
to the need 
of 
collectors  

 

Retriever 
data from 
providers of 
client’s 
daily needs 
or sensitive 
data. Before 
this data 
send to on 
internet this 
stage has to 
be done.  

Its 
algorithms 
gets data 
from 
collecting 
step but 
risky in 
confidentiali
ty [10]. 
Private data 
leaking.  

Gets data 
from data 
miners. 
Confidentiali
ty rules have 
to maintain 
along with 
authority, 
accuracy, 
objectivity, 
currency and 
coverage 
[10]. 

[10] 
Encrypti
on tools 
like 
Cypher 
Text and 
AdBlock
er are 
used. 

Over 
comes the 
relationsh
ip 
between 
semi 
identifier 
and 
properties 

Over 
comes 
with 

Probabilist
ic 
distortion 

PolicyMak
ers and 
Competitor
s get 
affected if 
output 
revealed. 

 
2. BIG DATA TECHNOLOGIES  
In the Big Data the management, security [11]and governess 
show in the figure.2 based on Hadoop Ecosystem with 
different tools and Map-Reduce processing [13] is shown in 
the figure.3 and figure.4 [14]. 

 
Figure 2 : Typical Big Data architecture 

 
Figure.3: Hadoop Ecosystem 

 
Figure 4: Map-Reduce Processing 

 

2.1. HDFS and MapReduce 
 

In the table.2 clearly represents the difference between in 
HDFS and Map Reduce components and its features .  

  
Table.2: Components HDFS and Map Reduce 

Type Description  Components Features  
H

D
FS

 (H
ad

oo
p 

D
is

tr
ib

ut
ed

 F
ile

 S
ys

te
m

) 

Primary Data 
Storage. 

 

Name 
Node 
(Master) 

Stores 
Metadata 
(blocks, 
location, 
Rack) runs 
file system [1] 

Robust. 
Cost 

Effective. 
Faster 

Processing. 
Flexibility. 

Fault 
Tolerance. 

 

Date 
Node 
(Slave) 

Read-Write 
operations. 
Replica block. 
Apply 
Handshaking 
principle. 
Operations: 
Block replica 
creation, 
deletion, and 
replication [2] 

M
ap

 R
ed

uc
e Provides data 

processing. 
(key-value 

pairs) 
 

Map 
phase 

 Data splits 
into 
Key-Value 
pair 

Simplicity. 
Scalability. 
Speed. 
Fault 
Tolerance. Reduce 

phase 
Mapper gives 
the Output. 

Reducer 
combines and 
changes those 

input based 
on the key[3]. 

 
Big Data situations don't generally organize security [4,15], 
and it was hence that we chosen to complete research so as to 
find the primary security challenges as for Big Data, alongside 
the arrangements, strategies, or methods proposed by 
scientists in order to accomplish security in Big Data 
frameworks. In the table.3 represents the security challenges 
and its solutions. 
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Table 3: Security Challenges and Solutions 
Security Challenges of Big 

Data 
Solution  

Real-Time Monitoring: It 
stores the no. of security alerts 
raised, identifies the 
drawbacks and tracks the 
threats [5] 

Layered Protection: 
Increasing the both in and 
out  layers [11] 

Granular Audits: In the live 
streaming it cannot detects the 
attacks due to this auditing is 
required  [12] 

Protection of Different 
Domains: Distributed 
system is needed to handle 
security[13] 

Secure Computations in 
Distributed Systems:  
Parallel-Computing with 
storage[14]. 

Hierarchical Protection: 
Original data in different 
organization to provide 
access 

Secure Data Storage and 
Transactions-Logs: Data 
moving into different layers 
not a big issues but the amount 
output data during the 
transactions is to be stored 
[15]. 

Time-Sharing Protection: 
Data during the sharing. 

Endpoint Evaluation: Input 
data is to be validate from 
others. 

3KDEC Algorithm: 
Symmetric Key-Block 
Algorithms is need [15]. 

 

3. BIG DATA SECURITY ALGORITHMS 
In the table.4 represents the different security algorithms 
used and its description [13,14,15]. 

Table 4:  Security Algorithms and Description 
Algorithm/Key terms Description 
MapReduce [4]  It is key-value based program 
AES : Advanced 
Encryption Standard) 
[13]  

Symmetric Block-Cipher 
algorithm with block size: 
128(192,256) bits and key size: 128 
bits. Rounds 10(or 12, 14) for 
encryption. 

Multilevel identity 
encryption [14] 

Attributes based encryption 

ORAM : Oblivious 
Random Access 
Memory. 

Clients with small secure memory 
storage. To protects from caches 
attacks 

XACML : eXtensible 
Access Control Markup 
Language.  

Implements XML for access 
control 

Data masking It provides data breaches, loss, 
service, insecure and malicious 

Random 4 [14] It provides SQL Injection 
encryption 

StarLight [15] It is used to alert the persons on Sea 
Port areas  

3DES : Data 
Encryption Standard 
[16] 

 It is a Symmetric Block-Cipher, 
faster than AES and keysize is 112 
or 168 bits. Block size 64 bits. 
More secure than DES  

VPN : Virtual Private 
Network [13,15] 

It provide security among the 
threats  

OBEX : OBjective 
EXchange  [25] 

Exchange Binary-data with other 
devices   

MuteDB : Multi-User 
relaTional Encrypted 
DataBase [26] 

It is used in cloud database for 
confidentiality  

4. BIG DATA SECURITY CHALLENGES 
FRAMEWORK ANALYSIS 

According to Cloud Security Alliance (CSA) organization the 
big data security challenges in the figure.5 and into four 
groups [5,27,28,29,30]. 

1. Infrastructure Security 
2. Data Privacy 
3. Data Management and Integrity 
4. Integrity and Reactive Security   

 
Figure.5: Security Challenges 

The framework challenges are again divided into sub groups 
according to its impelemntation in the figure.6 . The 
architecure of the Big Data Challenges with data source with 
IoT devices [16,17]  and cloud processing [12] and output to 
external devices in the figure.7. 

 
Figure 6:  Big Data Security Challenges Framework 

Analysis 

 
Figure.7: Big Data Security Challenges Architecture 
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Key security and privacy threats regularly require the three 
particular issues[13,17,18,19,26]: 

1. Modeling: A risky standard that covers the majority of 
cyber attack [32]. 

2. Analysis: Reports the arrangements dependent on the 
threat display. 

3. Implementation: Applying the results in the actual 
framework [33]. 

5. ANALYSIS OF RESULTS 
In the figure.8 clearly analysis the Big Data security 
challenges with key factors with 

Security principles [23,26,27,30,31,32]. In the Table.4. 
represented the infrastructure security techniques, needs and 
with its solutions. In the Table.5. represented the data 
privacy security techniques, needs and with its solutions, 
Table.6. represented the Data Management techniques, 
needs and solutions. Table.7. represented the Integrity and 
Reactive Security techniques, needs and solutions. Figure 
10. represented the Papers grouped by main categories the 
Big Data Security Challenges with percentage of usage. 
Figure 11. Comparison of Big Data Security Challenges with 
framework analysis. 

 
Figure.8: Big Data Security Challenges Analysis 
Table.4: Infrastructure security techniques, needs and 

solutions 
 Infrastructure Security 

Techniques Needs Solutions 

Hadoop 
Security [13] 

It needs 
Authenticity. 

G-Hadoop [18], 
SecureAccessSyste
m, 

 New encryption 
techniques with new 
schema 

Availability Extension of a 
Hadoop 
implementation
. 

More active Name 
Nodes at a time to 
reduce the 
fault-tolerance [19].  

Security for 
Architecture  

Architecture 
security for data 
with Authenticity, 
Availability and 
Integrity [16]. 

Hadoop file 
system[3]. 

 

Authentication The results of the 
data. 

Signcryption 
Scheme for 
Identification [22] 

Communicatio
n Security[23] 

Big Data 
Ecosystem. 

Security techniques 
for data transferring 
[20]. 

 
Table 5:  Data privacy security techniques, needs and 

solutions 
Data privacy 

Techniques Need Solutions 

Cryptography [16] Securing Data 
privacy. To 
protect data for 
limited time. 
Traditional 
techniques not 
useful. 

Bitmap Encryption 
Scheme: User’s 
Privacy.  

PigLatin: To 
analysis and  
program 
transformation 
[13,14] 

Access Control Restricting the 
unauthorized 
user access 

MapReduce: 
key-value level 

Framework : 
Access Control 

Confidentiality Data is only 
accessed by 
authorized user 
with encryption 
and decryption 
method 

Computing       on 
Masked Data 
(CMD). 

Trusted Scheme 
for Hadoop 
Cluster (TSHC) 
[21,22]  

Privacy for Social 
Networks 

Protects 
personal data 
with high 
secure 
techniques.[23] 

Protection of data 
privacy  

Privacy-Preserving 
Queries 

With encryption 
and decryption 
method used for 
modification data 

High level 
encryption and 
decryption.[24] 
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Privacy for 
Differential  

Reduce the 
identities access 
of users from  
unauthorized 
users 

Encrypting the 
data with noise or 
private key [16] 

Anonymisation [28] It shares the data 
by hiding 
confidential data 

Top-Down 
Specialization 
(TDS). 

Bottom-Up 
Generalization 
(BUG) [28] 

 
Table.6: Data Management techniques, needs and solutions 

 Data Management 
Techniques Need Solutions 

Security at 
Collection or 
Storage 

A huge amount of data. 
to protect data owners’ 
privacy 

Privacy for 
Acceptance and 
Security storage 
[29] 

Policies for 
Government 
or laws 

Non-repudiation: 
Assurances of denying 

Protectusers  
privacy [30] 

Sharing 
Algorithms 

Providing the security 
between the 
transaction with high 
privacy 

Data sharing.   

Nested Sparse 
sampling and 
co-prime sampling 
[31]. 

 

 
Table 7:  Integrity and Reactive Security techniques, needs 

and solutions 
Integrity and Reactive Security 

Techniques Need Solutions 

Integrity 

 

Assurances for the 
data in the same 
form in the transmit 
i.e., no alteration 

MapReduce: 
Identifying the 
unauthorized users 
[18,19.20] 

Attack 
Detection 

Early threat 
detection reduces 
the risk of accessing 
the data 

MapReduce: Intrusion 
Detection 
System(IDS) [22,26] 

Recovery Develop the system 
from data backups 
and disasters 

Disaster recovery 
system [27] 

 

 
Figure 10: Papers grouped by main categories. 

 
Figure 11: Comparison of Big Data Security Challenges with 

framework analysis. 
 

6. CONCLUSION  

Now day’s Big data security and protection of data plays a 
vital role. Different security and protection algorithms have 
developed with Big Data that are not liable to be catching the 
regular Big Data security challenges. We have discussed the 
important ideas and strategies for the Big Data Security 
protection challenges. Identified the fundamental issues 
related to security challenges and solutions in Big Data 
Architecture. A new framework analysis is done on the Big 
Data Security Challenges with different techniques to find the 
needs and solution on each. 
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