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ABSTRACT 
 
India is experiencing tremendous growth in the smartphone 
market, and mobile data usage is increasing. As India moves 
towards a digital economy, it is required that the Indians 
securely access digital services. Hence, it is essential to 
understand smartphone users' attitude, behavior, and security 
practices in India. Limited research is available about 
smartphone users' cybersecurity behavior in India, as the 
majority of research in this domain is done in the western 
country. This article reports the results of an exploratory 
sequential mixed method design.  The main patterns of the 
qualitative user study are: (1) interviewed users' are aware of 
cybersecurity threats; (2) interviewed users' are motivated to 
protect their smartphone and data but lack the ability to do so; 
(3) difference in security behavior of digital natives and 
digital immigrants. A quantitative user study further validated 
these patterns. 
 
Key words: Cybersecurity behavior, Human aspect, 
India,Mixed method approach,Smartphone user, User 
behavior 
 
1. INTRODUCTION 
 
The smartphone has become the most popular personal device 
because of mobility, portability, and increasing capability. 
There is a worldwide growth in the number of smartphone 
users including India.It is estimated to reach 974 million by 
2025 in India [1]. Mobile banking is the fastest growing 
digital platform [2]. With the increased smartphone usage, 
sensitive data like contacts, emails, photos, and videos are 
stored and processed on it. This makes the smartphone an 
attractive target for hackers [3, 4].    
 
Citizens of developed countries have more experience in the 
usage of Information and Communication Technology(ICT). 
Their journey started with using desktops, followed by 
laptops and tablets, and then graduated using ICT through 
their smartphone. In this journey, they learned the 
vulnerabilities associated with the security of data 
communication and devices such as virus attacks, hacking, 

 
 

etc. as technology stepped up. In contrast, the smartphone is 
first computing device for many Indians. They lack the 
experience of handling cyber-related threats. Hence, there is a 
need to study the cybersecurity behavioradopted by 
smartphone users in India for securing their smartphones and 
data. This study attempts to answer the following questions: 
 

1. Are smartphone users aware of cybersecurity threats 
to their device and data? 

2. Are they motivated to use recommended 
cybersecurity measures to protect their smartphone 
and data? 

3. Is there a difference in the cybersecurity behavior of 
a person who grew up using digital devices from a 
very young age (referred to as digital native) and 
people who have adopted some aspects of new 
technologies (referred to as digital immigrants)? 

The main contributions of this study are: 
1. To the researchers' knowledge, this is the first study 

to use exploratory sequential mixed methods 
research design for understanding the cybersecurity 
behavior of smartphone users in India.  

2. This study provides insights into the adoption and 
awareness of various cybersecurity practices of 
smartphone users in India. Such an understanding of 
smartphone users' behavior in India may be 
considered for the development of the SETA 
program and default settings on the smartphone. 

 
2. BACKGROUND AND RELATED WORK 
 
Cybersecurity is complex involving technology, people, and 
processes. Technical controls are not sufficient to achieve 
cybersecurity. A substantial percentage of cybersecurity 
incidents involve human errors [5]. Literature suggests that 
humans are the weakest link [6, 7]. Cyber hygiene exhibited 
by the human user will improve cybersecurity. A considerable 
amount of research is conducted to understand cybersecurity 
behavior and practices followed by smartphone user, their 
motivation, attitude, and ability to protect smartphones and 
data from cyber-threats [8, 9, 10, 11].  However, the majority 
of such research is done outside India. Not much research 
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studies on the cybersecurity behavior of smartphone users in 
India are available [12, 13]. Culture plays a role in 
decision-making when avoiding cybersecurity risk [14]. 
Hence, there is a need to study cybersecurity behavior 
exhibited by smartphone users in India, a culturally different 
country.   
3.  RESEARCH METHODOLOGY 
 
Qualitative research methods are useful for understanding 
user needs and behaviors and evaluating the use of technology 
in context[15]. A qualitative method can reveal new 
information and provides insights into users' experience, 
beliefs, thoughts, and motivations. Face-to-face, 
semi-structured interviews were considered the most suitable 
primary data collection tool to access this knowledge and 
enable flexible, in-depth exploration of the issue. Quantitative 
methodologies are useful to answer questions that 
addresscausality, generalizability, or magnitude of the effect. 

Mixed methods research draws on the strengths of both 
qualitative and quantitative research [16]. 
 
Quantitative empirical research is the dominant research 
methodology in studying information security awareness and 
behavior, whereas very little qualitative empirical research is 
conducted [17, 18]. Hence, to get the advantage of both types 
of research methodology, an exploratory sequential mixed 
method design is used in this study to understand the 
cybersecurity behaviorof the smartphone user. The 
researchers started with the qualitative method, followed by 
the quantitative method. The researchers used this strategy to 
see if data from a small set of individuals (in the qualitative 
phase) can be generalized to a large sample of the population 
(in the quantitative phase). The study flow is shown in figure 
1. 

 

PHASE PROCEDURE OUTCOME 

 

 

 Face to face 31 semi-structured 
interviews 

 Verification of participants’ 
response 

 Interview data (text and 
numeric) 

 
 

 Coding and Thematic analysis 
 

 Codes and Themes 
 Three main patterns 

 

 

 

 
 

 Development of survey 
instrument 

 Validation of instrument 

 
 

 Survey questionnaire 

 

 

 

 
 
 

 Online survey through Google 
form (N= 300)  

 
 
 

 Survey data 

 

 

 

 Data screening 
 Frequencies 
 Pearson’s Chi-square test 

analysis 
 IBM SPSS Statistics v25 

 Descriptive statistics 
 Chi-square test statistics 
 Acceptance/rejection of 

the hypothesis 
 

 

 

 
 Interpretation and explanation 

of the qualitative and 
quantitative data 

 
 Discussion 
 Implication 
 Future research 

 
Figure 1: Study Flow 

 

Qualitative Data Collection 

Qualitative Data Analysis 

Connecting qualitative 
and quantitative phases 

Quantitative Data Collection  

Quantitative Data Analysis 

Integration of qualitative and 
quantitative results 
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The number of participants in the qualitative phase was 
decided based on: (1) the objective of the study; and (2) 
theoretical saturation [15]. Participants were selected using a 
convenient sampling method. The researchers verified 
participants' responses on their smartphones wherever 
possible. One of the researchers conducted semi-structured 
interviews with 31 users to understand their security behavior 
and practices. Interviews were conducted in multiple 
languages. Interview questions were divided into two parts. 
The first part focused on demographic information like 
gender, age, marital status, occupation, education, and work 
experience. The second part focused on various cybersecurity 
practices and behavior. The most common cybersecurity 
threats and recommended countermeasures were identified 
based on the literature review. The researchers identified 
malware, phishing, unauthorized access to smartphone 
devices, and data stored on it because of lost or stolen 
smartphone and data loss as the most prominent threats[19, 
20, 21, 22].  The researcher asked the participant to show their 
smartphone setting so that the researcher can verify the user's 
responses. The researcher also looked at the user’s social 
network application for location-based updates. To 
understand the user’s level of awareness about security 
threats, the researchers asked them to explain terms like 
ransomware, phishing, malware, hacker, identity theft, etc.  
 
Three patterns were identified after an analysis of the data 
collected during the qualitative phase. A quantitative 
methodology was used to validate the identified trends. The 
survey questionnaire was developed based on identified 
cybersecurity behaviors and practices. The reliability of the 
questionnaire was tested using Cronbach alpha. The Cronbach 
alpha coefficient for 28 items in the questionnaire was 0.761, 
which is accepted as reasonable [23]. Table 1 gives the 
respondents' demographic profile in phase 1(Qualitative) and 
phase 2 (quantitative) of the study. Responses were analyzed 
using statistical software for frequency analysis and other 
statistical tests. 
 

Table 1: Count for demographic variables 

Demographic Variables 
  

Quantitative 
Phase 
(N=31) 

Qualitativ
e Phase 
(N=300) 

Gender Male  22 175 

  Female 9 125 

Age <=25 12 153 

  26-40 15 102 

  >40 4 45 
Marital 
Status Married 15 

184 

  Unmarried 16 116 

Occupation Businessman 7 25 

  Housewife 1 19 

  Student 12 149 

  Employee 11 107 

Education High School and 2 11 

Diploma 

  Undergraduate 20 186 

  
Post Graduate 
and above 9 

103 

Work 
Experience <=1 year 12 

143 

  2 to 10 years 4 87 

  more than 10 15 70 

4. RESULT ANALYSIS AND DISCUSSION 
This section presents the result and analysis of the qualitative 
and quantitative phases. The objective of this research is to 
validate the trends emerging from the qualitative analysis with 
quantitative analysis.  Major patterns emerging from the 
semi-structured interviews are presented along with 
supportive evidence from quantitative analysis. Three main 
findings of the semi-structured interviews are: (1) users' are 
motivated to protect their smartphone and data but lack the 
ability to do so; (2) users' are aware of cybersecurity threats; 
(3) differences in security behavior of digital natives, and 
digital immigrants. 

 
Users’ are motivated to protect their smartphone and 
data but lack the ability to do so:  
The majority of the participants said that they are motivated to 
protect their smartphones and data. One of the participants 
said that "it is the user's responsibility to protect data and 
phone." Another participant expressed it as "My actions are 
the key for security of my phone and data. Security features of 
the phone can provide security only if I use it correctly". Table 
2 shows the percentage of participants who were aware of 
and/or adopted cybersecurity-related behaviors. 
 

Table 2: Cybersecurity behavior adoption 

Behavior 
Quantitative 
Phase  

Qualitative 
Phase  

Auto Update 48.39% 41.67% 
Authentication 74.19% 87.67% 
Noting IMEI Number 61.29% 46.00% 
Remote Track 61.29% 51.33% 
Remote Lock 32.26% 39.33% 
Remote Wipe 35.48% 35.00% 
 
The researchers can infer from table 2 that the users adopted 
popular security measures like authentication. However, other 
cybersecurity measures were poorly adopted. Figure 2 shows 
the percentage of the breakup of the authentication 
mechanism used by the participants. Figure 3 shows the 
motivation rating of the participants. 
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Figure 2: Authentication mechanism used by participants 
 
Users' are aware of cybersecurity threats but do not 
deploy protection mechanisms: To understand user 
perception and awareness about cybersecurity threats, the 
researchers asked participants to describe various 
cybersecurity threats like ransomware, virus, phishing, 
identity theft, etc. The majority of the participants were aware 
of the meaning of ransomware, virus, phishing, etc. The main 
sources of information about cybersecurity threats were 
newspapers, TV news, friends, and colleagues through 
WhatsApp, social media, etc. Figure 4 shows the percentage 
response of the participants to a question on awareness. 
 

 
 

Figure 3: Motivation rating by participants 
 

Researchers observed that the digital natives were very much 
aware of the security threats and had adopted some of the 
recommended cybersecurity controls. However, participants 

with 30 years or more were aware but complacent in adopting 
cybersecurity controls. 
 

 
 

Figure 4: Threat awareness of participants  

The difference in the security behavior of digital natives 
and digital immigrants: The researchers were able to see the 
difference between the cybersecurity behavior of digital 
natives and digital immigrants[24].  Digital natives refer to the 
person grown up using computers and the Internet from a very 
young age. In contrast, digital immigrants are the people who 
have adopted many aspects of new technologies. Digital 
natives refer to the student participants in this study, and 
digital immigrants are all other participants.  To meet 
Chi-Square test requirements the age variable was divided 
into two categories: (1) smartphone users less than or equal to 
24 years of age; and (2) smartphone users greater than 24 
years. The researchers conducted a chi-square test and found a 
significant difference (χ2 (1, N=300) =16.658, p<0.001) in the 
security control adoption score. 

5. CONCLUSION 
The results of the study show that users do not adopt many of 
the recommended security practices. Sometimes they are not 
aware of how to enable a specific security feature of a 
smartphone. Nevertheless, they state to be motivated and take 
responsibility for securing their device and data. Most of the 
security features can be easily enabled on the phone and are 
not time-consuming or difficult to use. This raises a question: 
Why smartphone users in India do not adopt recommended 
cybersecurity controls when they state to be motivated to 
secure their smartphones and data? This gap requires further 
investigation. The quantitative analysis validated the trends 
identified in the qualitative phase.   
 
The results of this study cannot be generalized to the entire 
population of India because of its diversity and population of 
smartphone users. Instead, the results are the interpretation of 
some users' cybersecurity experiences in India. The 
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researchers used an exploratory sequential mixed method 
research design to understand the attitude, behavior, and the 
cybersecurity practices adopted by smartphone users in India.  
The security behavior of smartphone users in our study is 
similar to the users in other countries. Smartphone users in our 
study are complacent and have not adopted recommended 
security practices. The main patterns of the study are (1) users 
are motivated to protect their smartphone and data but cannot 
do so; (2) users are aware of cybersecurity threats; (3) there is 
a difference in the cybersecurity behavior of digital natives 
and digital immigrants. The patterns emerging of qualitative 
analysis were validated by quantitative analysis. This study's 
findings may be useful for the development of the 
cybersecurity awareness campaign.  
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