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ABSTRACT

Cyberization gives rise to divergence of cyberspace
concepts— cyberspaces to general cyberspace; cybermatics to
cyberSciTech; cyber-enabled worlds to
cyber-physical-social-thinking hyperspace etc. That is,
Cyberspace perception and conceptualization have become
more complex with time, due to scalability and as new terms
and ideas are added, leading to continues proliferation
creating a need for solid characterization. Existing theories
are reach and therefore articulated to better understand the
physical social thinking hyperspace notion of cyberspace.
This paper presents a meaningful inter-disciplinary,
transdisciplinary, and multi-disciplinary integration of cyber
philosophy, cyber science, and cyber information to present
theoretic perspectives on cyberspace—Formal cyberspace.
Three main aspects ontology, topological dynamics, and
information respectively considered in terms of philosophy,
theory in network science, and information theory to define
existence of cyberspatial entity.

Key words : Cyber philosophy, Cyber science, Cyberspace,
Cyberspace time, Formal cyberspace.

1. INTRODUCTION

For many years diverged conception of cyberspace and its
related terms persist, with competing definitions from fantasy
to spatial cognition— none of which is based on any scientific
theory. The boundless use of cyberspace and its related
concepts with no consensus is evident as even the way in
which cyberspace is written is debatable [1]. This, especially
as semantic problem of definition, leads to what Lance Strate
called cyberspace(s) [2], and Ning, et al called “General
Cyberspace (GC)” [3].

The literature ~ converges at a  subset  of
cyber-physical-social-thinking hyperspace (CPST) through a
process of cyberspace evolution called cyberization [4], [5],
[6]. A new cyberspace formed from the reformation of
cyber-enabled world, substantially alters and revolutionizes
the way we conceptualize cyberspace. Fundamentally,
cyberspace in which cyber-related elements existence pervade
different kind of spaces and disciplines.

The CPST is formed from the merging of cyberphysical
systems (CPSs)— a “networked stationary or mobile
information systems responsible for the real-time governance
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of physical processes whose behaviors unfold in cyberspace”
[7], and the Internet of things (10T) [8]. This only emphasizes
paradigms intersection of artificial intelligence and cognitive
computing covering many areas of applications.

Related studies have also been carried out with respect to the
evolutionary dynamics [9], characteristics [4] etc. However,
none of these works precisely define cyberspace in relation to
the spatial manifolds and existing entities. No formal
discussion of philosophy, science, and technology aspects of
General Cyberspace, even with the fact that the “space” in
cyberspace is significant and a core aspect of its complexity.
Space as geometric entity helps to define dimension.

Cyberspace and cyber-enabled spaces are perceived as a
consequence of cyberization process, resulting in various field
and concepts intersection. For instance, “CyberSciTech” [6],
an interdisciplinary integration of cyber science and cyber
technology. An emerging interdisciplinary discipline
describing cyber entities and behaviors is termed as
“Cybermatics” in cyber-physical-social-thinking hyperspace
[4], [5], was introduced. Although cybermatics looks
promising, it is based on perceptual observation of similar
research terms and areas, thus lacking formal connection
theme. The work in [11] attempts to link the philosophical
concept of cyberspace to cyber science. While the
fundamental of philosophy is ontological existence, the
contemporary research mainly focuses in aspects of minds,
paraspace, social space and ethics.

Most definitions assign an empirical spatial quality to
cyberspace though traditional nation of space was abandoned
for a meaningful scientific concept. For example, cyberspace
“..as the diverse experiences of space associated with
computing and related technologies” [2]. In many instances it
is perceived in the form of navigation through the space of
electronic data, and of control which is achieved by
manipulating these data. The ‘cyber fiber’ [10] and
communication channels connect to the physical environment
and allow cyberspace users to interact with this real world.
Cyberspace's core structure is composed of the interconnected
network of all existing communication channels and an
information system that connects the computer devices,
people and machines.

Cyberspace is completely unprecedented space, but the recent
work studies cyberspace analogue to the traditional physical,
social and thinking space [13], [14], [15]. The general view is
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that cyberspace is no longer confined to digital world but
extends beyond to include various concepts of physical, social
and even mental space. Our paper adds a mathematical
perspective to the recent studies.

We propose a formalized perspective, a formality of the work
in [3], which investigates cyberspace the concepts of
existence, interactions, and applications/services in terms of
philosophy, science, and technology respectively. In this
paper, the Formalization of Cyberspace (FC) is centered
around the following: (a) The existence of cyberspatial
entities in cyberspace underlined by dimensional concept—
arguing on the importance of theory and methodology that
characterize cyberspace from ontological viewpoint. (b)
Topological mapping, the basics of how the cyberspatial
entities are connected; (c) Cyber-informational conjugation,
which is concerned with how information entities are
conjugated; (d) Cyber Physical-Logical-Information space
integration, integrating physical space (Geospace), network
space and information space entities.

This paper highlights theoretical foundation of the
Generalized Cyberspace based on the views of ubiquitous
connections and spaces convergence. It outlined a novel
insight on cyberspace and cyber-enabled spaces, and open
interesting questions for further research on cyberspace
characterization. Specifically, this paper mainly contributes
in:

(i) Putting forward the concept of formal cyberspace to
include relevant aspects of cyberspace and
cyber-enabled spaces in relation to existing spatial
theory.

(ii) Interdisciplinary  perspective  of  cyberspace
providing a framework for a future research.

(iii) Adding to the functional definition, it highlights the
notions of existence, topology and interactions from
the perspectives of cyber philosophy, cyber science
and cyber information theory.

Following the introduction (section 1), section 2 presents
formal and interdisciplinary foundation of formal cyberspace.
The existence of spatial theory to explain philosophical
ontology of cyberspace and entities is discussed in section 3.
How entities connect to form topology is underlined by a
dynamic behavioral pattern, this is presented in section 4. The
conclusion comes in Section 5.

2. FORMAL CYBERSPACE: DEFINITION AND
DISCIPLINES

Considering the physical basis of cyberspace, there is an
overlooked concept of cyberspace rooted in physics. Theories
observed in physical space is observed, different from what
plausibly discussed [12] but similar to what is implied [13], a
three-dimensional view of cyberspace. As an extent in which
objects and events have relative position and direction,

cyberspace has been broadly defined in [7] as Euclidian space
of 9-D hypercube.

Metatheoretical investigation of cyberspace ontological
status, we no longer considered cyberspace as paraspace (“an
alternate space, sometimes largely mental, but always
materially manifested, that sits behind the real world and in
which language is raised to an extraordinarily level” [14]). It
is important to look beyond the concepts of theoretically
unrealized space to establish what is termed as
cyberspacetime [2], [7].

2.1. Disciplines
2.1.1. Cyber Philosophy

A “conceptual issues arising at the intersection of computer
science, information science, information technology, and
philosophy” [6], Cyber philosophy basically define existence
of cyberspatial entities and space, which is an intersection of
philosophy and computing [15].

e Ontology: Cyber ontology should address questions
such as: “What is cyberspace? Is it or does it have
dimension?  Are there things in cyberspace? Are
things in cyberspace properly called objects? Are
such objects or is cyberspace itself substance(s) or
process(es)? Is cyberspace or the objects in it real or
ideal? What is the categorical scheme of cyberspace?
How should cyberspace fit into a broader categorical
scheme?” [16]. Our focus is on the first three
questions.

e Cyberspacetime: Cyberspace considered as a product
of dynamic relationship and geometrically a
dimensional manifold with time, is made up of
cyberspatial objects (events, entities and processes).
The cyberspace-time reference frame primarily
comprises of three spatial dimensions plus time. The
coordinates are required to uniquely identify
cyberspatial object. Subsequently, a cyberfield may
be established as a byproduct of the cyberspatial
entity network. The formation and evolution of the
cluster of the entities is govern by the
rules/protocols.

e Cyberspatial object: Three types of cyberspatial
entities are considered. Logical entities, existing
only in virtue of demarcations induced by human
cognition and actions, such as applications, virtual
entities, or simulated objects. Physical entities are
tangible entities determining a possible pattern of
information flow and the typical operations that can
be made. Lastly, well-defined data as an entity,
which can be in form of event or processes.

e Existence: Existence of spaces (physical space,
logical space, information space, and cyberspace)



and the cyberspatial objects is defined. As existence
deprived of mathematical rigor is just meaningless,
existence of entity is partly justified, for instance, by
the spatial coordinate.

The general relation between the discussed ontological
concept of cyber philosophy is given in Figure 1.
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dynamics are formed conceptually from individual
entities, to pairwise interactions, to local structures,
and eventually to the whole network system. The
interactions among entities and between different
levels generate many unexpected or unpredictable
behaviors, such as power law degree distribution

- emergence and chaos [20][22].

Cyber Philosophy The Figure 2 summarizes the relations of what constitutes
______________________________ cyber science of entities formation and interaction.
___________ grfioﬁg_:l:__________! Cyber Science
‘E _____________ [ Network Science |

Cyberspace time Lo § """"""" !
1 D Topoissicat aymamies
Cyberspatialtemporal 1+ | | TTTTTTTTTTTTT E_ _____________
ebjecte 1 | | e B
““““"“'% """"""" Formation rules/principles
T asenee TV |
T Cyberspatial entity
Figure 1: Ontological concept of Cyber Philosophy (L ___ l_ri t_“’_r_a_c_tf(_"_" __________
2.1.2. Cyber Science Figure 2: Topological formation and interaction of entities
Cyber science studies cyberspatial entities forming systematic 2.1.3. Cyber Information Technology
information manifold.
e Network science: Communication networks which To make sense of information (another cyber entity),

enable entities interaction with each other are the
core of the cyberspace fabric. This fabric is better
understood using theories and methods including
graph theory, statistical mechanics, data mining and
information visualization, and social structure from
sociology field. A complex problem is defined in
graph theory and network science techniques to get a
feasible solution or improve performance such as the
work in [41]

o Topological dynamics: The ultimate focus of network

modeling is designing an efficient protocols/rules,
incorporating many dynamical characteristics
observed in the real networks. Cyberspace is network
of networks [17] and the topological structure and
dynamic behavior of its entities are appropriately
modeled, and many useful analyses can be made. For
instance, the router and/or autonomous system
topology haven been found to have some defined
properties such as hierarchical structure, high
clustering, presence of hub, average shortest path
etc. [18], [19].

o Rules/principles: Network is driven by the rules and

principles, the search of which has led to series of
quest from random network [20] to heuristically
optimized trade-off [21], [22] models of
technological network. An optimization as in [40].

o Interaction: The mentioned topological structure and

information theory concepts could come handy. Shannon’s
information theory describes measures for conditional events,
streams of messages, and situations. This work is the basis for
contemporary information and telecommunications systems,
including, telephones, world wide web (www) and the
Internet. Computable predictions for cyberspace dynamics
could be better explained when related to field of information:

o Information theory: Theory of information suggest
that information can be as simple as a change in
state. The key elements in communication system of
cyberspace (the source, channel, and receiver) are
nothing more than the cyberspatial entities—a finite
set of information units.

o Information syntax and semantics: An instance of
information as semantic must consist of
meaningfully well-formed data. The mathematical
theories of communication are applied to the data,
and the philosophical theories are applied to the
semantics, also known as the content. Information as
being encoded, transmitted, and stored is
non-negative and additive. The key is using
mathematical theory of communication to give a
precise meaning to information instead of using
information as an ordinary sense as thoughts
process—used in paraspace notion of cyberspace.

o Information exertion like an energy: Energy is
considered from an angle of physical, conceptual
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and social state change is the most fundamental
sense of information. The energy is what influences
changes in systems at all levels. Information in this
context is considered as a kind of an energy that
governs the changes in physical or conceptual states.
Energy has basic properties and measures and is well
understood through the quality and quantity of
changes it induces.

Cyber Information Technology, as sum up in Figure 3,
perceive information as an entity exerted like an energy
among cyberspatial objects.

Cyber Information

1

E Information exertion like
i an energy
1
1

Figure 3: Information like a force exerted among cyberspatial
entities

The formal conception of cyberspace is at the intersection of
cyber science, cyber information technology science, and
cyber philosophy which bridged by Cyber logic [11]. More
specifically, the existence of space and spatial entities
governed by a topological rule and instructional information
that the entities used to changes theirs states and the state of
other connected entities. This is summarized in Figure 4.

Cyber logic
Cyber Philosophy Cyber Science Cyber
Network Science Information
i
Ontology _i ‘g Information
"""""" §' T theory
& Topological dynamics
Cyberspace time g §
g Syntax and
Formation principles semantics
Cyberspatialtemporal
object g @
g Cyberspatial entity Information
e interaction exertion like
E Existence an energy

Figure 4: Cyberspace disciplines
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2.2. Definition

Variety of cyberspace definitions are given in literature and
mostly posit that the core of cyberspace consists of connected
networks of hardware, software and data. It is also known that
the relationship between these entities is complex and
heterogeneous. This highlight the fabric, referring to the
cyber, part of cyberspace.

However, “space” concept is paramount as well. To define
something as a space, a corresponding topology or metric
needs to be formulated [23]. By metric, it implies that the
distance measure between entities is explicitly considered so
that the corresponding axioms are met [24]. Depending on the
underlined spatial theory, different calculations of a distance
in cyberspace is possible. For instance, shortest path between
two nodes on a graph from graph theory.

Convergence of many other spatial concepts are being coined.
For instance, mobile cyber-physical system (MCPS),
cyber-physical-social ~ system  (CPSS), and  cyber
physical-social-thinking hyperspace. Physical space is the
real-world inhabited by real object, the social space is of social
relation of human activities and the thinking space is a space
of thoughts and intellectual activities. For a meaningful
formal description, we replace social space with logical space,
and thinking space with information space. Physical space is
the place where physical infrastructure and devices for
cyberspace exist; the logical space is the reference of various
rules governing the interaction of the networked entities of
cyberspace; and respectively, the information space is a
representation of knowledge in a conceptual space. These
cyber-enabled spaces are formalized as a unified cyberspace
and spatial temporal dimensions. Cyberspace occupied by
cyberspatial entities which are distinguished by their spatial
coordinates and dynamics in time.

A typical example of cyberspatial entity is the cyber physical
system, integrating cyberspace with the physical world and
responsible for governing physical systems whose effects
unfold in cyberspace. There may also be functionalities and
events involving relationship between cyber entities and their
surroundings. Figure 5 shows the paradigm shift to formal
cyberspace concept from the generalized cyberspace.
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Figure 5: From gen_éral_cyberspabe to férm'al-cyberspace.

The spaces are integrated into cyberspace by coupling
data/information, logical cyber interactions, space-time or
geospatial manifold. Therefore, the Cyberspace has the
following characteristics:
(i) Integration: Cyberspace as a combination of variety of
spaces.
(ii) Interconnection: Cyberspace related with other spaces.
(iii) Interaction: Cyberspace can influence other spaces.
(iv) Interpretation: Cyberspace may be considered in a
meaningfully rigorous perspective.

Hence, we propose a formal cyberspace as:
A manifold of cyberspatial entities, whose behavior unfold in
cyberspace time with the topological interactions that are in
turn governed by network principles such as optimization
driven by an information exerted and transmitted among the
entities.

3. CYBER PHILOSOPHY::
CYBERSPACE-TIME

EXISTENCE IN

3.1. Existence:

One of the defining characteristics of matter is to occupy a
space and a physical existence points to a substance made up
of matter and/or energy. Varieties of cyber entities exist,
many of which directly correlate to entities in the physical
worlds. As result, the real entities have a cyber-existence and
are interconnected.

3.1.1 Space

Space is a collection of infinitesimally small
places/points/locations where entities may be found.
Similarly, Cyberspace is taken as having objects coordinates
just as it has been considered as ‘parallel” universe [25], and
that “physical space and cyberspace interpenetrate” [26].
“Space, is a boundless, three-dimensional extent in which
objects and events occur and have relative position and
direction.” [27]. It consists of some objects that are treated as
points, and some relationships between these points.
Therefore, we need to specify relevant coordinates,
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dimensions, objects and their relationships to give the spatial
meaning. VVolume, locus, or destination can be implied in
cyberspace as it is simultaneously physical; tangible and real,
and present in geospace (G), informational; both logical and
virtual, and present in info-space (I), and social;
organizational and political, and present in socio-space (S)
[16].

e Physical space: Cyberspace viewed as an entity
embedded in physical space and the very existence of
cyberspace in physical space is thus investigated. Cyberspace
is physical, present in geospace and shares characteristic of
physics. The classical three-dimensional Newtonian
space-time framework embodied physical cyberspatial objects
operating in geospace. The geocentric coordinates, which are
system of locating object in three-dimensions such as latitude,
longitude and altitude, could also specify the physical location
of cyber object at a particular time.

Consider a 3-D manifold, B2, and let &; and BF (¢, be cyber
object; such as cyberphysical system, and its physical
(geospatial) location at time t respectively. The two indexes
required are (i) the geocentric coordinates, a system of
locating an object in three-dimensions along latitude,
longitude and altitude (x, y, z); (ii) the spherical coordinates
defined by using radial, azimuth and zenith
angles, »,Band @ respectively. Figure 6 shows this
geocentric coordinate.

P;'E {tR‘] = {’rl"yl' 'zl'}{tic] [16] (1)
Z
*r P(x,y.2)
de
7 ; - ¥
8
X

Figure 6: Cyberspace disciplines

Alternatively, the discrete partition model of physical space,
for instance a digital earth, could be used to locate cyber object
at multiple resolution. For example, Geodetic Discrete Global
Grid Systems (GDGGS) [28] or Digital Earth Reference
Model (DERM) [29] allow mathematical operations to be
defined on the index, where {x, vy, 2} refers to the location of a
hexagonal region defined by a tessellation on the Earth’s
surface.
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The addressing of an object, using geospatial address (gsa),
the Pyxis digital earth index, is given in [30] as:
gsa =< dga : dra: dea = (2

Where: dga: is global address specifying resolution 1 index
“AN”, dra: is the Pyxis DERM resolution address which
specifies the higher resolution (>1) indices “N...N.”. and
dea: is the Pyxis DERM elevation address representing the
thickness (volume) of the cell identified by “ < dga : dra =
” [30].

o Logical space: A network (formally as graph) is an
abstraction of spatial relationships, represented by
connectivity between spatial entities. It is an ideal method that
capture the structure of the internet. Nodes represent an object
such as computer, router, Local Area Network (LAN), an
autonomous system, web documents etc. Connectivity among
nodes is depicted accordingly by an edge. In this way it is
possible to identify and describe some part or an entire
underlined topology of cyberspace in an appropriate way. For
example, let V(G) be a given set of points/nodes/entities.
Then a topological space is a collection of subsets of V(G),
such that every point in V(G) has some neighbors and the
states are influenced by their interaction.

Mapping of entities can be done at different levels of topology.
It is possible to describe the network by using router
adjacencies. At much higher level, the Internet is mapped in a
graphical space from autonomous system routing path
information. However, many factors may influence the
topology. For instance, where new connections could emerge
with higher probability. Empirical analysis shows that
location of routers and autonomous system are related with
population density [30].

The basic unit of logical space is a pair of points or logical
location of entities and associated with states or values.
Formally, the topology space is a function from the set of
nodes, determined by its location, to the set of states defined
by:
f:E =58
X ={{epx(e;)ze; e E}

3)
(4)

Where e;€E is an entity (cyberspatial object at position) and
x(g;1€S Iis a state/value. A generalized case is where a node
takes more than one attribute/state simultaneously in a
multi-variate situation. In this case the set of states is the set
product of these values, and therefore:
s=TI~,Si ®)
Vertically an underlying hierarchy is identified in a logical
structure of cyberspace. The network partitioned into
autonomous systems that varies in size and functions and
correspond to different backbones and Internet Service
Providers (ISP)— providing connectivity at national,
inter-continental, regional and local level. A local
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autonomous system, L, is a subordinate to, and therefore
dependent on national autonomous system, N, which is
superior to, and therefore responsible for its subordinates
including regional autonomous system, R. We can identify a
logical space, as a framework to specify the location of logical
object with respect to its administrative or connectivity role
within one or more autonomous systems. Let - = {n;, % . 1;]
be the spatial position of logical entityP*. Figure 7 shows the
logical coordinate of an entity in 3-dimensions.

Figure 7: Logical coordinate of an entity.

e Informational space: A conceptual space can be
constructed by processing the data matrix of the observations
based on the variable values and class labels [31] — A
conceptual space is a geo-metrical structure which is defined
by a set of quality dimensions. The quality dimensions
represent the features of objects in the space based on their
measured quality values. One conceptual space can consist of
multiple domains. A domain in the conceptual space is
represented as a set of interdependent quality dimensions
which are logically integrated.” [31]. The conceptual space
models the attributes of concepts for a comprehensive
reasoning, and useful as a framework for content
determination  using  semantic  inferences.  Fuzzy
representation of conceptual spaces’ elements by integrating
conceptual spaces theory with the topic of computing with
words is possible [32].

Conceptual spaces theory presents a framework for
cognitively meaningful attributes in various domains within a
geometrical structure in order to model, categorize, and
represent the concepts in a multi-dimensional space [34]. The
theory of conceptual spaces is a knowledge representation
framework exploring how different information can be
formalized, both from a psychological point of view and for
developing an artificial system [35].

From [31], [32], [33],[34] conceptual information space I is
considered as a 4-tuple (Q,A,C,I") , where Q is a set of quality
dimensions which is the framework used to assign properties
to objects and to specify relations among them, A is a set of
domains, C is a set of concepts in the space I, and I is a set of
instances representing the concepts.
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Similarly, we have a framework in which to specify the
locations of informational object’s location, specifically
service access points (SAPs) or the communications ports. Let
P!t.) = {g;. s; . @;}(t;) be the info spatial location of e;nth
service access point (SAP) at time{'t;}; where g is a global
network address, = is the subnetwork address and a is the
subnetwork’s SAP [7]. The Communication system interact
through messages as a function of time and other variables
defined in a dimensional continuum.

3.1.2 Cyber spatial entity

o Cyberspatial entities (events, agents or processes) are
objects whose behaviors unfold in cyberspace. These
objects in physical space, logical space or info space
require corresponding indices to be distinguished
from one another and for a given object, one state
from another [29]. Therefore, cyberspace is occupied
by discrete identifiable entities, each within a spatial
reference frame.

e Cyber physical object existence: In physical space
there exist many entities that can be identified and
formalized. For instance, cyber physical system is
“internetworked information systems responsible for
governance of physical processes” [7]. These entities
can be identified by their coordinates, geospatial
dimension, and are here formalized in such a way
that each object has unique identity (I), spatial
embedment (S), and attributes (A,). Therefore, a

cyberspatial physical object or entity Pf has at least
3-tuples {i;,5;, a;}.

The spatial embodiment 5  R# is the geospatial indices and
serve as the object’s identity required to distinguish objects.
The state of an object is a collection of attributes describing
object’s static properties.

BN A =1 (6)
Equation 6 states that at most one of the properties of
A, € {4,. A.. A5. ... 4, } should hold at any a time.

e Cyber logical object existence: There are many
logical entities which are usually represented as a
node in the network, in the cyberspace. Consider
g;EE as an entity such as services, application or
web documents. In the topology of logical space, we
have e;€E and E# 0.

e Cyber informational object existence: Data is an
example of information entity. Information can be
quantified using a fundamental unit, Shannon
entropy which is a measure of the information in a
message. The Shannon entropy of a variable X is
defined as:

HG) = - F._ P() log,e (x) 7
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Where p(x) is the probability that X is in the state x, and
© log- p is considered 0 if ¢ = 0. [36]

Information in form of a message is defined as
m; ; = {e;. ;. m, [ £;). Sent from entity ¢; to e;; for a payload
{ with a particular action/service selector, n =1 and
“message sent” time ¢, [7].

Consider M as the set of all messages {m*, ..., m'"} possible
for X, and p(x) as the probability of some x = M , then the
entropy of X would be defined as H{¥} = E, {I{x)] where
I'(x7is the entropy contribution of an individual message.
[36].

3.2 Cyberspace time

Because the traditional perception of space attributed to
cyberspace does not amount to meaningful concept, the basis
of cyberspace in contemporary physics is examined. As a
parallel universe of information and telecommunication
devices, cyberspace as an abstract, geometrical, and
mathematical field in which data structures are built. Thisis a
proposition that cyberspace may be more accurately described
as a part of the physical universe. Considering some similar
physics concepts to describe cyberspace mechanics and
cyberspacetime [7]. Although this leads to many questions
than answers, the existing theories could be utilized.

A cyberspatial objects’ state requires description in either or
both of geospatial, logical space or and info spatial terms. For
dynamic cyberspatial object its behaviors unfold in both
cyberspace and time. Like the structure of space time,
cyberspace time is thus characterized geometrically by a tuple

—

L =(CLa4W (8)

Whereas C is assumed Euclidian and compact of primarily 3
dimensions (Physical (P7), logical (P*), and information
(%)) plus time. L is a connection on C, €, as a differentiable
1-form field on C, V is as vector field on C. Such that each
point of the manifold [ is an entity or an “event” which is
characterized by their instant and point in time and place of
occurrence.

4. CYBER SCIENCE: TOPOLOGY AND DYNAMICS

Spatial interaction is explained by the influence/connection
and information flow among entities, nodes in graph. This is
locally represented using relational topology and globally
using meta-relational topology. The information with regards
to the local topology at a given time t is then referenced in a
matrix M (t) of EXE. For example, a function from the
location set E= {ey, e,, €3, €4,} to the value set VV = {1, O}. To
represent a given spatial relations, including an arbitrary set
of neighborhoods, we have meta-relational topology T as a
topology where relational topology is associated with each
e;eE. Arelational topology, T,, is the set of all those entities in
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E which influence node e;. Then T can be represented by a

binary matrix on E, in which all influencing nodes have value

1,0.

Similar to [37] we defined the meta-relational topology as:
T'={(e.T):e € E} 9)

T ={lent;)]te) € {U'l}vgf EE} (10)

Table 1 summarizes the relation between the graph concepts
and topological dynamics in the logical space of the
cyberspace manifold.

Table 1: Graph space and logical space

Graph Logical space
Elements Elements
Vertex set V(G) Cyber entities E
Edge set L(G) Meta relational topology T
States S Entities state S
Neighborhoods N Relational topology Tn

o Entity interaction:

Dynamic graphs representing the physical connectivity as
physical location may provide a vital information in research
that correlate the connectivity and performance with the real
physical distance among routers [30].

For logical interaction, the entities defined as a node, for
example a service or a software application running in an
enterprise  system with link representing pair-wise
relationships between them. The relationship between
physical entity and logical entity is clear in this regard—
Services that run on a given cyber physical system. From a
network perspective, the topological connectivity of entity in
logical space is different from those at the physical.

With regards to information entity communication, we also
have information in form of a network. For instance, the
WWW is a universe of information formed by linking
resources for easier accessibility [38].

The interactions among different entities is either
homogeneous (entities considered with respect to specific
spatial domain), or heterogeneous (entities from different
spatial domain). In essence, the model can uniformly describe
homogeneous and heterogeneous entities interacting with
their ~ complex relationships in  multi-dimensional
transdisciplinary cyberspace. This complex interaction could
be represented, from a graph theory, for instance as hyper
graph H{V.E} [39], in which further research needed to be
done.
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5. CONCLUSION

Cyberspace definition and delimitation problems in theory are
better addressed through formalized cyberspace. We
examined the empirical and boundless perceptions of
cyberspace shaped by its ubiquitous evolution. A
transdisciplinary integration of concepts of formal cyberspace
base on three fundamental aspects in three disciplines
(philosophy, Science and information theory) has been
proposed— The existence of spaces and entities, dynamic
interaction and topology, and information as an energy. It was
suggested that that cyberspace is a manifold of cyberspatial
entities, whose behavior unfold in cyberspace time with the
topological interactions that are in turn governed by network
principles such as optimization driven by an information
exerted and communicated among the entities.

Considering the evolving concepts of cyberspace and
multidisciplinary knowledge spectrum, three key issues
towards theoretic view of cyberspace are vital:

o Cyberspace time: An existence of spatial framework to
identify, represent, model, and characterize various
types of cyberspatial entities and cyberspace manifold.

e Interaction:  Homogenous and  heterogeneous
connections between the entities, giving the
topological dynamics of the manifold.

o Information theory as a meaningful basis to replace
mental space conception of cyberspace.

We, therefore, suggest a paradigm shift to advance the theory
development process by identifying aspects of existing
domain theory that inform cyber theory development.
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