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ABSTRACT

This paper examines the international identifiers of mobile
devices in the generations and standards of mobile cellular
communications. Mobile operators, in the presence of certain
equipment, can completely or partially stop servicing a stolen
phone, redirect SMS messages from it to another phone Or
track its location using GPS. Mobile devices have different
identification numbers. Which can be used to find lost
phones, monitoring of a certain application settings, generate
a digital rights management. International identifiers are
implemented in various generations and standards of mobile
cellular communications. Let us consider them in terms of
generation of mabile cellular communication
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1. INTRODUCTION
There are many mobile equipment identifiers shows in

Figure-1. Basically, these are electronic numbers that make it
possible to describe the physical parameters of a mobile

device, giving a description of the subscriber, wireless
network equipment and location[1-11].
In the first generation (1G) networks, subscriber

identification in the network was carried out using the factory
cell phone number - ESN (Electronic Serial Number). MIN
(Mobile Identification Number) - mobile identification
number. The function of this identifier uniquely identifies the
mobile phone; in analog cellular communications, MIN is
used to route the call. The MIN identifier contains a 34-bit
number, divided into two halves. The lower 10 bits are
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designated MIN2 and are responsible for storing the area
code, the remaining 24 bits are the personal mobile
number.[11-25]

Generation of mobile communication

AV

[ Mobile equipment identifiers
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Figure 1: International identifiers generation of mobile
communication.

2. MAIN

Thus, both the cell phone and the subscriber were identified
by a single code. This approach gave rise to the complete
dependence of the subscriber's number and the package of
services provided to him on a specific phone instance. Having
changed the cell phone (including cases of breakdown and
theft of the phone), the subscriber was forced to contact the
operator's office in order for the phone to be reprogrammed
and its serial number entered into the operator's database,
which some operators did for a fee. Obviously, it is more
convenient to identify the subscriber, independent of the
telephone.

Identifiers users in the second generation (2G).

In the GSM standard, it was proposed to separate the
identification of the subscriber (using a SIM card) and
equipment (for this, IMEI is used. IMEI plays the role of the
serial number of the device and is transmitted over the air
when authorizing in the network.



In Figure Equipment identification procedure IMEI
1. MSC / VLR requests IMEI from MS.

2. MS sends IMEI to MSC.

3. MSC / VLR transmits IMEI EIR.

4. As the IMEI is received, EIR checks three lists.

3. Check IMEI 1. IMEI request \\
EIR

-l —_— :
- k.
MSCVLR
--'" ‘—
4. Access/barring info 2 IMEI

M3
Figure.2: Procedure for identifying equipment by
IMEI[12,13,14].

*White list. The white list contains all existing series of
equipment identification numbers belonging to different
countries and operators

*Black list. This list contains all the numbers IMEI, which is
set deny access to a GSM system.

*Gray list. (At the level of the operator) list contains the IMEI
phones that are under suspicion..

The result of checking IMEI is passed to MSC / VLR, which
decides permitted or not permitted access to the system of the
equipment.[3]

Identifiers users in the third generation (3G)

The difference from the fixed-line networks UMTS network
must use a lot of numbers and identifiers for various purposes.
Identification and addressing of subscribers and their
terminals in 3G in fixed networks, the position of subscribers
and equipment, as the name suggests, is fixed, and this, in
turn, makes many characteristics constant.
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Figure 3: International mobile subscriber identifier - IMSI,
MSISDN in 3G generation. [12,13,14]

RNC SGSN GGSN

Figure 3 shows BTS and BS Base Station, BSC Base Station
Controller, RNC Radio Network Controller, MSC Mobile
Switching Center, GGSN Gateway GPRS Support Node
Gateway GPRS Network Core.

The IMSI number is used to uniquely identify the subscriber,
and the ISDN number of the mobile subscriber is MSISDN for
service separation. Since one subscriber can provide and be
activated several services, the MSISDN number acts as a
separator between them.[12,13,14]

Identifiers users in the fourth generation (4G)

The identification of the mobile terminal is performed by the
MME (Mobility Management Entity) module, and / or the
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home subscriber data server HSS, and / or the P-GW gateway
using the equipment identification register - EIR (Equipment
Identity Register) and is intended for authentication used
equipment (UE) of subscriber devices. Figure. 4 show UE
authentication procedure.

UE eNB MME EIR
I
Request the mobile
terminal identifi
g — - = = T o]

Transmitting a mobile

terminal identifier IMEI Auﬂ'le_nncatlon_ Request
_______ —-mp (Mobile Terminal

Identification IMEI)

Mobile terminal
authentication result

- —
Figure.4: The procedure for identifying a mobile terminal in
the LTE network[12,13,14].

Let's note the peculiarity of UE identification in roaming
conditions. The identification of the UE is performed by the
EIR register of the home network in cases when the guest
network receives an Initial Attach request from the UE,
except for the case when the Initial Attach request is
associated with the execution of the handover procedure. UE
identification is also performed in the case of implementation
of the TAU procedure in the E-UTRAN network, if the UE
was previously in the UTRAN / GERAN network, and the
SGSN serving it earlier did not provide information on the
UE identification. [12,13,14].

Identifiers users in the fifth generation (5G)

The international permanent subscriber subscription
identifier - 5G SUPI (Subscription Permanent ldentifier) is
assigned to each subscriber of the 5G network and is stored in
the unified UDM (Unified Data Management) and USIM
(Universal Subscriber Identification Module) user module.
The SUPI identifier can be an international mobile subscriber
identifier - IMSI (International Mobile Subscriber Identity),
or a network access identifier - NAI (Network Access
Identifier), the format of which is defined by RFC 4282. [7-8]
Permanent Equipment Identifier (PEI) currently 3GPP
defines only one possible PEI format - IMEI. IMEI is a unique
numerical sequence and must be assigned to all 3GPP radio
access technology UEs upon production.

Hidden User Identifier - SUCI (Subscription Concealed
Identifier) is an encrypted copy of the International
Permanent Subscriber Subscription Identifier (5G SUPI) and
allows you to avoid the transmission of 5G SUPI over the
network in the clear, even when the user terminal is initially
registered in the network (Initial attach).

The 5G Globally Unique Temporary Identifier (5G Globally
Unique Temporary Identifier) is assigned by the Access and
Mobility Management (AMF) module regardless of the type
of access network (3GPP, non-3GPP). When "going on the
air", the user terminal must use exactly 5G-GUT]I (except for
initial registration in the network - initial attach, as well as



other cases when there is no valid 5G-GUTI). The 5G-GUTI
format is shown in Figure 5.

PLMN-Id 5G-S-TMSI

4 A

MCC
12 6ur

MNC
8-12 bur

AMFRegion ID | AMFSet ID AMF Pointer

4 bur

M-TMSI
32 6ur

4 6ur
GUAMI

Figure 5. Global temporary unique identifier of the
subscriber 5G-GUTI (5G Globally Unique Temporary
Identifier)

16 bur
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In Figure 5:

* GUAMI (Globally Unique AMF Identifier) - the global
(international) identifier of the AMF access and mability
control module;

* MCC - mobile country code;

* MINC - mobile network code;

* AMF Region ID - the identifier of the region served by the
AMF module;

* AMF Set ID - unique identifier of a group of AMF modules
within a region;

* AMF Pointer - unique identifier of the AMF module within
the AMF Set ID group;

* AMFI - unique (within the network) AMF identifier;

* 5G-TMSI (5G Temporary Mobile Subscription Identifier) -
temporary identifier of a 5G mobile subscriber (unique within
AMF);

5G-S-TMSI is a unique (within the region) temporary
identifier of a 5G mabile subscriber.[17-30].

3.CONCLUSION

The main types of mobile equipment identifiers are
permanent and temporary identifiers widely used by various
specific mobile devices. It is shown that the need to use one or
another method of identifying mobile devices in an
information system mainly ensures the safety of users of
mobile devices in a mobile communication system. IMEI
control makes it possible to radically solve these problems,
which is demonstrated by the experience of many countries
where such control is introduced by legislation of information
systems for identifying mobile devices by IMEI
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