
Mahmood  Abdulghani Alharbe, International Journal of Advanced Trends in Computer Science and Engineering, 9(2), March - April 2020, 2464 – 2470           

2464 

 

 

  

ABSTRACT 

 

This study discloses major challenges of maintaining smart 

cities in Saudi Arabia. The smart city provides several 

amazing facilities for the population of the city that ensures 

the effective e-governance system with data-driven 

decision-making. The major challenges of smart cities include 

maintenance of modern technology and infrastructure, public 

awareness regarding usage of digital equity, cyber security, 

forensics etc. The research initiatives reveal the impacts of 

cyber security and forensics on modern and urban planning & 

design in Saudi Arabia that ensure the protection from 

unethical practices like cybercrime by using holistic and 

comprehensive strategy. Based on the review of significant 

literatures and analysis of the selected articles, the findings 

provide the gap between challenges for smart cities in Saudi 

Arabia and actual initiatives to protect through cyber security 

and forensics. The results of the present study describe the 

implementation of cyber security and forensics to protect 

from illegal access of valuable information and occurrences 

happening physical disruptions in public services for smart 

cities in Saudi Arabia. The outcomes of the research work 

revealed the positive impacts and prospects of revolutionary 

changes of developing and maintaining smart cities by 

implementing modern and urban strategic planning and 

design. 

 

Key words : Smart City, Cyber security, Forensics, 

Cybercrime Holistic, Comprehensive Strategy 

 

1. INTRODUCTION  

 

Highlight a section that you want to designate with a certain 

style, then select the appropriate name on the style menu.  

The smart city concept developed in the area of technology, 

infrastructure, smart human resources, research and 

development, good value of education, energy efficiency, data 

management and intelligent security system for the general 

public. However over the world there are many cities marked 

as smart and intelligent such as Washington,  London, New 

York from the side of western countries or Tokyo, Dubai, 

Singapore, Melbourne, Hong Kong from other side of world 

as well as  Seoul, Ahmedabad, Shanghai, Beijing, Sydney etc. 

[6]. These smart cities developed their structure by ensuring 

and guaranteeing some of smart workforce, digital inclusion, 

innovation, sharing knowledge across, open data system, 

smart leadership models that provides the greatest  and 

ultimate security with diverse areas of prospects for the 

population [1] [14]. All the extra-ordinary facilities and better 

securities attract the diverse professionals to migrate from 

various corners of the world [5] [33]. Because of geographical 

location and contrasting climate, the most of the cities in 

Saudi Arabia could not take part of the main stream of 

becoming smart city [28]. With the great difficulties, the 

desert cities namely Riyadh, Jeddah, Al Madinah, 

Ad-Dammam, Mecca etc. projected the city of opportunity, 

security towards the quality of life and attracts the world 

population by implementing Innovative construction, 

Artificial intelligence, Autonomous vehicles, Digitization and 

Sustainability [2]. The frequent and unbalanced growth of 

world population is the major challenge especially for smart 

cities. Similarly, the smart cities in Saudi Arabia also faced 

the same problems and reflect the statistics of 689% increase 

of residents against of 146% of world population in the 

duration of last 56 years [27]. The increased population in 

Saudi Arabia demands the smart transportation facilities, 

adequate power plants, proper water supply networks, smart 

waste management system, detection of criminal activities, 

information and communication technology, quality 

education system, modern hospitals and other community 

services [15]. The modern technology, Internet of Things 

(IoT), e-governance system support to collect real time data, 

identifies and analyzes the potential challenges to accomplish 

assets and resources efficiently [13]. The background and 

previous studies  that has been written by this chapter 

"Introduction" to describe the variation and modification of 
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the manuscript with other researches and studies, that it is 

innovative, it are used in the chapter " Objectives With 

Hypothesis Testing "to explain the aims and way to study. 

Then "Research Method" comes to refer to the process of 

investigation as well as added to explain briefly the theory 

and/or the proposed method/algorithm. After that its 

employed in the next section "Results and Discussion" to 

provide for the analysis of the conclusions [4].    

 

2.TESTING LITERATURE REVIEW 

 

The digital society revealed all the information through digital 

media and accessible by the common people which are 

dangerous for protecting and ensure the safety, security and 

privacy. The authors examined the major problems and 

challenges for ensuring security and privacy in smart cities. 

The findings of the study revealed the importance of 

awareness programs among the general public and protect 

themselves from any probable threats [7]. The smart cities 

should ensure the better infrastructure, major utility facilities, 

privacy and security of assets and other materials. Using latest 

technology and Internet of Things (IoT), smart banking 

operations, secured password for access of data can protect 

the entire operations in smart cities [8] [17]. The increased 

migration in Saudi Arabia became the major threats for the 

smarts cities in the Kingdom. Because of construction, the 

workers are migrating to the smart cities, the diverse 

professionals are migrating for providing world class services, 

and younger generations are attracted by the potential job 

opportunities [12]. The expansion of smart city limits time to 

time for urbanization and migration in Saudi Arabia faces the 

threats of sustainable society [31] [32]. The big data analysis 

and proper implementation of Internet of Things (IoT) can 

control and protect the smart cities from several threats. The 

digital society revealed all the information through digital 

media and accessible by the common people which are 

dangerous for protecting and ensure the safety, security and 

privacy [16]. The digital life expects adequate sources of open 

access data for fulfilling the day to day persistence and 

operations. Because of illegal access and implementation of 

data sources for unethical practices disrupt the sharing process 

of valuable data and expert opinion [25]. Based on the present 

research study, the curiosity of the research reflects in 

identifying the future challenges for Smart Cities in Saudi 

Arabia especially in cyber security and forensics and its 

impact on modern and urban planning and design [3]. The 

challenges of sustainable development are identified for 

frequent urbanization in Saudi Arabia and difficulties to 

control the unauthirsed infrastructure in all the big cities. 

Because of future opportunities, a large portion of population 

migrating from several areas of Saudi Arabia and rest of the 

world that revealed the major security issues and increases the 

unorganized sectors [1] [26]. This was found that the 

imbalanced level of population in big cities of Saudi Arabia 

demand the adequate level of electricity supply, water supply, 

construction of building and other facilities [4] [9]. 

Furthermore, each processes and services in that case are 

operated by a majority part of outsiders which threats by 

concerning of privacy in the intelligent and IT cities [34]. The 

local government initiates the security and privacy concerns 

through the big data analysis and Internet of Things (IoT) that 

can control and protect the smart cities from several threats 

[2]. 

 

3.OBJECTIVES WITH HYPOTHESIS TESTING 

 

The important objectives have been identified when the 
researchers were keeping in mind the few related research 

questions. The first question was “Whether the trends of 

population growth influence the smart city concept in Saudi 

Arabia? The objective was to find out the trends of population 

growth and its impact on Smart Cities in Saudi Arabia. The 

second question was “What are the future challenges for 

Smart Cities in Saudi Arabia? The objective was to identify 

the future challenges for Smart Cities in Saudi Arabia. The 

question was “What are the probable impacts of Cyber 

security and forensics on modern and urban planning and 

design?” The objective was to find out the impacts of Cyber 
security and forensics on modern and urban planning and 

design. The last question was “Whether the strategies can to 

protect the smart cities from future challenges? The last 

objective was to identify the strategies to protect the smart 

cities from future challenges. The purposeful research 

methodology considered the hypothesis H01: All the six 

strategies together do not have impact on future challenges of 

smart cities for the modern and urban planning and design Or, 

Mathematically, H01: [The impact of six strategies together 

on future challenges of smart cities for the modern and urban 

planning and design] = 0. 

 

4. RESULTS AND DISCUSSION  

 

The required data were collected and arranged systematically. 

The systematic arranged data were coded for easily 

identification and separation. The data were analyzed by 

employing the statistical techniques of Normality Test, Mean, 

Standard Deviation, and Coefficient of Variation to obtain the 

hidden patterns with respect to Online Security Challenges in 

Saudi Smart Future Cities with the consideration of Safety, 

Security and Privacy. The research work intends to 

accomplish the objectives of the study by holistically 

investigating various strategies to solve problems of Online 

Security Challenges in Saudi Smart Future Cities. 

 

 

5.RESEARCH METHOD  

The present study makes an attempt to identify the future 

challenges for smart cities in Saudi Arabia and in 

implementing the strategies for overcoming those challenges 

that influence the Modern and Urban Planning and Design. 

The requisite data were collected from secondary as well as 

primary sources and clarified with existing sources. The 

primary data were collected from the target audience like 

experts, economists, engineers, management consultant, 

private and government employees from Riyadh, Jeddah, Al 

Madinah, Ad-Dammam, and Mecca. The several and related 
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responses were collected, filtered and evaluated to prepare 

research report. Research methodology is the combination of 

methods of data collection and methods of data analysis after 

research design. 

5.1 Influence of Population Smart Cities In SA 

The smart cities in Saudi Arabia attract the population from 

different corner of the world. The statistics in the Table-1 

shows the population growth of smart cities in Saudi Arabia 

since 1980. The population growth of Riyadh expecting since 

1980 to 2030 is 710 percentages which is the major challenge 

to implement technology and provide all smart facilities for 

the city population. Similarly, the population of Jeddah is 

expecting from 1980 to 2030 is around 533 percentage of 

growth.  The population of Al Madinah is expecting from 

1980 to 2030 is around 514 percentage of growth. The 

population of Ad-Dammam is expecting from 1980 to 2030 is 

around 654 percentage of growth. The population of Macca is 

expecting from 1980 to 2030 is around 374 percentage of 

growth. 

 

Table 1: Graphical representation Changes and expected of 

population between years 1980 and  2030 of 5 smart cities in 

Saudi Arabia 

* Expected Population in the year 2020, ** Expected 
Population in the year 2030 

Source:  Compiled by the Writers 

 

 

 
Figure 1 Graphical representation Changes and expected of 

population between years  1980 and  2030 of 5 smart cities in 

Saudi Arabia . 

*Expected Population in the year 2020, 

 ** Expected Population in the year 2030 

Source:  Compiled by the Writers 

 

5.2 Challenges for Smart Cities SA 

The development of smart and intelligent city is the 

revolutionary initiative that provides all round modern 

facilities for the citizens [10]. Latest technology and 

management approaches in smart cities ensure the best quality 
of balancing life with ease of doing business, quality and good 

value of education, research and development, adequate 

electricity supply, water supply, transparency of information 

sharing process, security of assets and properties [11] [31]. 

But, the governors of smart cities are facing several 

challenges which make sometime bad or good effects on the 
side of life such as Lack of IT Infrastructure, Artificial 

Intelligence, Cybercrime, Fund Generation, Lack of Strategic 

Plan and Limited of Energy Resources [18]. The research 

articles and expert opinion indicates the probable threats of 

smart cities in Saudi Arabia and most frequency of occurrence 

in percentage are recorded in the table no. 2.  

  

Table 2 Compare The Better Alternative Between Artificial 
Intelligence And Smart Operations For The Future Challenges 

For Smart Cities In Saudi Arabia 

Source:  Compiled by the Writers 
Challenges for Smart Cities Frequency of Occurrence % 

Cybercrime 28 

Limited of Energy Resources 12 

Lack of IT Infrastructure 18 

Fund Generation 10 

Artificial Intelligence 20 

Lack of Strategic Plan 12 

 

Intelligence, Cybercrime, Fund Generation, Lack of Strategic 

Plan and Limited of Energy Resources [18]. The research 

articles and expert opinion indicates the probable threats of 

smart cities in Saudi Arabia and most frequency of occurrence 

in percentage are recorded in the table no. 2. The smart cities 

are the witness of cybercrime that has negative impacts on 

survival of normal life with open access data resources, which 

is one of the major challenges of smart cities especially in 

Saudi Arabia [23]. The migration of population from different 

corner of the world becomes the extra burden for the 
administrators of few smart cities in Saudi Arabia that 

demands the large quantity of energy resources. Lack of IT 

infrastructure is another challenge for smart cities to protect 

from corruption, fraud and crimes [22]. The fund generation is 

the important step for modern infrastructure [29]. The 

administrators approach World Banks, IMF, and the National 

and International organizations for investment and promise to 

refund the money which is another challenge [24]. 
Artificial intelligence is the better alternative for the smart 

operations by machines like computer systems. Nevertheless 

the mechanized and automated system that changes the 

human efforts and engagements is artificial intelligence.  Lack 

of strategic plan in smart cities is the challenge of attracting 

the skilled and professionals form various countries. 

5.3 Strategies For Challenges Of Smart Cities 

Smart city concept not only brings the opportunities for the 

citizen, also includes several challenges. However, we can 

reduce those challenges by making realistic action plan as 

well as to do the systematic observation. 

 

Smart Cities in Saudi Arabia 1980 1990 2000 2010 2020 (*) 2030 (**) Changes of Population (%) 

Riyadh 1,055,000 2,325,000 3,567,000 5,220,000 7,231,000 8,547,000 710 

Jeddah 851,000  1,742,000  2,509,000  3,450,000  4,610,000  5,388,000  533 

Al Madinah 284,000 529,000 795,000 1,106,000 1,489,000 1,744,000 514 

Ad-Dammam 196,000 409,000 639,000 909,000 1,253,000 1,478,000 654 

Mecca 501,000 856,000 1,168,000 1,543,000 2,042,000 2,379,000 374 
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5.3.1 Cyber Security and Forensic Investigation 

Cyber security and Forensic Investigation process are the 

smart initiatives that can control the cybercrime and hacking 
activities. The administration of smart city takes initiatives for 

preventing institutional crime, social crime and cybercrime by 

continuous monitoring of several regular operations in all the 

areas.  

 

 

 
Figure 2 The future challenges of the Artificial Intelligence 

for Smart Cities in Saudi Arabia. 

Source:  Compiled by the Writers 

 

5.3.2 Production of Renewable Energy  

Because of repeated usage of non-renewable resources by 

large population, there will be a limited period of time to 

survive with those resources. The production of renewable 

resources is the revolutionary initiatives to overcome future 

challenges. 

 

Table 3 Details about the strategies for overcoming the 
challenges of smart cities in Saudi Arabia. Source:  Compiled 

by the Writers 

 

Strategies For Overcoming 

The Challenges 

Frequency of Occurrence 

in Percentage 

Cyber security and Forensic 

Investigation 

29 

Production of Renewable 

Energy 

12 

Smart IT Infrastructure 22 

Public-private funding 

mechanism 

11 

Implementation of Artificial 

Intelligence 

9 

Strategic road mapping 17 

 

5.3.3 Smart IT Infrastructure 

Smart IT infrastructure is the most required step to safeguard 

the open access data, assets and property of general public 

with real time monitoring system. More Often Than Not, it 

can a complete and multi-lingual ICT resolution and 

technology, particularly created for stakeholders in supplying 

of IT-based software services with smart devices for 

IT Infrastructure management. 

 

5.3.4 Public-Private Funding Mechanism  

Similarly the public-private funding mechanism fulfills the 

requirements of huge fund generation for modern 

infrastructure. Typically, funding mechanisms cover the 

margin of funds which offer international funding 

organizations (IFOs) who can support smart cities wherever.   

 

5.3.5 Implementation of Artificial Intelligence 

The implementation of artificial intelligence reduces the error 

of operation and maintenance that will give the better 
solutions for smart city operations. Some research mentioned 

into the development of AI by key applied issues into existing 

workflows, including data standardization, and 

interoperability across several web pages [19] [30]. Also, it 

added some issues such as transparency of algorithms, data 

sharing and privacy. 

 

5.3.6 Strategic Road Mapping 

 Finally, the strategic road mapping facilitates fulfillments of 

vision and mission of the smart city administrators and their 
smooth operations towards sustainable development. Also, it 

used as approach for advocating modernization and strategy, 

at both societies and cities levels. A key advantage is the 

communication related with the enhancement and 

dissemination of roadmaps, especially for aligning technology 

and profitable perspectives. 

 

 

 
Figure 3 Graphical Representations Of The Strategies For 

Overcoming The Challenges For Smart Cities In Saudi Arabia 

 

6 RESULTS AND ANALYSIS  

Multiple Regression Analysis was employed and the 
summary of the results is shown in the Table 4. Various 

experts, economists, business practitioners were the 

respondents who have given the valuable impressions 

regarding the future challenges of Smart Cities in Saudi 

Arabia. The results and discussion also revealed the strategies 

for overcoming those challenges of smart cities.  H01: All the 
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six strategies together do not have impact on future challenges 

of smart cities for the modern and urban planning and design. 

Or, Scientifically, if we focus on the main Hypothesis Testing 
H01: [The impact of six strategies together on future 

challenges of smart cities for the modern and urban planning 

and design] = 0. The null hypothesis (H01) was tested under 

two categories namely ANOVA Test (Regression Analysis) 

and t-test. ANOVA Test (Regression Analysis) was employed 

to confirm about the impact of six strategies together on future  

 

Table 4 The Influence of Six Strategies For Cyber Security, 
Forensics In Saudi Arabia Smart Cities. 

Source:  Compiled by the Writers 

 

 

challenges of smart cities for the modern and urban planning 
and design. The result of ANOVA (Regression Analysis) test 

indicates significant at 0.01 level. The consequence from 

Table 4 shows that all eight fundamental elements together 

impact the Cyber security and Forensic Investigation 

influence element. So, Null Hypothesis is rejected. The t-test 

values of Limited of Energy Resources, Lack of IT 

Infrastructure, Fund Generation and Artificial Intelligence 

effects are significant at 0.01 level. The results from Table 4 
related to t-test indicate the impacts of six strategies together 

on future challenges of smart cities for the modern and urban 

planning and design in Saudi Arabia. So, Null Hypothesis is 

rejected. 

7 CONCLUSION  

The development of smart city is the innovative footstep to 
ensure the overall facilities for the citizens. The modern IT 

infrastructure and management approaches in smart cities 

ensure the best quality of balancing life with ease of doing 

business, quality of education, research and development, 

adequate electricity supply, water supply, transparency of 

information sharing process, security of assets and properties 

[20]. The present research study was concentrated on 
identifying the effective strategies for overcoming those 

future challenges. Various strategies for overcoming the 

challenges were identifying cyber security and forensic 

investigation, production of renewable energy, smart IT 

infrastructure, public-private funding mechanism, 

implementation of artificial intelligence and strategic road 

mapping. Cyber security and Forensic Investigation process 

are the smart initiatives can control the cybercrime and 
hacking activities. Because of repeated usage of 

non-renewable resources by large population,  

 

 

there will be a limited period of time to survive with those 
resources. The production of renewable resources is the 

revolutionary initiatives to overcome future challenges. 

8 LIMITATIONS 

This research study recognizes and reveals to address the 

probable limitations that can open up the new window for 

further research activities. First, the stakeholders from diverse 
background and responses can various from one person to 

another. Second, the demographic factors vary the responses 

from one person to another. For the reason that, some various  

such as age of people or time of life , and economic conditions 

impact the respondents in various directions towards future 

challenges and effective strategies for defeating those 

questions and challenges. Finally, the present literature and 

respective research articles contains incomplete ideas and 
descriptions regarding the future challenges and effective 

strategies for overcoming those challenges. 

 

Highlights of Multiple Regression Analysis 

Dep Var: Strategies, N: 400,   Multiple R: 0.677,   Squared multiple R: 0.479,   
Adjusted Squared Multiple R: 0.514,   Standard error of estimate: 0.89 

Summary of Multiple  Regression Analysis 

Effect Coeff Std  Error Std  Coeff Tolerance t 

Constant -4.302 0.609 0.000 - -7.064 

Cybercrime -0.054 0.029 -0.116 0.256 -2.729 

Limited of Energy 

Resources 

0.327 0.066 0.307 0.271 3.882** 

Lack of IT Infrastructure 0.766 0.074 0.739 0.201 9.832** 

Fund Generation 0.314 0.060 0.304 0.304 6.225** 

Artificial Intelligence 0.342 0.054 0.386 0.275 6.814** 

Lack of Strategic Plan -0.515 0.049 -0.599 0.314 -8.968** 

**Significant at 0.01 level 

Analysis of Variance (ANOVA) 

Source Sum-of-Squares df Mean-Square F-ratio 

Regression 430.136 8 56.267 73.351** 

Residual 257.624 391 0.915 - 

**Significant at 0.01 level 

  Test for Existence of  Correlation Amongst the  Error Terms 

Durbin-Watson D Statistic = 2.487***;  First Order Autocorrelation =  0.196    ***Not significant at 0.05 level, where the null hypothesis (Ho) 
involved was “there is no correlation amongst the residual (error) terms in the regression model”. The null hypothesis was not rejected. Thus, 
absence of correlation and error terms cancelling each other is proved 



Mahmood  Abdulghani Alharbe, International Journal of Advanced Trends in Computer Science and Engineering, 9(2), March - April 2020, 2464 – 2470           

2469 

 

 

9 FUTURE RESEARCH  

The research study identified the gap between the outcomes of 

present available literatures and actual requirements in the 

corporate world, society regarding the future challenges and 

effective strategies for overcoming those challenges. The 

outcomes of the research study are the inspiration and gives 

directions for future research investigations. The innovative 

and realistic strategies can overcome the future challenges for 

smart cities in Saudi Arabia [21] [34]. Once the initiative 
takes place, the relevant research study will encourage on 

identifying drawbacks and suggesting time to time to 

overcome all those drawbacks.   
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