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ABSTRACT

Cryptography is a method to secure sensitive data for storage
and communication in the presence of third parties called
adversaries. One of the first recorded incidents of
cryptography occurred in Ancient Rome, where the Polybius
cipher, also known as Polybius square, was developed. The
Polybius cipher has been used as an advantage in winning
wars over enemies according to history and is also utilized as
a medium of communication. Today, as there is a need for
more secure communication, the Polybius cipher, despite its
early discovery and usage, is still at par when it comes to
serving its purpose; to encrypt a secret message to provide
secure information. There is a need for a secure
cryptographic performance, and Polybius cipher is being
improved and is hybridized along with other algorithms in the
quest to achieve better system performance. This paper
shows a brief literature review on the use of Polybius square
in cryptography.
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1. INTRODUCTION

In today’s modern world, one of the most vital assets an
organization can have is its data and information [1].
Securing data has been a challenge in this digital age, with the
widespread use of electronic communication systems [2]. For
instance, Internet Banking systems must have a secure
communication system to guarantee the confidentiality of
data. Under no circumstances, the perpetrators must not
penetrate the database where accessed data may be illegally
used [2]-[4]. In defense systems, vital information must not
be leaked as it can be disastrous [5]-[7]. A known technique
used to safeguard data is cryptography [8], [9].

Cryptography [10] is one of the renowned approaches in IT
security that is commonly used in educational systems [11],
cybercrime prevention [12], business, and finance data
protection [13], health care data security [14], and many
more. It is one of the renowned methods in security that

concerns data integrity, confidentiality, authentication to a
wireless communication system, and several other security
services where information transfer between different users
takes place [10]-[12]. To protect the information, data are
transformed into an unintelligible format using varied cipher
technologies [15]. Maintaining data integrity and security is
done through cipher whose bottleneck for an optimal
implementation relies on the cipher used. A cipher is an
algorithm responsible for both the encryption and decryption
processes of a file being protected. Encryption takes place by
transforming essential information, in the form of plaintext,
into ciphertext that is unrecognizable by a human. Some
ciphers require the key to produce various transformations
and substitutions, depending on the cipher being used [16].

Some of the classical ciphers found in the literature that are
still being used today are ADFGX cipher [17]-[19], Affine
cipher [19]-[22], Atbash cipher [23], Auto-key cipher [24],
Baconian cipher [19], [25], Base64 cipher [26]-[28],
Beaufort cipher [19], Caesar cipher [29]-[31], Grille cipher
[32], Hill cipher [33], Homophonic Substitution cipher [34],
[35], Playfair cipher [36]-[38], Polybius cipher [39],
Railfence cipher [40], [41] and more. Among these, the
Polybius cipher is considered to be one of the most widely
used ciphers. It is one of the first encryption systems
recorded, which was developed by Polybius. The Polybius
square is the first of the early systems developed for
substituting numbers for letters through fractionating to
obscure plaintext message [42]. To this date, cryptographers
find the Polybius square extremely valuable. Its ability to
convert letters sequences to numeric sequences, reduce the
number of different characters, and allow encoding of
plaintext into two separately manipulatable units are known
to be its advantages [17], [43]. With this at hand, modern
cryptographic systems have embedded the Polybius square as
a fundamental component of the encipherment process, such
as in the key generation procedures used by modern ciphers
[44], [45].

The Polybius encryption, as one of the earliest ciphers
developed in history, has paved the way to the development
and processes of other classical cipher techniques that are still
used today such as ADFGVX Cipher [19], [46]-[48], Bifid
cipher [19], [49], Nihilist cipher [50], and Trifid cipher [51],
[52]. Originally, the abovementioned classical ciphers were
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first designed to allow ciphering and deciphering process by
hand but are now being improved to cope up with the
emerging computer technologies as they are still useful
because of their sophisticated performance [19]. The
Polybius-based ciphers, along with other classical ciphers are
used to improve services for internet shopping [53], online
banking, image encryption, chip operation, mobile cloud
computing, and some mobile messaging service that requires
text protection in digital media.

Classical ciphers, specifically, the Polybius square is still
being integrated along with modern ciphers like the advance
encryption standard (AES), data encryption standard (DES),
and other algorithms for improved performance of the
abovementioned services [16], [46], [47], [54]-[57].

Despite being regarded as one of the first recorded cipher
used for cryptography, there is a need for a review on its
current performance and usability as its adaptations can be
utilized along with other cryptographic algorithms in the
future; thus, this study. This paper unravels the potential of
Polybius cipher as it offers several security measures and
lobby strength when modified [56] and used along with other
cryptographic algorithms [58]. Further, this paper aims to
answer the following research questions (RQ):

RQ1. What are the drawbacks of the cipher?

RQ2. What improvements have been made to address the
drawbacks?

RQ3. What are the contributions of the Polybius square in
the current cryptography?

2. METHODOLOGY

To identify relevant papers to be used for this study, a search
on different research repositories such as ResearchGate,
Semantic Scholar, Science Direct, Springer, and IEEE
databases was conducted. Various documents from book
sections, websites, journals, and conference papers were used
with the time interval from 1996-2020. The search keywords
used in the review are as follows:

. “Polybius cipher” or “Polybius Square.”

. “Polybius encryption” or “Polybius cryptography.”
. “Cryptography.”

. “Cipher.”

. “Encryption.”

. “Modified Polybius cipher.”

. “Modified Polybius Square.”

. “Enhanced Polybius Square”

. “Hybrid Polybius Square.”

O©Coo~NOoOOTh, WN -

The research papers are filtered and are included in this study
according to the following criteria:

1. title and abstract

2. keywords

3. methodology and its application
4. proposed methodology

5. results and discussion

6. conclusion and recommendation
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Results were examined through peer-review by two of the
authors in order to filter out which papers should qualify as
sources of knowledge to be included in this study. Each
author gave 1 point to each satisfied criterion that is deemed
fit for the readership that matches the topic of interest. For the
paper to be eligible as a reference, each cited reference gained
at least 3 points.

Based on the criteria, 73 primary studies were found, and
only 63 studies were cited in this paper. The other four papers
were discarded as they are not written in English. The
remaining six papers were also discarded as they do not
contribute considerable knowledge to the research topic. Out
of 63 cited papers, 54 studies are used for general
backgrounds such as the application of the Polybius square
and other ciphers in cryptography. Further, nine studies that
focused on the modifications and hybridizations made
specific on the Polybius Cipher are given emphasis. In order
to address the research questions, 6, 9, and 7 research studies
were used to answer RQ1, RQ2, and RQ3, respectively.

The graphical representation of the 63 indexed publication
resources used in this study that are grouped by type and its
equivalent percentage is shown in Figure 1.

Publication Sources by Type
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Figure 1: Publication sources grouped by type. Source: Authors

As to the document classification shown in Figure 1, most of
the papers used in this study are from journal publications
with 37 articles. 28% of the cited articles are from conference
proceedings with 15 research articles, whereas seven
citations are from book sections. Two citations were taken
from the theses and the other two from web sources, which
are categorized as others. This denotes that researches in
relation to the selected topic are mostly published in journals
followed by conference proceedings. The graphical
representation of the distribution of the 63 research studies by
year is presented in Figure 2.
Studies by Year of Publication
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Figure 2: Selected documents by year of publication. Source:
Authors
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Figure 2 shows that most of the related and significant works
in the Polybius Cipher are published between the years
2017-2019. The indexed graphical representation of the
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distribution of sources by year with its corresponding types is
shown in Figure 3.

Publication Sources Distribution by Type and Year
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Figure 3: Documents by year with its corresponding publication type. Source: Authors

Figure 3 shows that most of the studies from the corpus of 63
relevant resources are published in the year 2019, where most
of the papers are published in journals followed by
conference proceedings with 14.29% and 12.70%,
respectively.

3. POLYBIUS CIPHER

Polybius Square is a substitution cipher that fractionates the
alphabet, arranging them into a square matrix consisting of
five rows and five columns [42]. Since it is one of the first
recorded ciphers, the Polybius cipher became an essential
tool for the Roman Empire, giving them an advantage over
enemies during wars [52].

Letters of the alphabet in the Polybius square are arranged in
a 5x5 grid. Since there are only 24 characters in the Greek
alphabet, the last cell is set as space. As seen in Table 1, the
letters represent the plaintext while the combination of
column and row numbers represent the ciphertext.

Table 1: Polybius square with the Greek alphabet

~<|O|~|m| ;o

Q|| =>4

£ (MZ|0||w

X[ Z|zZ|w |~

als|w|n|-
ST > N> =

This coding scheme was used to transmit messages through
holding and raising torches. Torches raised using the right
hand indicate the row value, while the left hand denotes the
column value. In the case of the modern English alphabet
comprising 26 characters, the letters are spread throughout 25
cells in the matrix. The character ‘J’ is usually combined in a
single cell with the character ‘I,” hence sharing the same code
[56] as shown in Table 2.

Table 2: Polybius square with the modern English alphabet

1 2 3 4 5
1 A B C D E
2 F G H 113 K
3 L M N 0 P
4 Q R S T U
5 V W X Y z

To encrypt plaintext, each letter is replaced with a
corresponding pair number obtained through the intersection
of the row and column value the letter is plotted. For
example, the character ‘E’ is located at the 1% row, 5"
column, hence, will be encrypted as the value 15. When a
string is encrypted, each character is transformed respectively
with or without spaces separating each ciphertext. For
instance, the plaintext ‘AJPD’ may be represented as
11243514’ or ‘11 24 35 14°.

Decrypting the ciphertext is done by matching each pair of
numbers to the square matrix. For instance, the ciphertext
31344115’ or ‘31 34 41 15’ is easily decrypted as ‘LOVE.’
Even if the ciphertext is written with or without spaces
between each character, it is relatively easy to decipher.
Characters are always represented as a pair called bigram.

However, the Polybius cipher also has its limitations. The
traditional Polybius cipher does not use the key for
encryption and decryption process, thus, vulnerable to attacks
[41], [59]. Moreover, having characters ‘I’ and “J” share the
same grid in the Polybius square distorts the original plaintext
and, in turn, confuse the decoding process [42], [43], [56].
Also, the Polybius cipher, like other substitution ciphers, are
prone to frequency analysis attacks. This happens when a
cryptanalyst tries to break the ciphertext by analyzing
character patterns [16], [17], [42], [43]. A plaintext with
identical characters such as AABBAABB is translated with
similar patterns as well, such as 11 11 12 12 11 11 12 12.
Cracking 11 and 12 in this ciphertext allows the cryptanalyst
to easily identify the whole sequence completely.
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Polybius Cipher, being one of the commonly used cipher
algorithms in the literature, are continuously being used and
is modified to address problems and anomalies in IT and data
security.

researchers sought to answer about the effectiveness of the
cipher algorithm.

With the advent of the hybridization of various algorithms,
Polybius cipher has become more effective and efficient in
performing the job. The following modifications and
hybridization of the Polybius Cipher are discussed in this
section. The indexed modifications made in the Polybius
cipher is shown in Table 3.

4. IMPROVEMENTS AND MODIFICATIONS

The literature in the use of Polybius Cipher is extensive. Over
time, Polybius Cipher is being improved, and various models

were developed and utilized in response to the problems the

Table 3: Indexed Polybius cipher modifications

Title Authors/ Year Methods

Purpose

Significant Results

Modified the Polybius

An Extended Version of the cipher with the

Polybius Cipher Kondo & Mselle

To extend the traditional 5x5
grid Polybius square for an

The extended Polybius square can now
encrypt plaintext containing digits, special
symbols, and alphabets. Further, the characters

Western Music Notes introduction of 6x6 magic

square and musical notes

following the magic square
theory, and generate a music
sequence out of ciphertext

(2013) Pm:rzgmnon of8x% enhanced cipher capability I and j are now separated, which inhibits
0lyblus square gri ambiguity during the cipher process.
To introduce diversity in the | The proposed method offers a unique
A Modified Version of Polybius Modified Polybius substitution process of the | substitution process since the arrangement of
Cipher Using Magic Square and Maity (2014) Cipher with the traditional ~ Polybius cipher | alphabets depends on the unique magic

squares generated, making the cracking
process difficult. In this study, no two
characters share the same cell anymore.

Hybrid Polybius and
Playfair ciphers with a
secret key

A Hybrid Polybius-Playfair
Music Cipher

C. Kumar, Dutta, &
Chakraborty (2015)

To integrate music
cryptography in  generating
ciphertext using a key matrix for
secure encryption and
decryption using a hybrid
Polybius-Playfair method.

The study has paved the way for creating
musical sequences using a dual encryption
method. The result of using the hybrid process
produces satisfactory musical sequences
without compromising the security of the
hidden message. Characters I and J still share
the same cell in this proposed method.

Modified the Polybius
cipher with the
introduction of 6x6
Polybius square grid
following a different
arrangement of characters

Development of Modified
Polybius Technique for Data
Security

P. Kumar & Rana (2015)

To extend the capability of the
cipher using a 6x6 Polybius
square and introduce a new
method of arranging alphabets

The study introduces a different sequencing of
characters in the grid. With the addition of
digits, the cipher can cater more characters to
be encoded and decoded. Further, the
characters | and J are also separated in
different cells since there are already enough
spaces for all letters and digits.

Modified the Polybius
cipher with the
introduction of 6x6
Polybius square grid

Design of a Modified AES

algorithm for Data Security P. Kumar & Rana (2016)

To extend Polybius square into
a 6x6 matrix and use this for key
generation process in another
cryptographic system

The proposed modification allows all letters
and numbers to be processed. As a result, the
key generation process in the AES algorithm
has been made more secure and sophisticated.

A Novel Structure of Advance
Encryption Standard (AES) with
3-Dimensional S-box, RSA
based Key Scheduling and
modified 3- Dimensional
Polybius Cube Encipherment

Modified the Polybius
cipher with the
introduction of 9x9x9
Polybius cube

Rahman et al., (2017)

To introduce a  novel
3-dimensional Polybius cube for
the key scheduling algorithm
(KSA) accommodating letters,
numbers and as well symbols

The study introduces a unique method of key
generation process for the AES algorithm with
the use of a 3D dynamic substitution box with
a ciphertext output of a trigram instead of a
bigram. With a bigger capacity, the cipher can
process uppercase letters, lowercase letters,
numbers, and most special characters.

Modified the ciphertext
generation process of the
6x6 Polybius cipher

Manikandan,
Rajendiran,
Balakrishnan, &

A Modified Polybius Square
Based Approach for Enhancing

To introduce a series of
transmutation methods for the
Polybius square and the use of a

The modified Polybius cipher offers diverse
ciphertext generation techniques with the
introduction of square ring rotation, transpose,
and reversal key generation schemes that

Extended Shifting Polybius
Square Supporting Turkish
Character Set

Macit, Koyun, &
Yiiksel (2019)

Cipher with the
introduction of 10x7
Polybius square grid

accommodate characters in the
Turkish keyboard and shift
elements in the table using a key

Data Security Thangaselvan (2018) through matrix key for a more secure increase the time complexity of breaking the
transmutation cryptography
encoded message.
The proposed process allows encryption and
decryption of more characters, particularly
. . - . To extend the traditional | those appearing in the Turkish alphabet. With
Embedding Data Crypted With Modified the Polybius Polybius  square grid to | thisstudy, matrix shifting is introduced, spaces

can already be encrypted, while characters |
and J are now separated in different cells. The

proposed method  was  successfully
implemented in the domain of image
steganography.

Implementation of Nihilist
Cipher Algorithm in Securing
Text Data With Md5
Verification

Haryannto, Zulfadly,
Daifiria, Akbar, &
Lazuly (2019)

Altered the placement of
the elements in the
Polybius square grid

To use the Polybius square with
varied character arrangements
elements using the Nihilist
cipher and MD5 technology for
a more secured encryption and
decryption

The proposed method produced a more secure
ciphertext due to layers and diverse processes
being conducted.

4.1 An Extended Version of the Polybius Cipher left to right without repetitions. Any remaining letters not
used in the keyword are then filled in the remaining cells in
alphabetical order. Next, digits are placed in ascending order,
followed by the special symbols arranged according to their
ASCII value. Table 4 shows how the extended Polybius

square would appear using the keyword “POLY2013”.

In [56], the Polybius square was extended into an 8x8 matrix,
also to include digits and symbols. This modification allows
extensive coverage for encrypting messages with characters
other than letters of the English alphabet. The study also
introduces a keyword to variate the arrangement of characters
in the matrix. The keyword is plotted from top to bottom and
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Table 7: Magic square with music notes

Table 4: Extended Polybius square
3

1 2 4 5 6 7 8 C D E F G A

1 P 0 L Y 2 0 1 3 c 26 35 1 19 6 24

2 A B C D E F G H 4 8 A S F X

3 | J K M N Q R S D 17 8 28 10 33 15

4 T U Vv W X z 4 5 Q H 1 J 6 ¢

5 6 7 8 9 ! “ # E 30 12 14 23 25 7

6 $ % & ‘ ( ) * + 3 L N w Y G

7 s - . / : R < = F 3 21 5 32 34 16

8 > ? @ i \ ] N — C U E 5 7 P

G 31 22 27 9 2 20

. . 4 \% 0 [ B T

The study also proposed a unique way of encrypting the A 7 13 36 18 11 29
plaintext. Each character in the plaintext is identified D M 9 R K 2

according to its relative position in the string, whether odd or
even. All odd positioned characters (1%, 3", 5") are encrypted
by combining the row number first, then the column number
next. On the other hand, all even positioned characters (2”“,
4™ 6"™) are encrypted by combining the column number first,
then the row number next. With this approach, breaking the
code using frequency analysis may be made difficult. For
example, encrypting the plaintext “AJPDJCTA” will resultin
the ciphertext “2123114232324112,” as seen in Table 5.

Table 5: Encryption using extended Polybius square

Plaintext A J P D J C T A
Position 1 2 3 4 5 6 7 8
Ciphertext 21 23 11 42 32 32 41 12

Table 5 shows that although the characters ‘A’ and “J” have
appeared twice in the plaintext, its ciphertext is not the same
as they appear in different positions. Looking at the
ciphertext for the character “J’ at position five and character
‘C’ at position six may denote confusion and difficulty when
decrypting as both have the same ciphertext values.

When decrypting a message, it is important to note the odd
and even positioned characters first before matching the
ciphertext to the extended Polybius matrix. For instance,
decrypting the ciphertext “2123114232324112” results in
‘AJPDJCTA,’ as seen in Table 6.

Table 6: Decryption using extended Polybius square

Ciphertext 21 23 11 42 32 32 41 12
Position 1 2 3 4 5 6 7 8
Plaintext A J P D J C T A

4.2 A Modified Version of Polybius Cipher Using Magic
Square and Western Music Notes

The proposed system of [39] introduced a novel way of
implementing the Polybius cipher through the use of a unique
6x6 magic square and musical notes. To come up with a
magic square, each cell is identified with an integer from 1 to
36 while ensuring that the sum of the numbers in any
horizontal, vertical, or main diagonal line is always equal
[60]. In the case of a 6x6 matrix, the sum should equal to 111.
After, letters ‘a’ to “z’ are plotted in cells 1 to 26 based on
their order in the alphabet. On the other hand, digits 0-9 are
placed in cells 27 to 36 in ascending order. As the magic
square uses music notes for the cipher, all rows and columns
are denoted with the notes C-D-E-F-G-A. Table 7 shows a
sample magic square with its corresponding elements.

Character ‘A, being the first in the alphabet, is placed in the
cell with the value 1 located at the 1% row 3™ column. The
digit 0, which is identified as 27" in the sequence, is placed at
the 5 row 3" column.

To encrypt the string ‘MARCH24’, each character is
substituted using the magic square to retrieve the
corresponding music note value, as shown in Table 8. To
decrypt a given musical note sequence, match the pair of
notes to the magic square to retrieve the equivalent plaintext.

Table 8: Encryption using the magic square
[ Plaintext [ m [ AT R T Cc [ HT 2 4]
[ Ciphertext | AD | CE | AF | FC | bD | AA [ GC |

Each time the sequence of integers in the magic square
changes, the arrangement of all elements will also shift. Thus,
forming varied substitution values for every unique magic
square.

4.3 A Hybrid Polybius-Playfair Music Cipher

The paper [61] presented a hybrid modification of the
Polybius and Playfair cipher, which translates messages into
a series of musical notes. First, the plaintext is converted into
Playfair digraphs and then encrypted using a key matrix.
Table 9 shows a sample Playfair key matrix in a Polybius
square labeled with five major music chords ‘ABCDE.’ It can
be observed that 1/J share the same cells, which means that
they use the same substitution value BA.

Table 9: Hybrid Polybius-Playfair key matrix
A

B C D E
A B L A Y F
B 13 R B C D
C E G H K M
D N 0 Q S T
E U v W X Z

The resulting Playfair ciphered text will be re-encrypted
using the Polybius square of the same key matrix. The
generated output will be musical equivalents of the Polybius
cipher. Table 10 shows how the string ‘HELLO WORLD"’ is
encrypted using the hybrid technique. To decrypt a message,
the process is done in reverse order by matching the chords
with the generated matrix.
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Table 10: Encryption using Polybius-Playfair cipher

Plaintext HELLO WORLD

Playfair HE LX Lo wo RL DX
Digraph

Playfair

Ciphor KG Yv RV VQ GR zc
E‘i’"ﬁ’]&;'rus CDCB | ADEB | BBEB | EBDC | CBBB | EEBD

4.4 Development of Modified Polybius Technique for
Data Security

The proposed Polybius Square in [44] uses a 6X6 matrix
rather than a 5X5 matrix. In this study, the square now
includes numbers instead of just letters. This allows more
combinations of characters, thus increases its capacity.
Moreover, two different characters do not hold the same cell,
in the case of characters | and J. With this, there is no
possibility of making mistakes in decrypting the ciphertext.
The proposed matrix shown in Table 11 consists of both the
alphabets and numerals filled without repetition from left to
right of columns 1 to 4, then top to bottom of columns 5 to 6.

Table 11: Modified 6x6 Polybius square

1 2 3 4 5 6
1 A B C D Y 4
2 E F G H VA 5
3 | J K L 0 6
4 M N (6] P 1 7
5 Q R S T 2 8
6 6] \Y W X 3 9

Encrypting a plaintext using this proposed method still

follows the traditional approach to the Polybius cipher.
However, more characters can now be encoded and decoded
with the extended matrix. To encrypt, each character from the
plaintext is matched with the matrix to retrieve its respective
bigram. For instance, the plaintext CIPHER is translated as
13 33 44 24 21 52, as presented in Table 12. With the varied
arrangement of letters, this modified Polybius square allows
the generation of a distinct ciphertext sequence as against the
traditional method.

Table 12: Encryption of the plaintext CIPHER
C I P E

Plaintext H R
Modified PS 13 33 44 24 21 52
Traditional PS 13 24 35 23 15 42

4.5 Development of a Modified AES algorithm for Data
Security

This study proposes the use of the Polybius square in the key
generation process as an integral component of the modified
AES algorithm [44], as shown in Figure 4.

The Polybius square in this study is a 6x6 matrix composed
of letters and numbers arranged in an extended but static
layout, as presented in Table 13. Here, row and columns are
identified by digits 0-5 instead of the traditional 1-6. Since
the matrix is extended, no characters share the same cell any
longer, and more characters can be processed.

Table 13: A 6x6 Polybius square
2

s<l0|Zo[>|-
o|o|C|O|—|0O|w
~NR | <Ll oo s
o|n| SO X|m|o
o|lw| X[I|r|mo

oo s|w|rn|-
UIIN|H|(Z|T|w
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I PlainT ext (320 bits) |

Initial Key from - i
Polybius Square

| CipherText (320 bits) I

Figure 4: Modified AES with Polybius square [44]

The key generation process requires a string input that can be
composed of letters A to Z and digits 0 to 9. Using the static
matrix, characters are substituted as a bigram. The bigrams
represent the combination of the row and column headings as
value. For example, the plaintext SECURE is encoded into 30
04 02 30 25 04 as the equivalent ciphertext. The output from
this process is then used as an input to their modified AES
algorithm.

4.6 A Novel Structure of Advance Encryption Standard
(AES) with 3-Dimensional S-box, RSA based Key
Scheduling and modified 3- Dimensional Polybius Cube
Encipherment

In this study, AES is strengthened by using a 3-dimensional
Polybius square for key generation. The cube contains the
Latin alphabet, numbers, and symbols in a 9x9x9 matrix [45],
as presented in Figure 5. To be able to use the substitution
method, the value must be located along the x, y, and z-axis.
However, the study uses only two faces of the cube wherein
the  substituted wvalue is retrieved using a
row-column-position process. For instance, character P from
the plaintext COMPUTER is encrypted using the proposed
study. First, the row and column indices of P are identified
based on the Polybius cube in Figure 5, wherein row = 4 and
column = 2. Next, the character position is used to retrieve
the substitution value from the other side of the cube, wherein
position = 3. Therefore, the ciphertext equivalent of P is 42G,
as shown in Table 14. In this modified method, ciphertext
values are represented as a trigram instead of a bigram.

Table 14: Encryption using modified AES with Polybius

Plaintext C o) M P U T E
Position 0 1 2 3 4 5 6 7
Ciphertext 42G
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— = Position

Figure 5: 3-Dimensional Polybius square [45]

4.7 A Moadified Polybius Square Based Approach for
Enhancing Data Security

A 6x6 Polybius matrix is introduced in [62], as shown in
Table 15, which is composed of the English alphabet and
numerals 0-9. The digits are first added in the matrix in
ascending order, then followed by adding in the letters “a’ to
z”’
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retrieve the number of rotations by finding the sum of its
ASCII values modulo length of the ring. With the total ASCII
sum of 654, the outermost ring is rotated clockwise by 14
times (654%20=14). The second outermost ring and the inner
ring is rotated 6 (654%12=6) and 2 (654%4=2) times,
respectively. The new matrix after ring rotation is shown in
Table 18.

Table 18: Ring rotated Polybius square

\i

N |©oflw|N|e
R|lOo|lo|o|—|0o

glo|=|alo|x
A3 | ===

oo~ |N[<
wle|-lola

Presented in Table 19 is the encryption of the given key
‘sastra.” Each character must be identified with their relative
coordinate in the new matrix and then matched with the
corresponding value in the original matrix using its
coordinates. For instance, the character ‘a’ in the new matrix
is located at position (5,5) and therefore replaced with ‘s’
based on the given value in the same position from the
original matrix.

Table 15: Polybius square with elements Table 19: Encryption using the modified Polybius square
0 1 2 3 4 5 Plaintext s a s t r a
6 7 8 9 a b Coordinates (5.2) (5,5) (5,2) (3,1) 4,2) (5,5)
c d e f g h Ciphertext p s p c j s
i j k | m n
0 p q r S t . . o
m m w < v . 4.8 Embedding Data Crypted with Extended Shifting

The study proposes the use of the plaintext as a key to
transmute the matrix through ring rotation, transposition, and
row reversal. First, the matrix undergoes row reversal by
swapping the values in the row such that the 1% element
becomes the 5" element, and the 5™ element becomes the 1%
element. The same is applied for each remaining element in
the row. For instance, row 1 consisting elements “0|1|2|3|4|5
becomes ‘5|4|3|2|1.” Table 16 shows the new matrix after
applying row reversal.

Table 16: Row reversed Polybius square

5 4 3 2 1 0
b a 9 8 7 6
h g f e d c
n m | k j i
t S r q p 0
z t X w \ u

In the next step, the transposition is done wherein each
corresponding row will be rewritten as columns. For
example, row 1 consisting of elements ‘5/4|3|2|1" becomes
column 1 with the same values. The new matrix after
transposition is shown in Table 17.

Table 17: Transposed Polybius square

5 b h n t z
4 a g m S y
3 9 f | r X
2 8 e k q w
1 7 d j p \
0 6 c i 0 u

Lastly, the matrix undergoes a ring rotation based on a given
key. In this case, the given key is “sastra.” The key is used to

Polybius Square Supporting Turkish Character Set

The paper [63] presented an extended Polybius Square by
incorporating Turkish characters in a 10x7 grid. This
improved version also introduced a process of shifting
elements based on a given key; therefore, it creates unique
substitution values every time the matrix components shift.
The elements of the extended matrix are shown in Table 20.

Table 20: Polybius square with Turkish characters

01 02 03 04 05 06 07
01 A B C C D E F
02 G G H | i J K
03 L M N o [6) P R
04 S S T U U \Y Y
05 Z Q X W 1 2 3
06 4 5 6 7 8 9 0
07 . s : ; + - *
08 / ! # $ %
09 & = < > ? [
10 1 — ( ) { 3

In order to encrypt plaintext ‘AZ GIT,” a shifting value must
be selected to generate a new square. For instance, the shift
value is ‘0052’, thus, creating a new square, as shown in
Table 21.

Table 21: Shifted Polybius square

01 02 03 04 05 06 | 07
01 B # $ % & = <
02 > ? @ [ 1 \ 7
03 ( ) { 1 A B C
04 C D E F G G H
05 I i J K L M N
06 0 6] P R B S T
07 U 0 v Y Z Q X
08 W 1 2 3 1 5 6
09 7 8 9 0 ) )
10 ; + - * I !
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After a new square is created, each character from the
plaintext is translated to the ciphertext in a 4-digit format. In
the given example, ‘AZ GIT’ is converted into
‘030507051006040505020607°, as shown in Table 22.
Providing that the shifting key is known, the decryption
process can be done by taking 4-digit numbers each time and
matching it with the matrix.

Table 22: Encryption using shifting Polybius square

[ Plaintext [ A [ zZ J@pace) [ G [ 1 [ T ]
| Ciphertext | 0305 | o705 | 1006 | 0405 | 0502 | 0607 |
The proposed method was successfully tested by

implementing it in a steganographic algorithm. Since
ciphertext value for every character falls into the range of
0101 to 1007, it can be used to alter the least-significant bit of
an image to carry encrypted messages without causing
distortion in the file.

4.9 Implementation of Nihilist Cipher Algorithm in
Securing Text Data with Md5 Verification

The study [50] proposed the use of Polybius Square in
encrypting messages. Though the study uses the traditional
5x5 Polybius matrix, the arrangement of the characters
differs. Based on the given example in [50], letters are placed
top to bottom per column instead, as shown in Table 23. The
study also proposed the use of a key to further enhance
security in encrypting and decrypting messages.
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Table 23: Polybius square used in Nihilist cipher

g lw|IN|F-

mio|o(wm|(>|~
X =lT|O|T|N
o|0o|Z[Z|r|w
C|H|wn|[o|lo|s
N|<[X|=|<]|o

For encryption, the plaintext and the key are converted into
its equivalent ciphertext based on the given matrix. Each
character’s converted values will then be added together to
come up with the final ciphertext. Table 24 shows how the
plaintext ‘KASKUS’ is encrypted using the key ‘CENDOL.’
For instance, the character ‘K’ from the plaintext is converted
as 52. The character ‘C’ from the key is turned to 31. The
value for the final ciphertext will be 83 (52+31=83).

Table 24: Encryption using Nihilist cipher
K

Plaintext A S K U S
Ciphertext 52 11 34 52 54 34
Key C E N D 0] L
Ciphertext 31 51 33 41 43 13
Final Ciphertext 83 62 67 93 97 47

To decrypt a message, the key must be known. The key is
converted to ciphertext using the matrix, and then it is
subtracted from the encrypted message. The result will be
matched to the given Polybius Square to retrieve the original
message.

Table 25: Indexed features and methodology

Study Extended / More characters Use of a New encryption and Modified character Used along with other Mgﬁ'::;‘iet;e
/ No sharing of cells secret key decryption process arrangement in the grid cryptographic systems ciphertext
1 v X X X X X
2 v X X v X v
3 i X v v v X
4 v X X v X X
5 v X X X v X
6 v X v v 7 /
7 v v X v X X
8 v v v M M X
9 X N4 v X N X

5. CONCLUSION

In this paper, a brief review of the usage, problems, and
improvements made to the Polybius Square along with its
hybridization paired with other cryptographic algorithms has
been done.

It is concluded that the Polybius encryption, despite being a
classical technique, is still relevant up to this day. The
Polybius cipher is still very effective in performing its task in
securing data, especially when added to other cryptographic
algorithms, as proposed in the studies of [44], [45], leading to
reduced vulnerability from attackers. With the status quo, the
Polybius cipher, together with other classical ciphers, remain
significant regardless of the existence of modern cipher
technologies. This study shows that current cryptographic
methods continue to use the Polybius-based ciphers and other
classical ciphers, such as in cipher process integrations and
hybridizations [44], [45], [61].

Problems such as the limited number of characters in the
square grid, the sharing of a cell for letters I and J, and the
absence on the use of the secret key for encryption, has been
addressed on the recent works on the Polybius square
[41]-[43], [56], [59], [63].

To overcome the abovementioned drawbacks, improvements
and modifications were done by introducing the concept of
the secret key [61]-[63] and increasing the capacity of the
cipher by extending the grid to a bigger matrix, allowing
more characters to be encoded. The extension of the Polybius
square ensures no two characters share the same cell [39],
[44], [45], [56], [59], [62], [63]. The indexed improvements
made on the Polybius cipher is shown in Table 25.

However, the risk of attacks through frequency analysis has
not yet been fully addressed even by existing modifications.
An attempt is made by [56], as discussed in section 4.1 of this
paper. However, the modification is not optimal.
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In general, the simplicity and flexibility of the Polybius
encryption have laid the foundation for better ciphertext
generation and security performance. Furthermore, a
perceived increase in security is one of the many benefits
attained in the modification and improvements of the
Polybius cipher.

6. RECOMMENDATIONS

The primary limitation of this literature review is the lack of
prior research studies on resolving the drawback extent on
frequency analysis attack. This prompted the authors to only
include and review existing solutions on the concerns in
relation to matrix size and secret keys, as well as
hybridization, and process integrations of the Polybius
square.

While current works relating to the Polybius square have
established better cryptography, more improvements can still
be made since security against attacks using frequency
analysis is not optimal. Future works may focus on: (1)
increasing its complexity through randomization such as the
use of dynamic matrix controls, chaotic systems or random
numbers, (2) introducing a new process for encryption and
decryption, (3) hybridization with other cryptographic
techniques, and (4) integrating the traditional Polybius cipher
and its improved versions along with modified modern
cryptographic algorithms such as AES, DES, Blowfish, and
the likes. Further, future researches may focus on the
modifications that will resolve issues regarding frequency
analyses.
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