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ABSTRACT

The article shows that at the current stage of development of
modern universities, it is necessary to ensure the functioning
of the educational environment, which will fully realize the
conditions for academic mobility, communication and
cooperation between research and teaching staff (RTS) and
students. That is, it is necessary to introduce a cloud-oriented
educational environment of universities (COEE) for more
efficient organization of the academic community, which
brings together both RTS and students. It is shown that for
the effective implementation of COEE in universities it is
necessary to develop new models that reflect the main
components of COEE, processes and the relationships
between them. There is proposed a multi-cloud COEE model
based on the principles of modular arithmetic. The proposed
modification of COEE will increase the reliability of storage
and processing of data shared by the academic community of
several universities at once, both for scientific work and for
exchanging experience in introducing advanced teaching
methods and new educational and methodological
developments of university research and teaching staff who
participate in the project. There are analyzed the models of
reliable storage of large volumes of data for COEE. There
are shown the advantages of models based on modular
arithmetic over models based on a positional number system.
So, for example, the probability of COEE failure on the basis
of an excess system of residual classes (RCS) is
approximately 4,5-5 times less than for a system based on
replica storage.

Key words: cloud-oriented educational environment of
universities, modular arithmetic, excess system of residual
classes, reliable data storage.

1.INTRODUCTION

A significant increase in the amount of information used
for learning has become a distinctive feature of leading
universities around the world. Due to the work of leading
universities, for example, such as Oxford, Cambridge (Great
Britain), Stanford, California Technological, Harvard (USA),
etc., which, in addition to educational activities, conduct
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active scientific researches over the past decades, hundreds
of terabytes of various theoretical and experimental data
have been accumulated in the most different areas of human
activity [1], [2]. Moreover, the volume of obtained data will
continue to increase steadily and with a high probability will
reach exabyte marks in the coming decades. Following the
paradigm of globalization of modern education, the
information obtained in the course of research becomes
available to all members of the scientific community,
wherever members of research teams are geographically
located. Of course, this does not apply to research results
aimed at improving the defense capability and security of the
state, but this aspect of storing research results is not
considered in this article. In this situation, the tasks
associated with reliable storage and data management
become fundamental. Moreover, the lack of ways for
adequate solution of them in the future will lead to
significant economic and functional losses for many
universities that do not seek to develop cloud technologies,
as one of the most promising ways to solve this problem.

We should that, according to many researchers [2]-[5], in
order to increase the reliability of data processing and
storage, computer network architectures with distributed data
storage should be actively introduced. And the technical
aspect of this problem is no less important than the
pedagogical methods and techniques used to prepare
specialists in various fields of activity at universities.

The relevance of the research on the subject of the article
is due to the fact that today the requirements are constantly
growing both for the effective technical and hardware
component of the educational process organization, and for
its quality. Today there are new opportunities for the
comprehensive development of students of the XXI century,
new, more effective information and communication
technologies (ICT), in particular cloud-oriented educational
environments (COEE), are developing rapidly. The
introduction of COEE in the higher education system will
allow the creation of such management and educational
structures of universities that will provide not only unlimited
access to electronic educational resources, but also the latest
conditions of communication and cooperation for those
higher educational institutions (HEI) where there are no
powerful IT departments and financially -technical resources.
In turn, while organizing the COEE, aspects of the problem
related to the construction of highly reliable schemes for
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storing and processing
sufficiently considered [6].

Innovative changes in the HEI contribute to the
comprehensive development of the student’s personality in
the implementation of the paradigm of continuing education
of research and teaching staff (RTS), to the formation of the
values of a democratic society.

In a modern society, open to all and aimed at the
development of education, a key role belongs to the RTS,
which is entrusted with the comprehensive development of
students, the disclosure of their potential and the formation
of a successful person and specialist. Along with this, it is
necessary that the university has professional and competent
RTS with a high level of motivation, always ready to help
students. The professional activities of the university’s RTS
are becoming more complicated: new technological and
pedagogical technologies are being introduced, the content of
education is changing, new activities are appearing, which,
in turn, require the systematic development of information
competencies (IC) not only of all subjects of education, but
also of technical specialists involved in the implementation
of new IT in the educational process.

large-dimension data are not

2.REVIEW AND ANALYSIS OF PREVIOUS
STUDIES

In recent years, interest in education has increased
significantly, and RTS are increasingly turning to Internet
services to use ICTs for communication, cooperation and
corporate work, and the rapid development of cloud services
has become a leading trend in solving the problems of
educational mobility of all participants in the educational
process.

The solution of these problems are socially significant
tasks of both technical and pedagogical science.

Let note that the basis of the study of COEE is a number
of scientific results that reflect the introduction of ICT in
universities [6]-[8].

A theoretical analysis of scientific works by leading
scientists in the field of education, a study of the experience
of ICT and cloud services use in the educational process, and
university management, indicates the presence of
contradictions between [9], [10]:

- the growing influence of ICT on the development of
higher education and the lag in theoretical and
methodological research in problems of their systematic use
in the educational process;

- significant didactic potential of COEE and the absence
of theoretically substantiated models and effective methods
of its use in universities;

- the increasing demands of society for the organization of
the educational process at universities and the low level of
ICT and COEE use;

- the presence of a significant amount of programmatic,
educational, methodological and didactic support for the
educational process and the lack of shared access to it;

- significant technological potential of COEE and low
educational mobility of participants of the educational
process;

- the intensive development of ICT and the speed of
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updating the content of educational programs, in particular
on technical and information disciplines, ensuring the
formation of IC students.

Therefore, the problem of the scientific and theoretical
justification and development of COEE, taking into account
the practical needs of teachers and the requirements of
society for the organization of the educational process, is not
fully resolved. The latter, in turn, negatively affects the level
of development of the IC of the subjects of educational
process and ensuring their educational mobility [10], [11].

Significant scientific contribution to the theory and
practice of cloud computing was made by such scientists as
G. Alonso [12], R. Buyya [4] and others.

In works [4], [8], [12], [13], there were considered
theoretical and practical aspects of increasing the reliability
and availability of data stored in cloud systems, as well as
various architectural solutions used for cloud computing.
However, it is worth noting that these approaches are mainly
designed for large players on the cloud technology market
[14], [15], and often do not take into account the specifics of
COEE, for which often the priority is not the speed of
encoding and decoding information in the cloud, but the
reliability of the system . The last circumstance is dictated by
the fact that the COEE often stores the results of many years
of research conducted by the RTS and students and their loss
may lead to a loss of priority in new innovative research
areas, which today determine the face of leading world
universities and institutes.

In this regard, as was shown in [16]-[18], it seems
appropriate to analyze the possibility of creating a COEE on
an architecture that involves the use of residual classes in a
data storage subsystem. This will provide reliable and fault-
resistant data storage in the cloud system.

Using the system of residual classes (RCS) [19]-[21] and
the data distribution scheme in COEE, it is possible to create
new schemes for storing, distributing, and processing data in
university cloud environments. And such an approach will
ensure high reliability, authenticity and constant availability
of information for the entire academic community without
reference to geographical location.

Therefore, the relevance of the study on the development
of the theoretical and methodological foundations for
designing a cloud-oriented educational environment of the
university is determined by the need to formulate a new
direction of applied research on the theory and methodology
of developing and using COEE, aimed at the development of
IC of RTS and students of higher educational institutions.

3. THE PURPOSE

The purpose of the study is to analyze the problems of
developing the theoretical and methodological foundations
for designing a cloud-oriented educational environment of
the university (COEE) and to justify the structural scheme of
its interaction with the methodological centers of the
ministry based on the use of cloud technologies, as well as
increase of the fault-resistance and reliability of data
processing and storage schemes in COEE with adjustable
redundancy.
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In order to achieve the purpose of the study, it is
necessary to solve the following tasks:

to develop a conceptual model of cloud data storage
architecture for a large university, in the context of analyzing
COEE as a large-scale distributed storage system consisting
of many independent storage servers, as well as to compare
approaches for data storage in COEE based on data
replication and RCS;

to analyze the development problems of cloud COEE not
only in the context of a technical task, but as an example of
the structural interaction of the ministry’s methodological
centers with university’s RTS using cloud technologies;

to conduct testing and modeling of distributed long-term
storage of data with a large capacity in the cloud of
universities.

4. METHODS AND MODELS

4.1. Conceptual model of the cloud data storage
architecture

The concept of COEE is based on two components:

1) the need to integrate disconnected data in a single
repository, access to which has not only RTS and students of
this university, but scientists and methodologists of other
educational institutions;

2) the need to separate the data sets and applications that
are used in the process of operational processing, and, for
example, can be used in applications.

The conceptual cloud data storage (CDS) scheme for
universities is presented in the form of the following scheme,
see Figure 1.

Data collected from various sources is stored in a
repository. Description of relevant data is in the repository.

In our study, CDS is considered as a large-scale
distributed data storage system. Moreover, CDS may include
many independent servers for storing data or other
information arrays.

Data source l Data storage l

fe——Request .
—— Data —» Data Data —» P;;f:nm"qﬂ
Internal sources otinformation
Integrity
control i 3
Requirement Information
Snchse f
Designation Usage
Allocation l
1]
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External sources — oy # |— Metadata —»f
Ll repository consumers

Figure 1: Conceptual model of the CDS architecture

4.2. A cloud data storage model for a large university
based on an excess residual class system

Using a data separation scheme (DSS), which is based on
the RCS for COEE, allows to separate data between the
cloud storage facilities of universities. In this case, part of the
data can be stored in different k cloud storage. The number
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of parts may vary depending on the specific requirements for
the COEE. If there are k parts, you can restore the stored
data. Moreover, each part separately does not mean anything.
Data can only be restored in case where all k parts are
assembled together. The disadvantage is that in case of
loss/error in one of the parts, there is no possibility to restore
the stored data.

In order to eliminate this disadvantage, specialists from
the universities of Sh. Yesenov (Republic of Kazakhstan),
together with the Department of Computer Systems and
Networks of the National University of Life and
Environmental Sciences of Ukraine (Ukraine), used an
excess system of residual classes [20]. That is, creating a
data storage and processing system for COEE, there was
used the opportunity to use a different number of modules of
excess RCS. The system used n= k+r of clouds, where k -
working clouds and r - control clouds. If it is necessary to
perform a complete data backup, then it is assumed that
(k<r). If partial data backup is needed then k>r, see Figure 2.
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Figure 2: A model for storing data in COEE usmg an excess RCS
where PNS - a positional number system
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For this model of data storage in COEE, designed for the
interaction of both large universities with each other, as well
as for the interaction with cloud storages of ministries and
departments, the state space corresponds to the workload of a
regular cloud server (ClISer). Therefore, each ClSer can be

X Then the characteristics of the
n

X =[x
entire system are described as follows: i=1
Each user, for example, RTS, a methodologist or a

set by its own capacity -

university student, is specified as a parameter i . Moreover,

Yi—

time unit cost of the COEE operation; Y2 ~ time taken

to detect errors; Ys— time taken to correct the error (or

y3(Pm)_ where P - the probability of data loss). Then,

Y :in -
i1

characteristics of the user.
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The ratio i will determine the relative

effectiveness of the ! —th cloud server of each of the
universities that participate in the program.

Solving this problem allows to get the benefits of joint access
of students and RTS to the cloud data of individual
universities, and thereby to increase not only the
effectiveness of scientific cooperation and learning
outcomes, but also overall reliability, fault-resistance, and
performance of COEE while minimizing the cost of renting
the computing power of third-party providers.

4.3. Problems of development of a cloud-oriented
educational environment of the university

Any learning cycle, including at universities, contains
three main components: purpose, content and learning
process. Therefore, each learning cycle as an element of a
whole system should provide:

actualization of supporting knowledge and motivation of
students to learn;

the formation of new concepts and methods of action;

the ability to apply what is learned to solve problems of
different difficulty levels;

and etc.

Designing the activities of learning subjects in COEE is
the development of complex network communication, see
Figure 3. Therefore, we consider designing for various
aspects of the educational process at the university.

The activities of RTS and students in COEE can be
divided according to the following criteria:

mass character: individual, group, collective;

the presence of subjects of learning: online and offline;

training technology: synchronous and asynchronous;

technologies for learning organization: independent,
design, laboratory, practical;

assessment: self assessment, self-analysis, reflection;

activity: active learning, passive learning;

direction: practical, theoretical.

The activities of learning subjects in COEE are
implemented in order to meet the following needs: learning,
personal development. Educational needs should encourage
the student to increase his level of knowledge and for
interaction with other subjects of learning.

The needs of students' personal development are satisfied
for:

development of own abilities;

development of subject competencies;

interaction with other subjects.

The interaction between the RTS and students can be
carried out by:

checking and evaluating various tasks;

conducting seminars;

implementation of projects.

During the preparation of tasks for practical and
laboratory studies, the RTS develops the tasks:

general - for all parallel groups;

group - for one group;
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for small groups - for students to work in pairs (triples,
fours)

individual - for each student.

The student should carry out such educational activities
in COEE as:

to send completed tasks to the RTS, for example, by e-
mail;

to perform tasks in shared documents;

to provide RTS with the task for the public use.

Assessment of educational achievements of students is
carried out as: individual, group.

During the classes, students can perform individual work
using various services or use in the process of organizing the
implementation  of creative tasks a  conference
communication system for communication with the RTS.

Nowadays, with every year, the role of ICT in the
interaction of the RTS with students is increasing. Therefore,
there is an urgent need to ensure effective interaction
between various categories of RTS, as well as university
methodologists, heads and employees of university
laboratories, in organizing access to regulatory and
methodological materials. This is necessary for their storage,
distribution of methodological recommendations,
instructions, for examinations and quality assessment of
didactic developments of the RTS, for organization of
certification of educational courses, in particular, placed in
the cloud, presentation of the results at various conferences
and competitions, etc.
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Figure 3: The structure of the interaction of the ministry's
methodological centers with university RTS using cloud
technologies

The use of modern ICT, for example, such as Office365 or
Google Docs, makes it possible to solve a number of
problems, one of which is the creation and development of
dynamic virtual methodological subject associations
(VMSA), providing integrated interaction with scientific and
methodological centers of leading universities.

One of the components of the educational process and the
educational environment, in particular, providing a solution
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to such a problem as students' quality control of knowledge,
are methodological associations of RTS in the relevant
industry, for example, RTS who specialize in |IT,
mathematics, physics, and chemistry. It is possible to
improve the quality of the methodological work of the
university at all its levels from the university methodological
association of the RTS to the industrial one using COEE.
Due to the development and distribution of cloud computing
at universities, new opportunities for RTS appear, namely,
the formation of virtual methodological subject associations.

Using COEE in professional work, methodological
associations receive a number of advantages:

access to own materials and documents without reference
to the place and time;

the ability to use video and audio files online, without
additional load on the computer;

Lync communication with other educational institutions
(conducting online lectures, trainings, round tables);

the possibility of forming the path of their own
professional development;

fundamentally new opportunities for organizing research,
project activities and adapting educational material to real
life;

fundamentally new opportunities for transferring
knowledge (online lectures with leading experts in a
particular field of knowledge, webinars, integrated practical
classes, cooperative laboratory work, online communications
with RTS and students from other cities or countries).

5. THE RESULTS OF EXPERIMENTAL STUDIES

In order to confirm the possibility of providing reliable
and safe data storage in the COEE, there were carried out
experimental studies on the basis of the proposed model.

As the mathematical basis for fault-resistant data storage
in the COEE, there were used the basic provisions of the
residual classes system (RCS) [20]-[23].

To analyze the coding and decoding speed of data in
different series of experiments, there were used data
processing centers of three universities: the National
University of Life and Environmental Sciences of Ukraine
(Kiev), the Chernigov National Technological University
(Chernigov, Ukraine), the data center of Sh. Esenov
University (Aktau, Kazakhstan). Indicators of reliability of
data storage for various COEE systems of university are
presented in table 1.

Table 1: HDD failure probability for various data storage schemes
in COEE

Storage system System failure probability (max)
Replica creation 4110 " 12
Excess RCS (6, 2) - (6, 3) 2,52 '10—25
Excess RCS (8, 2) 4,0- 10—12

The Figures 4-7 present the results of experimental
studies. So the Figure 4 shows the probability of information
loss in COEE for various cases of RCS redundancy.

The Figure 5 shows a histogram showing the data
encoding rate (Mb/s) in COEE.

The Figure 6 shows the diagram for analysis and
comparative assessment of the probability of failure-free
operation of COEE, which was created using the RCS
algorithm and data replicas stored in the university data
processing center.
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Since the COEE servers for various universities and other
structures that were examined during the study are created on
different hardware components, the parameters of the HDD
failure statistics used on university servers were analyzed,
see table 2. In case of cloud computing or the necessity of
constant data storage in the cloud, there should be considered
the possibility of joint failure of several disks, although this
event is unlikely.

Table 2: Failure statistics of hard drives used in
COEE for 2 universities of Ukraine and Kazakhstan

Manufacturer Volume Failure probability
HGST 2Th 0,00000051
wDC 6Th 0,000151

Seagate 4Th 0,0000163

The calculation of the reliability indicator of a university
multi-cloud system, which is based on excess RCS, is carried
out by the formula:

P = Zn:Crll ) Pdi 'qnila

i=n—k+1
where =17 Far B = probability that one COEE
server will fail.

k=28 r=123

Calculation results for are shown on

Figure 7.

00002 +
000018 *
0,001 +

000008

(CH)]
# Probability of failure-free operation of COEE system for HGST 2 Tb
 Probability of failure-free operation of COEE system for WDC 6 Tb
Probability of farlure-free operation of COEE system for Seagate 4 Tb

(84)] (8:1)

Figure 7: Cloud System Failure Probabilities

Creation of a single-level COEE using an excess RCS will
improve the reliability of data storage. And the use of
models of joint COEEs will allow to create not only highly
reliable COEEs, but also allow to increase the efficiency of
the academic community of all universities that are ready for
such a format of cooperation.

6.DISCUSSION

Assessment of the reliability of the data processing and
storage parameters in COEEs, which is created on the basis
of RCS, and comparing them with similar positional systems
showed that the first ones have significant advantages. This
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can be explained by the fact that the effect of element-wise
sliding reservation is present in COEE. Also, using RCS, the
ratio of equipment redundancy decreased.

The analysis of the obtained dependences showed the
advantages and greater reliability of the algorithms for
storing and processing data based on RCS. The latter provide
a significant increase in the reliability of COEE without the
need to use additional hardware costs while reducing
redundancy.

According to the results of experimental and
computational studies, it was concluded that COEE based on
RCS allows storing data with high reliability compared to the
currently used data storage systems based on replicas.
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8.CONCLUSION

At the current stage of development of modern universities,
it is necessary to ensure the functioning of the educational
environment, which will fully realize the conditions for
academic mobility, communication and cooperation between
scientists, research and teaching staff (RTS) and students. It
is necessary to introduce such models of the educational
environment, which will make it possible to fully satisfy the
demands of university scientists and RTS on organizing
scientific work and conducting classes of a new type,

enhancing the educational activities of students, the
formation of information competencies and the
comprehensive  development of  personality.  Such

opportunities are provided by the use of a cloud-oriented
educational environment of the university (COEE).

For the effective implementation of COEE in
universities, it is necessary to develop new models that
reflect the main components of COEE, processes and the
relationships between them. A promising model seems to be
the COEE model, which is based on a cloud-oriented
educational environment with the active use of methods of
interactive learning, academic communication, cooperation
and corporate work between RTS and students on the one
hand, as well as on the interaction of RTS and students from
different universities, primarily leading in one or another
subject area. The implementation of intensive forms and
teaching methods in COEE is an essential factor in
increasing motivation for educational and cognitive
activities, the level of emotional perception of data by
students and masters of universities. The COEE model for
the interaction of scientific and methodological centers of the
Ministry of Education with universities opens new
possibilities for the scientific and methodological support of
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the educational process, determines the ways of interaction
both at the level of RTS, the university methodological
association of RTS, and at the level of a city, region or
several states.

There is proposed a multi-cloud COEE model based on
the principles of modular arithmetic. A modification of the
COEE in order to increase the reliability of storage and
processing of data shared by the academic community of
several universities at once, both for scientific work and for
exchanging experience in introducing advanced teaching
methods and new educational and methodological
developments of university research and teaching staff who
participate in the project.

The models of reliable storage of large volumes of data
for COEE are analyzed. There are shown advantages of
models based on modular arithmetic over models based on a
positional number system. So, for example, the probability of
COEE failure based on an excess RCS is approximately 4,5—
5 times less than for a system based on replica storage.
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