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ABSTRACT

To increase the effectiveness of the fight against cybercrime,
developed countries have begun the relevant work to increase
the security of their own information and telecommunications
networks of general and special purpose. Current global
trends in the spread of cybercrime and the intensification of
cyberattacks indicate the growing importance of combating it
for the further development of society, which in turn leads to
the attribution of certain groups of public relations of the
cybersphere to the competence of legal regulation. The
current situation with cybercrime requires constant
improvement of methods of combating cybercrime,
development of information systems and methods aimed at
ensuring cybersecurity in the country. That is why the
authors of this article developed a method for assessing
cybersecurity in a special purpose information and
telecommunications system. During the research, the authors
used the main provisions of communication theory, queuing
theory, artificial intelligence, as well as general scientific
methods of analysis and synthesis. The difference between
the proposed method from the known ones, which determines
its novelty, is the possibility of: detection and qualitative
interpretation of cyber threats; modeling scenarios of extreme
situations caused by the implementation of cyber threats;
assessment of risks that have the characteristics of several
classes and ranking of assets of the information and
telecommunications system according to the degree of their
criticality; perform an assessment of the number of critically
vulnerable assets of the information and telecommunications
system; substantiate the composition and probability of cyber
threats that can cause extreme situations in the information
and telecommunications system; conducting risk assessment
of their implementation in the information and
telecommunications system. The practical significance of the
proposed method is fatigue, that its application allows to
automate the process of analysis of cyber threats and risk
assessment  of  cybersecurity of information and
telecommunications system.

Key words: cyberspace; cyberattacks; protection;
cybersecurity; state security, information and
telecommunication networks, artificial intelligence.

1. INTRODUCTION

The experience of operations (combat operations) in
recent years shows the growing role of information and
telecommunications systems (ITS) for special purposes in
achieving the goal of the operation (combat operations).

The specificity of special-purpose ITS is that on the one
hand they solve the problem of transmission and processing
of information, and on the other hand they should meet the
requirements of survivability while influencing on the
enemy.

In order to disorganize management and achieve
information of superiority by the enemy, devices of
electronic warfare and cybernetic influence on special-
purpose ITS are widely used [1-5].

Cyberattacks on ITS have become a real threat and they
are one of the priority issues of national security and risk
management.

Cybersecurity encompasses all security measures that
can be taken to protect against these attacks. The significant
increase in the complexity and intensity of cyber attacks in
recent years has forced most developed countries to
strengthen their defenses and adopt national cybersecurity
strategies. Therefore, the problem of ensuring the protection
of cyberspace in the world is relevant.

In order to develop measures to combat cyber
influences on special-purpose ITS, the authors propose to
develop a methodology for assessing cybersecurity in
special-purpose ITS [6-8].

That is why the purpose of this article should be
considered a method of assessing cybersecurity in the
information and telecommunications system of special
purpose.

2.PRESENTATION OF THE MAIN MATERIAL

The method of assessing cybersecurity in ITS of the
special purpose consists of the following main stages (Figure
1):
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START

1 ntering the initial
data (V' = {yi})

1) establishing the context of ITS;

2) conducting a security audit in ITS, which includes:
questionnaires; detection of cyber threats in ITS assets;
valuation of ITS assets; threat detection; identification of
typical attack vectors and formation of scenario concepts.

The analysis of cyberthreats in the methodology is
carried out by comparing the identified cyberthreats with
cyberthreats that are available in the knowledge base. Also at
this stage, a list of critical assets and identified vulnerabilities
3 I corresponding to the cyber threat, as well as typical attack
vectors, which are a chain of vulnerabilities, threats and
target assets [6-8].

Based on the obtained result, concepts and connections

2

Analysis of cyber
threats

cenario formatior

—4 between them are formed for further construction of
Risk assessment scenarios. Formally, the initial data of the first stage of cyber
threat analysis and risk assessment are presented by formula
| ).
v
° ITS objects P= {Vi ’Tj ’ Ak' Ra} ' @
ranking where: P is the model of intruder attacks represented by

a chain of wvulnerabilities and threats; Vi is the identified

18— - special-purpose ITS vulnerabilities; T, is the cybersecurity
Decision making J

threat; AK is the target assets attack; R;’ is the attack vector.

3. The formation of scenarios of extreme situations in
é ITS caused by the implementation of cyber threats.

This procedure is based on systematic analysis and
information security research.

As a tool for scenario analysis of the impact of cyber
threats on the occurrence of extreme situations in special-
purpose ITS, it is proposed to use neuro fuzzy models
(Figure 2).

Figure 1: Algorithm for implementing evaluation methods

1. Entering the output data. At this stage, the
operational situation and available data on the possibilities of
cybernetic impact on special-purpose ITS are introduced.

2. Analysis of cyber threats. During the implementation
of this procedure, the following steps are performed:
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Figure 2: General view of the decision tree of the fuzzy model
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The architecture of decision trees is implemented
using fuzzy “IF” rules, which are considered as general
building blocks of the decision tree [8].

The decision tree (DT) is one of the most well-known
methods that are used to obtain classified data from large
data sets.

There are several reasons for their widespread use:

—in many cases, the accuracy of decision trees is
comparable or higher than other classification models [8];

— most decision trees do not require a large number of
parameters for their configuration in the DT construction
[71;

—due to their intuitively attractive topology, the
results of classification models are easy to understand [8].

However, the main disadvantage of existing fuzzy
mathematical models and other methods, which has the
nature of the "black box", is the difficulty of interpreting
the identification model and lack of understanding
(representation) of the interaction between technical
indicators and fluctuations (changes) in time series values.

There are cases in which it is difficult to classify an
object with high accuracy with one or another feature.
These situations are solved due to the possibilities of fuzzy
logic, when we talk not just about belonging to a class,
sign, attribute, but about its degree of belonging.

The data, which is required for the operation of the
algorithm, must be presented in the form of a flat table. All
information about objects (following examples) from the
subject area should be described as a finite set of features
(following attributes). Each attribute must have a discrete or
numeric value. The attributes themselves should not change
from the example, for example, and the number of
attributes should be fixed for all examples.

Let it be that a set of examples T, where each element
of this set is described by m attributes. The number of
examples in the set T will be called the power of this set

ut
Let it be that through {C,,C,,....C,} marked

classes (values of the class label), then there are 3 situations
[3-12]:

1. The set T has one or more examples belonging to
the same class C, . Then the decision tree for T is the letter

that defines the class C, ;

2. The set T has no example (an empty set). Then it is
again a letter, and the class associated with the letter is
chosen from another set that is different from T.

3.The set T has examples belonging to different
classes. In this case, it is necessary to divide the set T into
some subsets.

To do this, choose one of the features that has two or

more different values O,,0,,...,0,. T is divided into

T, contains all the

subsets T,, T,,..., T, where each subset
examples that are relevant to the selected feature O,. This

procedure will be recursively continued until the finite set
consists of examples belonging to the same class.
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The task is to build a hierarchical classification model
in the form of a tree from many examples T. The process of
building a tree occurs from top to bottom.

In the first step, we have an empty tree (there is only a
root) and a source set T (associated with the root).

Then as a result of partitioning n (on number of
attribute values) subsets are received and n descendants of a
root are created, to each of which the subset received at
partition of set T is put. Then this procedure is recursively
applied to all subsets (descendants of a root and further).

The advantage of this approach consists in the fact that
the reuse of the attribute while building a tree is not
excluded and any of the attributes can be used an unlimited
number of times while building a tree.

Let it be that we have X check (any attribute can be

selected as a check) that takes n values A, A,,..., A .

Then the partition T on the test X will give us subsets
T, T,,...., T, with equal respectively A, A,,..., A,.

The only information available to us is how the classes
are distributed on the set T and its subsets obtained by

partitioning by X . This is what we use to define the
criterion.

Let be that Freq (Cj , S) is a set of examples from

some set S belonging to the same class Cj. Then the

probability that a randomly selected example from the set
S will belong to the class C; .

_ freq(C,,S)
sl

According to information theory, the amount of
information contained in a message depends on its

probability
1
IOg 2 F )

Since we have a logarithm with a binary base, the
expression (3) gives a quantitative estimate in bits.

K freq(Cj,T) freq(Cj,T)

Info(T)=">" T T

j=1
We obtain an estimate of the average amount of
information that is necessary to determine the class of the
example from the set. The algorithm uses a theoretical and
information approach. To select the most appropriate
attribute, it is proposed to use the following criterion:

©)

log, .(4)

k T
Info(T)=>_|-"
=l
Then, the criterion for selecting the attribute will be

the following formula:

Gain(X )= Info(T )~ Info, (T ). (6)
The criterion (6) is calculated for all attributes. We
selected an attribute that maximizes this expression. This

attribute makes a check in the current node of the tree, and
then it occurs the further construction of the tree.

®)

-Info(T;),



Then, the node will check the value of this attribute
and further movement on the tree will occur depending on
the experience.

Criterion (6) must be maximized. From the properties
of entropy, it is known that the maximum possible value of
entropy is achieved in the case that all its messages are
equally likely to happen.

In our case, the entropy (5) reaches its maximum
when the frequency of occurrence of classes in the
examples of the set T is equally likely to happen. It is
necessary to choose such attribute that at partition on it one
of classes had the greatest probability of emergence. This is
possible in the case when the entropy (5) will have a
minimum value and criterion (6) reaches its maximum.

In the case of numeric attributes, you must select a
threshold with which all attribute values must be compared.
Let the numeric attribute have a finite number of values.

Let's mark them {Vl,VZ,...,Vn}.

Pre-sort all values. Then any value between V, and
V.., divides all examples into two sets: those to the left of
that value {Vl,VZ,...,Vn} and those to the right
{Vi+1’Vi+2""'Vi+n} :

As a threshold, you can choose the average between

these values V, and V, ,

Vi + Vi +1 (7)

Thus, the task of finding the threshold is significantly
simplified, and we lead to the consideration of all n—1

potential threshold values TH,, TH,,TH,,..., TH, ;.

Formulas (4), (5) and (6) are consistently used for all
potential threshold values and among them is chosen the
one that gives the maximum value according to criterion
(6). Then, this value is compared with the values of
criterion (6), calculated for other attributes.

If it happens that among all the attributes, the
specified numeric attribute has the maximum value
according to criterion (6), then it is chosen as a check.

4. Assessing the risks of cybersecurity in ITS.

This procedure is aimed at identifying risks, their
qualitative and quantitative assessment, as well as ranking
of the considered objects according to the established
criteria, which can be the values of both the integrated
indicator of risks on the object and indicators of certain
types of risks.

This procedure contains recommendations for risk
description, qualitative and quantitative assessment,
selection of assessment scales and ranking of energy
facilities. The procedure for assessing the risks of
cybersecurity in information and telecommunications
systems includes 3 main stages: risk description; qualitative
and / or quantitative risk assessment; ranking of objects.

5. Ranking of objects in ITS.

In this technology, the ranking of objects occurs in
accordance with the magnitude of the risks that may be
posed by cyber influences, information about which is

TH, =
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included in the database of external and internal threats or
factors.
The proposed ranking criterion:

K®={C,R,0}, (7)

K® is the significance criterion; C is the risk

assessment criterion; R is the integrated indicator of the
risks of the affected objects; ® is the object that is
represented by a set of characteristics.

3.CONCLUSIONS

1. Nowadays, the main topic of discussion in the
world should be to strengthen cybersecurity and reduce the
number of cyber attacks in cyberspace.

This problem needs to be solved as soon as possible,
because the created models of cyber weapons have a global
reach, almost instantaneous impact without any way to
obtain warning about its use.

Cybersecurity is the only thing that can prevent
information loss and interference by some countries in the
security of others.

2. In the course of the research, the authors developed
a methodology for assessing cybersecurity in a special-
purpose information and telecommunications system.

The difference between the proposed method from the
known, which determines its novelty, consists in the
possibility of;

the detection and qualitative interpretation of cyber
threats;

modeling scenarios of extreme situations caused by
the implementation of cyber threats;

the assessment of the risks that have the
characteristics of several classes and ranking the assets of
the information and telecommunication system according to
the degree of their criticality;

the assessment perform of the number of critically
vulnerable assets of  the information and
telecommunications system;

the substantiate of the composition and probability of
cyber threats that can cause extreme situations in the
information and telecommunications system;

the conduction of the risk assessment of their
implementation in the information and telecommunications
system.

3. The application of the proposed technique allows to
automate the process of analysis of cyber threats and risk
assessment of cybersecurity of information and
telecommunications system.

Areas of further research should be considered the
development of methods for improving the cyber security
of information and telecommunication systems.
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