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ABSTRACT

The establishment of Information Security Culture (ISC) has
been recommended for improving employees’ information
security in the organization. To date, there is still no clear
guidance or model for assessing and cultivating 1SC for
Malaysian organizations, despite some Malaysian-based
studies being carried out. In order to shed light to this issue,
we reviewed all ISC models developed in Malaysian context
to identify models for particular types of organization in
Malaysia. Three major databases of Web of Science, Scopus
and Google Scholar were systematically exhausted and we
found only six papers from 2000 to 2018 that met our
selection criteria. Our analysis revealed that there is a lack of
validated ISC models have been produced for particular types
of organization. The current model only applicable to
healthcare, library and public organizations in Malaysia. In
addition, there is a lack of consistency in terms of ISC factors
used in the ISC models and there is no common set of factors
could be applied for all type of Malaysian organization. This
review has amplified the need for a more thorough and
in-depth studies for ISC model in Malaysian context.

Key words: Factor, Information Security Culture, Malaysia,
Model.

1. INTRODUCTION

Due to increasing number of information security incidents
that caused by internal employees, scholars and experts
recommended practitioners to establish a positive Information
Security Culture (ISC) to guide employee’s security
behaviour in the organization [1-7]. Since the early of this
millennium, many ISC studies have been conducted from
many aspects to understand and utilize the benefits that this
culture could offer. Until now, there are number of findings
that could be used by academicians and practitioners in terms
of knowledge and applications of ISC.
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Despite these findings, there is little knowledge on how to
assess or establish this culture in Malaysian organization.
There is a lack of study conducted to provide a clear picture of
what have been done in literature that could assists the
practitioners in selecting the best ISC strategy for their
organizations. Based on this motivation, we analyze all 1SC
studies in Malaysian organizations context to synthesize all
the findings in providing a status quo of ISC model in
Malaysia. Since the factors or dimensions of an ISC model are
representing the aspects on how to establish ISC, the review is
focussing on ISC model based on dimensions/factors. Next
section discusses the methodology use in this review followed
by presentation of findings in Section 3. The discussion on the
findings discusses in Section 4 and limitations as well as
future works discusses in Section 5. Finally, the conclusion of
this review is presented in Section 6.

2. METHODOLOGY

This study utilizes the search procedure of [8] to identify and
select the papers to be reviewed as shown in Figure 1. This is
because the searching process in [8] has the similar objective
which is to find the studies that discuss ISC model based on
factors and dimensions. However, our study is focuses on
studies that conducted in Malaysian organizations only. As
such, the first criteria for paper selection is, the paper must
discuss regarding ISC model in the context of Malaysian
organization. Secondly, since this review is to identify the
aspects or elements of ISC, the paper must also discuss the
model based on factors or dimensions.
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references (N=2)

Included

Figure 1: Flow diagram regarding the systematic search, inclusion
and exclusion of studies in [8].
Source: [8]

Furthermore, instead of using eight databases a in [8], this
review only focus on three databases only, which are Web of
Science, Scopus and Google Scholar. While the first two
databases are containing the top quality papers, the selection
of Google Scholar wider the scopes of searching as this
database contain almost all the papers published in other
indexed and non-indexed databases. Master and PhD theses
are excluded from this study. Study by [9] is excluded since
this study is specifically based on review on previous 1SC
studies that not specifically discuss from the context of
Malaysian organization.

3. FINDINGS

The searching process based on aforementioned technique
and criteria has resulted as many as six papers that eligible for
further analysis. This is an indication that despite the
importance of establishing a positive ISC in an organization,
our review found that there are relatively lack of studies have
been conducted to develop ISC model for Malaysian
organizations. Currently, there are only three validated
models have been produced for particular organizations in
Malaysia, which is healthcare, library and public
organization.

As the main objective of this review is to identify ISC model
that could be used as the guidelines to establish ISC in
Malaysian organizations, one of the key elements we are
analysing on these models is the factors or dimensions. These
factors and dimensions are actually representing specific
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aspects, efforts and measure of ISC that could be used as
guidelines to establish ISC in an organization.

Our review found that there are the differences in terms of
factors to establish ISC in each types of organization.
Interestingly, the differences also found in the ISC models for
the same type of organization under study. As shown in
Figure 2, in developing ISC models for healthcare
organization, [10] found four factors of ISC whereas [11]
found twelve factors. Although three factors in [10] which are
security policy, security behavior and security awareness are
also among the factors in [11], clearly there are two sets of
factors involved for the same type of organization as shown in
Figure 2. There are some key factors in [11] that did not
involved at all in [10] such as top management and change
management. Although both studies employed the same
methodolgy which is qualitative, we found out that the most
relevant reason for this difference is both studies were
employed two different concepts in identifying and selecting
the factors. However, since security behavior, security
awareness and security policy are found in both studies. This
suggest that these three factors are important and commaon for
ISC in healthcare organization. This is consistent with [9],
[12] that found these three factors are among the key factors
of ISC in the organization, particularly in healthcare.

As for public organization and library, the model of ISC are as
depicted in Figure 3 and Figure 4 respectively. From the six
factors of ISC model for public organization studied by
[13]-[16], only one factor of policy and procedures was found
to be the same with factors of principles in ISC model for
library. This is becase factor principle in ISC model for
libarary in [17] was referring to security policy. This means
that ISC model for both types of organizations are different
even though public library is also one of the organization
under Malaysian public organization. Nevertheless, since
security policy is the only factor found to be the same, and it
was also found in healthcare organization, this suggests that
this factor is the must for every organization. This is
consistent with [8] that argued ISP is the key factor for any
organization in establishing ISC. It is the main artifacts that
must be presence in an organization in cultivating 1SC [8].
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SCH Security awareness
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Legend:

SLT - Improving Information Security Requires A Long-Term

SEl - Information Security Needs Should Be Determined By

SD - Security Decision Making Should Rely On Facts And Rationality That Security Is Important

SESP - Proper Security Systems And Process Motivate Employee To Adhere To Security Policies And Procedure
SCH - Organizations Must Make Continuous Changes To Improve Information Security

SBI - Employee Should Be Involved In Improving The Overall Organization’s Information Security

SCC - Collaboration And Cooperation Are Necessary For Effective Information Security

SCV - A Shared Security Vision And Shared Security Goals Are Ciritical For Effective Information Security

Commitment

External And Internal Requirements

Figure 2: I1SC Model for Malaysian Healthcare[10], [11]
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Figure 3: ISC Model for Malaysian Public Organization [13]-[16]
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Figure 4: ISC Model for Malaysian Library [17]

4. DISCUSSION

Based on findings above, we found that although ISC is a
culture that recommended to be established in the
organization, there is still lacks of model could be referred by
practitioners in several aspects. First, the model is limited
only to three types of organization, which are healthcare,
public organization and library only. Since there are many
more types of organization such as finance, educational and
military in Malaysia, this scenario creates problems for
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practitioners in establishing ISC in these particular
organizations. Furthermore, the breaches also could happen
to these organizations; therefore, they also need ISC model to
be used as a guideline in improving information security
behavior of employees so that they could minimize the
security threats.

Secondly, the findings suggest that there is no mutual
agreement on the factors of ISC models for each types of
organization. To a certain extent, the factors are different
even though the models are developed for the same types of
Malaysian organization. Since these factors are actually
representing the elements, aspects and effort of ISC, the
findings suggest that there is lack of common aspects to be
used in ISC establishment. Nevertheless, there is one element
that always vital in ISC, which is ISP as the findings show
that all models have this factor. This also means that ISP is a
compulsory in ISC establishment in any Malaysian
organization.

Security policy or Information Security Policy (ISP) is
defined as a statement of the roles and responsibilities of the
employees to safeguard the information and technology
resources of their organizations [18]. It encompasses
established rules that address specific security issues by
providing instructions to the employees as to what they
should do when they interact with the information and
technology resources of their organizations [19]. ISP is one of
the vital tools to ensure the secure use of information assets
and data in an organizational context [24]. It is the first and
foremost requirement for planning, implementing and
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maintaining information security in an organization. Not
having such a high-level policy is regarded as one of the ten
most deadly sins of information security management [25].

According to [26], having formal and documented security
policies in place is an initial step to shape security culture in
an organization. Many studies have considered policies,
procedures, guidelines and ethical codes as important
elements in cultivating 1ISC [17], [27]-[34]. [35] empirically
found that ISC is more positive if the employees read the ISP.
This finding proved the impact and significant role of ISP
towards ISC in an organization. It is even considered as the
best practice in the field of information security management
according to regulations and industry standards (e.g. 1SO
(International Organization for Standardization)/ IEC (the
International Electrotechnical Commission) 27001).

Finally, the findings suggest that despite of the importance of
ISC, there is still lack of clear understanding of what is ISC
concept and model. As argued in [8], every ISC studies tend
to use different concept based on factors and dimension of
ISC and this also happened in ISC models in Malaysian
context. Although [36] argued that ISC concept is still
evolving, a clear and standard concept or model of ISC should
be produced so that it could be used as a reference model to all
organization even though there might be differences in terms
of some aspects.

5. LIMITATIONS AND FUTURE WORKS

Although we believe that we have conducted a thorough
searching process to select the papers in this review study,
there might be some paper missed out due to the limitation in
databases selected. However, as we also included a universal
database of Google scholar, this will minimize the chance of
missing the articles since this database also publishing articles
from most of the other databases.

Apart from that, since this review revealed that there are some
issues of inconsistency of ISC dimensions for particular type
of organization, more studies need to be conducted to
investigate this issue so that a clear ISC model for each type
of organization could be produced. Furthermore, there are
many more types of organization such as finance, educational
and military in Malaysia, more studies should be conducted to
find the solid model for these organization.

We also strongly believe that a standard model that applicable
for all type of organization should be proposed and validated
so that everyone could referring to the same model when
talking about ISC.

6. CONCLUSION
This review provides a clear picture on the current status of

ISC model for particular type or organizations in Malaysia.
Based on systematic search on three major databases, we

120

found that there is a lack of studies has been conducted to
develop and validate ISC model for Malaysian organization.
Currently, only three types of organizations that have ISC
model to be referred, which are healthcare, public library and
public organization. However, we have discovered some
issues in terms dimensions applicable in the ISC models for
these organizations and need further studies.
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