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ABSTRACT

IT organizations are responsible for delivering good IT
services and maintaining IT security to improve their
competitive advantage Both IT security and IT services have
their own international standard and framework. When the IT
service management system (SMS) and an information
security management system (ISMS) are implemented
separately, it can lead to consuming high resources and costly.
This paper is going to focus on the integration of 1ISO 20001
as SMS standard, ITIL v3 as the framework, and I1SO 27001
as ISMS standard. We are going to discuss how the ITIL V3
can be combined with ISO 20001 and ISO 27001 by
scientifically matching the similarities of process, procedure,
and resources. This paper contributes to providing a guideline
for an IT organization that is going to implement SMS and
ISMS standard and framework. In the Appendix section 4, we
also provide a table of process, procedures, and resources
similarities. Therefore, the organization can use the combined
processes in order to reduce the cost of implementing those
standards.
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1. INTRODUCTION

A company or organization is driven to achieve its vision and
mission. Therefore, the management team needs to ensure
business sustainability by implementing good corporate
governance. Corporate governance consists of two
dimensions; conformance and performance [1]. Corporate
conformance focuses on complying with laws, internal
policies, audit requirements, etc. While corporate
performance specifically related to increasing profitability,
efficiency, effectiveness, growth, etc. In this case, the
leadership board must carry out and adjust the system at the
same time. Unsuitable performance and performance without
conformance are going to affect the entire company. The
Committee of sponsoring organizations (COSO) is one of the
conformance management frameworks that can be adopted by
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organizations to evaluate internal controls [2]. There are
several qualified tools that can be adopted to help the board to
get effective corporate performance and conformance.

According to achieve good corporate governance, an IT
organization or department, as a part of the company, need to
implement an IT governance framework[3]. One of the
frameworks is the control objectives for information
technologies (COBIT). COBIT is an internationally
recognized IT Management control framework developed by
the ISACA that can assist IT Organization to develop,
organize, and execute strategies for IT governance[4][5].
COBIT is operated to measure IT Governance by maturity
level. A higher level of maturity in COBIT can be described
as achieving a higher maturity level of IT organization and
maintaining the continuity of IT governance. In implementing
IT service management, the IT department can adopt the best
practice for processes and procedures. One well-known
framework is information technology infrastructure library
(ITIL); where ITIL V3 consists of five stages: service
strategy, service design, service transition, service operations,
and sustainable service improvement [6].

To improve credibility and reputation, several IT
organizations are implementing necessary standards or best
practices as part of the IT governance[7]. Some commonly
used standards are 1SO 20000 (service management system /
SMS), I1SO 9001 (quality management system), and ISO
27001 for information security. The 1SO standards and ITIL
are complemented each other. ITIL is having a common
objective with 1SO 20000 (SMS). As shown in Figure 1 is an
example of the relationship between corporate and IT
governance structure[8].IT organizations that adopt these
standards and international certification granted will gain
more benefits like improved customer and business partner
confidence and satisfaction.

From Figure 1, there are some challenges to align and
integrate several best practices or standards that are needed in
IT governance; as each standard has its own focus, and there
are no standards that can answer all aspects from end-to-end.
When IT organizations adopted several standards and build a



Barra Al Faruq et al., International Journal of Advanced Trends in Computer Science and Engineering, 9(3), May — June 2020, 3514 — 3531

couple of teams to work in it, then it will require considerable
external and internal resources [9]. The implementation of
several best practices has the potential to lead to overlapping
and recurring business processes. And management needs
assurance that governance has been carried out well and
measurably by internal or external parties (certification
bodies). As shown in figure 1 is an example of the
Relationship of Corporate & IT Governance Structure[4].

CONFORMANCE
Basel Il, Sarbanes-
Oxley Act, efc

Driver

PERFORMANCE
Business Goals
Enterprise Governance

IT Governance

: 150 9001
Best Practice

Processes
and Procedures

1SO 20000
(SMS)

10 27001
(1SMS)

Security

QA Procedures ..
Principles

Figure 1: Relationship of Corporate and IT Governance
Structure[4]

Companies that implement ISO 20000 as a standard of SMS
and ISO 27001 for the information security management
system (ISMS), potentially face the four challenges above.
The objective of this paper is to propose an integration of ISO
20000, I1SO 27001, and ITIL implementations to reduce
redundancy and repeated processes.

2. RELATED WORK

The paper proposed improvements to IT governance and
evaluate ongoing services accurate improvement using the
fuzzy and ITIL framework. The use of the fuzzy ITIL
approach model has been found, there searchers could
identify the maturity level of continuous service improvement
[10].

3.SERVICE AND
SYSTEM

SECURITY MANAGEMENT

3.11S0 27001:2013

ISO / IEC 27001: 2013 is an international standard on ISMS.
This standard can help to keep consumer data safe in
government departments and in the private's sector. ISO/ IEC
27001: 2013 explains the condition to guide information
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security management by those who are responsible for
maintaining security in the organization. SMS is part of a
management system based on a business risk approach to
manage, implement, operate, monitor, observe, and maintain
and improve information security in organizations [11].

ISO 27001: 2013 is a standard document for ISMS. ISMS can
provide a general picture of what should be done by a
company. In their efforts to implement security concepts
information in the company. In general, there are eleven
aspects of the usually referred to as control, which must exist
in every company its efforts to implement the concept of
information security. Control, in this case, is things, can be
processes, procedures, policies, and tools that are used as
tools prevention of the occurrence of something that is not
desired by existence the concept of information security, such
as prohibited access to data or confidential company
information.

It is the control of company data security. Some of the
elements that cover this are security policy, information
security organization, asset management, human resource
security, physical and  environmental security,
communication and operations management, access control,
procurement, development, and maintenance of information
systems, incident information security management,
management business continuity and compliance with
applicable procedures.

Information security management system standard 1SO / IEC
27001. This standard is the result of the revision and transfer
of BS 7799-2, which was published by the British Standard
Institute in 2002 which was launched for use in conjunction
with 1SO / IEC 27002. ISO / IEC 27001 is a standard
document ISMS, which provides an overview of what
companies should do in their efforts to improve, implement
and improve information security in companies based on
"best practices” in information security.

ISO 27001 2013 was introduced on September 25, 2013 by
the international organization for standardization (ISO) and
some said it was released in October 2013 [8]. The
introduction of 1SO 27001: 2013 will officially replace 1SO
27001: 2005. Implementation for organizations that have just
implemented I1SO 27001 was in October 2014 and those who
implemented the 2005 deadline to make changes after the
introduction of ISO 27001: 2013 (+/ - October 1, 2015) ISO/
IEC 27001 requires management to examine organizational
information security issues, consider threats, discussions
(vulnerabilities), and their effects systematically.

Management systems also require designing and
implementing the protection of available information and/or
arrangements for other problems that are considered
unacceptable. In addition, another management requirement
is to adopt a management process that complements



Barra Al Faruq et al., International Journal of Advanced Trends in Computer Science and Engineering, 9(3), May — June 2020, 3514 — 3531

information security and continues to meet the organization's
information security needs.

The ISO 27001: 2013 standard was developed more
synchronously with other 1SO versions (e.g. ISO 9001,
20000, 31000). So that there will be an 1SO-based
management system standard. Changes are quite visible,
compared to changes in 1ISO 9001: 2000 to 1SO 9001: 2008. If
the article (the number or structure/structure) of the change in
ISO 9001 does not change, there are only additional words in
some articles, this is very different from ISO 27001, in the
article (both from the number and order/structure) changes to
a lot and at the annex also experienced a change in number.
The field of risk assessment also changes [12].

3.2 1SO 20000:2018

BS 15000 is a precursor of 1SO 20000. It was developed to
give thebest practice guidelines, which resulted in the ITIL.
ITIL provides guidance to users of adequate IT services to
help their business process[13].

British Standard Institution (BSI) organizations are the 1SO
20000 standard initiatives. Two models are based on ITIL
principles and enable IT organizations to have IT services
management certified. 1ISO 20000 promotes "adoption of an
integrated process approach to effectively provide managed
services to meet business and customer requirements”. 1SO
20000 does not specify that the requirements must be met
following ITIL recommendations so that many ways can be
achieved for compliance. ITIL is the most widely used
approach to get an 1SO 20000 certificate [13].

ISO 20000-1 is the latest version of an IT SMS that applies to
all information technology service providers (internal or
external) and organizations depending on the information
technology business, or simply wants to improve IT
SMS[14].

ISO 20000-2 is a code of practice for describing best practices
in the service management process within the scope of 1SO
20000-1. It is useful for organizations and prepares 1SO
20000-1 audits or planning service improvements.

3.3 Information Technology
(ITIL)

Infrastructure Library

ITIL is a de-facto standard introduced and distributed by
government trade offices (OGC) in the UK. The ITIL
approach is the most accepted for IT service management.
ITIL has a structure of repetitive, multidimensional, and life
cycle forms. in addition, ITIL has an integrated approach as
required by the 1SO / IEC 20000 standard[18].

ITIL has several services that can manage ITIL so that ITIL
can run well. Existing services in ITIL include continuous

service improvement, service design, service operations,
services transition, and services trategy.

a) Service Strategy

The ITIL service strategy is guidance about designing,
developing, and implementing service management from the
perspective of organizational capabilities and strategic assets.
The service strategy serves to understand who IT customers
are, what need to be offered to meet customer needs, the
system capabilities and IT resource needed to develop
service, and the requirements for implementing them
successfully.

Examples of service strategies include strategies in the form
of financial management. This strategy is designed for IT
services that aim to manage the requirements for budgeting,
accounting, and charging service providers. Figure 2
represents structure, hierarchy, order, or level of
authority[15][16][17].The following is a picture of the
services management strategy in Figure 2 shows an overview
of the ISO / IEC 20000 document[24].

COSTUMERS
(INTERNAL &
EXTERNAL)

SERVICE MANAGEMENT SYSTEM ( SMS )

CONTEXT OF THE ORGANIZATION
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LEADER SHIP
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PLANNING
*Risk and Oppurtunities * Objectives * Plan the SMS

SUPPORT OF THE SMS
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SERVICE [\
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Figure 2: Service Management System 1SO 20000:2018[24].
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In Figure 2 it is explained that it takes several people who can
be involved in texting. like leadership whose job is to lead and
commit to the company. leadership also has responsibility for
policy, company knowledge, and responsibility.

In addition, SMS must also be supported so that SMS can
work like a competent human being, the human who is aware,
good communication, and good knowledge. SMS is also
supported by operational SMS such as operational planning
control, portfolio services, relationship and agreement,
service design, build, and transition, supply, demand, and
there should be an evaluation and improvement to run this
SMS.

b) Service Design

The Service Design Module (SD) is a certification for ITIL®
Services. The design of IT services includes architecture,
processes, policies, and documentation. This design allows a
company to design services that can help the needs of the
organization. The design process isused in continuous
improvement and service development in the IT lifecycle.
This design is needed to develop, manage, and integrate
service design into the IT services management process. A
good design process can produce good services that can
improve IT alignment with the overall business and user
needs and certification will illustrate the importance of
designing consistent service design practices to achieve
this[19].

c) Service Transition

IT service transitions are guidelines for implementing and
providing services for the transition or temporary suspension
of IT services. In the IT service transition, there are seven
processes such as change management, change evaluation,
release and deployment management, service validation and
testing, knowledge management, and transition planning and
support.

Through the transition phase the service can move and enable
business customers to achieve the desired value. in the
Transition can manage changes in control of assets and
configuration items (basic components such as hardware,
software, etc.) that associated with new and modified systems
such as service validation and testing and transition plans to
ensure that users, support personnel and the production
environment are well prepared to release to production.

d) Service Operation

Service Operation is a lifecycle stage that covers all daily
operational activities in managing IT services. Service
operation aims to carry out activities related to information
technology operations. Inside there are various guidelines on
how to manage IT services efficiently and effectively and
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guarantee the level of performance that has been agreed with
the previous customer.

e) Continual Service Improvement

The following main process is part of the ITIL (CSI)
continuous service improvement phase in the form of service
reviews that regularly review business services and
infrastructure services. The purpose of this process is to
improve service quality and identify more economical ways
to provide services. The CSI works is by evaluating processes
regularly and identifying areas where the targeted process
metrics have not been achieved, and conducting,
benchmarking, auditing, maturity assessments, and periodic
reviews. CSl's initiative to determine specific initiatives
aimed at improving services and processes, based on the
results of service reviews and process evaluations. The results
of initiatives are internal initiatives undertaken by service
providers or initiatives that require customer collaboration.

4. PROPOSED METHOD

Since 2012 1SO updated their outline of high-level structure
for all new and revised management system standards, so
there will be some integration between 1SO standards. The
common structure as shown in Appendix 1. The purpose of
our analysis in this research is to review the standards related
to ISO / IEC 20000 & 1SO / IEC 27001 and their relationship
with ITIL V3 as shown in appendix 2 and 3. The method that
we used to find the relation between ISO / IEC 20000 and 1SO
/ IEC 27001: 2013 is checklist 20000 & 1SO / IEC 27001:
2013 standards will be used as basic analysis. From the first
two standards we will review it and find the linkage in
description assessment (data collection based on documents)
and field assessment (data collection based on observation).
Results that collected through these standards will be
operated in the integration between 1SO / IEC 20000 & I1SO /
IEC 27001 and its connection with ITIL V3 owned by XYZ
institution. Then we developed and designed forms for
clauses, requirements, or similar guidelines for 1SO / IEC
20000 & 1SO /IEC 270001.

Furthermore, we analyze the correlation between standard
requirements and business processes. After the correlation has
been determined ISO / IEC 20000 & ISO / IEC 270001 there
will be a comparison of differences or similarities where the
results of that will be described in the form of matrix mapping
to determine the potential for the integration process. Figure 3
shows the process overview.
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Figure 3. Analyzing Steps

This paper is compiled with a qualitative approach with a
content analysis method where the authors analyze all items
ISO / IEC 20000-1: 2018 and I1SO / IEC 27001-1: 2013
requirements and ITIL® V3. The steps taken are as follows:
Registering all the requirements needed for standard
implementation, Service Management System (SMS) using
ISO / IEC 20000-1: 2011, Mapping between ISO/IEC
20000-1:2011 and ISO/IEC 20000-1:2018[21] . Information
Security Management Systems (ISMS) and 1SO / IEC
27000-1: 2013. Analyze each of the SMS & ISMS clauses
requirements and their relevance to ITIL® V3. Identify and
classify clauses with similarity/similarity approaches and
differences in requirements and processes in the SMS &
ISMS standard. Analyze and develop a form that contains an
integration matrix between SMS & ISMS that can be used as a
reference in the implementation phase.

Although 1SO 27001 and ITIL have different presentations,
they share an approach similar to the PDCA cycle[22], which
facilitates working with them. 1SO 27001 and ITIL relations
can be said to have similarities. Table 4.1 is the use of ISO
27001 and ITIL on PDCA as shown in Appendix 2

Table 1:1SO 27001 and ITIL PDCA Cycles

PDCA 1SO 27001:2013 clauses ITIL stages
Cycle
Plan Clause 4 — Context of the Service strategy

organization

Clause 5 — Leadership
Clause 6 — Planning
Clause 7 — Support

Service design

Service transition
Service operation
Continual service

Do Clause 8 — Operation

Check Clause 9 — Performance

evaluation improvement
Act Clause 10 - Continual Continual service
improvement improvement

The standard 1SO 20000: 2018 requirements in the service
management process can be mapped to the ITIL Stages.
Appendix 3 is a mapping from 1SO 20000: 2011 to the ITIL
stage.

5. RESULT AND ANALYSIS

This paper explains that all management systems based on
ISO standards will use PDCA methodology (Plan, Do, Check,
and Act). This methodology explains the relationship
between 1SO 20000 and ISO 27001 as shown in Appendix 4.
From appendix 4 can be concluded that The Board in the
organization should commit to adapted SMS and ISMS to the
organization and assigned resource for the implementation
process; where senior management should be responsible for
the implementation process. The implementation team will be
creating plans to achieve SMS and ISMS objectives. The plan
will also contain risk methodology, risk register, and risk
mitigation. From our analysis we also explained about
awareness of all participants that implement the 1SO standard
must be properly educated in information security and service
management, know how to communicate the policy that will
be used as guidelines to achieve the objective. The team
should prepare document and note control, SOPs, and
guidelines for all members will be established which allow for
management metrics that will set metrics to measure the
effectiveness of security controls and determine 1SO 20000
metrics to measure process effectiveness. The internal audit
process will detect possible nonconformities and determine
the level of implementation regarding the reference standard
so that it can review the top management of the organization
which must review a series of entry points for the standard.
Finally, corrective/preventive measures for continuous
improvement are about integrated management systems that
can develop corrective and preventive actions to treat
detected nonconformities.

6. CONCLUSION AND FURTHER WORKS

The conclusion in this paper is that the integration is able to be
practically done by matching point by point of each
standardization. In the matching process, the points should be
able to meet the weight of the calculation so that each of these
points has the same value so that it can be said that for that
point it can be declared the same. There isa 41.7 % clause that
are can be integrated between 1SO 20000 and 270001.

Suggestions for future development can be done by adding
integration analysis based on the condition of a company's IT
organizational structure and matching. It is hoped that
integration will save company resources. In the next study the
author.
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Appendix 1: 1SO High-level Structurefor All New andRevisedManagement System Standards[23]

1SO High-level Structurefor All New and Revised Management System Standards
0 Introduction
1 Scope
2 Normative references
3 Terms and definitions
4 Context of the organization
4.1 Understanding the organization and its context
4.2 Understanding the needs and expectations of interested parties
4.3 Determining the scope of the XXX management system
4.4 XXX management system
5 Leadership
5.1 Leadership and commitmen
5.2 Policy
5.3 Organizational roles, responsibilities and authorities
6 Planning
6.1 Actions to address risks and opportunities
6.2 XX objectives and planning to achieve them
7 Support
7.1 Resources
7.2 Competence
7.3 Awareness
7.4 Communication
7.5 Documented information
7.5.1 General
7.5.2 Creating and updating
7.5.3 Control of documented information
8 Operation
8.1 Operational planning and control
9 Performance evaluation
9.1 Monitoring, measurement, analysis and evaluation
9.2 Internal audit
9.3 Management Review
10 Improvement
10.1 Nonconfomity and corrective action
10.2 Continual Improvement
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Appendix 2 : 1ISO 27001 : 2013 Information Security Management System Requirement[24]

1SO 27001 : 2013 Information SecurityManagement System Requirement
0 Introduction
1 Scope
2 Normative references
3 Terms and definitions
4 Context of the organization
4.1 Understanding the organization and its context

4.2 Understanding the needs and expectations of interested parties

4.3 Determining the scope of the information security management system

4.4 Information security management system

5 Leadership
5.1 Leadership and commitmen
5.2 Policy
5.3 Organizational roles, responsibilities and authorities
6 Planning
6.1 Actions to address risks and opportunities
6.1.1.General
6.1.2 Informationa Security risk assesment

6.1.3 Informationa Security risk treatment

6.2 Informationa Security objectives and planning to achieve them
7 Support
7.1 Resources
7.2 Competence
7.3 Awareness
7.4 Communication
7.5 Documented information
7.5.1 General
7.5.2 Creating and updating
7.5.3 Control of documented information
8 Operation
8.1 Operational planning and control

8.2 Information security risk assessment

8.3 Infromation security risk treatment

9 Performance evaluation

9.1 Monitoring, measurement, analysis and evaluation
9.2 Internal audit
9.3 Management Review
10 Improvement
10.1 Nonconfomity and corrective action

10.2 Continual Improvement
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1SO 27001 : 2013 Reference control objectives and controls

A5 Information security policies
A5.1 Management direction for information security
Ab5.1.1 Policies for information security
Ab5.1.2 Review of the policies for information security
A6 Organization of information security
A6.1 Internal organization
A6.1.1 Information security roles and responsibilities
A6.1.2 Segregation of duties
A6.1.3 Contact with authorities
A6.1.4 Contact with special interest groups
A6.1.5 Information security in project management
A6.2 Mobile devices and teleworking
A6.2.1 Mobile device policy
A6.2.2 Teleworking
A7 Human resource security
A7.1 Prior to employment
A7.1.1 Screening
A7.1.2 Terms and conditions of employment
A7.2 During employment
A7.2.1 Management responsibilities
AT7.2.2 Information security awareness, education and training
A7.2.3 Disciplinary process
A7.3 Termination and change of employment
A7.3.1 Termination or change of employment responsibilities

A8 Assetmanagement

A8.1 Responsibility for assets
A8.1.1 Inventory of assets
A8.1.2 Ownership of assets
A8.1.3 Acceptableuse of assets
A8.1.4 Return of assets

A8.2 Information classification
A8.2.1 Classification of information
A8.2.2 Labelling of information
A8.2.3 Handling of assets

A8.3 Media handling
A8.3.1 Management of removable media
A8.3.2 Disposal of media
A8.3.3 Physical media transfer

A9 Access control
A9.1 Business requirements of accesscontrol
A9.1.1 Access controlpolicy
A9.1.2 Access to networks and network services
A9.2 User access management
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A9.2.1 User registration and de-registration
A9.2.2 User access provisioning
A9.2.3 Management of privileged access rights
A9.2.4 Management of secret authentication information of users
A9.2.5 Review of user access rights
A9.2.6 Removal or adjustment of access rights
A9.3 User responsibilities
A9.3.1 Use of secret authentication information
A9.4 System and application access control
A9.4.1 Information access restriction
A9.4.2 Secure log-on procedures
A9.4.3 Password management system
A9.4.4 Use of privileged utility programs
A9.4.5 Access controlto program sourcecode
Al10 Cryptography
A10.1 Cryptographic controls
A10.1.1 Policy on the use of cryptographic controls
A10.1.2 Key management
A1l Physical and environmental security
All.1 Securea reas
Al11.1.1 Physical security perimeter
Al11.1.2 Physical entry controls
Al11.1.3 Securing offices, rooms and facilities
Al11.1.4 Protecting against external and environmental threats
Al11.1.5 Working in secure areas
Al11.1.6 Delivery and loading areas
Al11.2 Equipment
Al11.2.1 Equipment siting and protection
Al11.2.2 Supporting utilities
Al11.2.3 Cabling security
Al11.2.4 Equipment maintenance
Al1.2.5 Removal of assets
Al11.2.6 Security of equipment and assets off-premises
Al11.2.7 Secure disposal or reuse of equipment
Al11.2.8 Unattended user equipment
Al11.2.9 Clear desk and clear screen policy
Al12 Operations security
Al12.1 Operational procedures and responsibilities
Al12.1.1 Documented operating procedures
Al12.1.2 Change management
Al12.1.3 Capacity management
Al12.1.4 Separation of development, testing and operational environments
Al2.2 Protection from malware
Al12.2.1 Controls against malware
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Al12.3 Backup
Al12.3.1 Information backup
Al12.4 Logging and monitoring
Al12.4.1 Event logging
Al12.4.2 Protection of log information
Al12.4.3 Administrator and operator logs
Al12.4.4 Clock synchronisation
A12.5 Control of operational software
Al12.5.1 Installation of software on operational systems
Al12.6 Technical vulnerability management
Al12.6.1 Management of technical vulnerabilities
Al12.6.2 Restrictionson software installation
Al12.7 Information systems audit considerations
Al12.7.1 Information systems audit controls
Al13 Communications security
Al13.1 Network security management
Al13.1.1 Network controls
Al13.1.2 Security of network services
Al13.1.3 Segregation in networks
Al13.2 Information transfer
Al13.2.1 Information transfer policies and procedures
Al13.2.2 Agreements on information transfer
Al13.2.3 Electronic messaging
Al13.2.4 Confidentiality or non disclosure agreements
Al4 System acquisition, development & maintenance
Al14.1 Security requirements of information systems
Al14.1.1 Information security requirements analysis and specification
Al14.1.2 Securing application services on public networks
Al14.1.3 Protecting application services transactions
Al14.2 Security in development and support processes
Al14.2.1 Secure development policy
Al14.2.2 System change control procedures
Al14.2.3 Technical review of applications after operating platform changes
Al14.2.4 Restrictions on changes to software packages
Al14.2.5 Secure system engineering principles
Al14.2.6 Secure Development Environment
Al14.2.7 Outsourced development
Al14.2.8 System security testing
Al14.2.9 System acceptance testing
Al4.3 Test data
Al4.3.1 Protection of test data
A15 Supplier relationships
A15.1 Information security in supplier relationships
A15.1.1 Information security policy for supplier relationships
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Al15.1.2 Addressing security within supplier agreements
A15.1.3 ICT supply chain

A15.2 Supplier service delivery management
A15.2.1 Monitoring and review of supplier services

Al15.2.2 Managing changes to supplier services

Al16 Information security incident management

Al16.1 Management of information security incidents & improvements
Al16.1.1 Responsibilities and procedures
Al16.1.2 Reporting information security events

A16.1.3 Reporting information security weaknesses

Al16.1.4 Assessment of and decisionon information security events

Al16.1.5 Response to information security incidents

Al16.1.6 Learning from information security incidents
Al16.1.7 Collection of evidence
Al7 Information security aspects of BCM
Al17.1 Information security continuity
Al17.1.1 Planning information security continuity

Al17.1.2 Implementing information securitycontinuity

Al17.1.3 Verify, review and evaluate information security continuity
Al7.2 Redundancies
Al17.2.1 Availability of information processing facilities
Al18 Compliance
Al18.1 Compliance with legal and contractual requirements
Al18.1.1 Identification of applicable legislation and contractual requirements
A18.1.2 Intellectual property rights
Al18.1.3 Protection of records
Al18.1.4 Privacy and protection of personally identifiable information
A18.1.5 Regulation of cryptographic controls
A18.2 Information security reviews
A18.2.1 Independent review of information security

Al18.2.2 Compliance with security policies and standards
A18.2.3 Technical compliance review
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Appendix 3: 1ISO 20000 : 2018 Service Management System Requirement[15]

1SO 20000 : 2018 Service Management System Requirement

ITIL V3 Area

ITIL Process

0 Introduction

1 Scope

2 Normative references

3 Terms and definitions

4 Context of the organization

4.1 Understanding the organization and its context

4.2 Understanding the needs and expectations of interested parties

4.3 Determining the scope of the service management system

4.4 Service management system

5 Leadership

Service Strategy

5.1 Leadership and commitmen

Service Strategy

5.2 Policy

Service Strategy

5.2.1 Establishing the service management policy

Service Strategy

5.2.2 Communicating the service management policy

Service Strategy

5.3 Organizational roles, responsibilities and authorities

Service Strategy

6 Planning

Service Strategy

6.1 Actions to address risks and opportunities

Service Strategy

6.2 Service management objectives and planning to achieve them

Service Strategy

6.2.1 Establish Objectives

Service Strategy

6.2.2 Plan to achieve Objectives

Service Strategy

6.3 Plan the service management system

Service Strategy

7 Support

7.1 Resources

Service Design

Capacity Management

7.2 Competence

Service Design

Capacity Management

7.3 Awareness

7.4 Communication

7.5 Documented information

Service Design

Access Management

7.5.1 General

Service Design

Access Management

7.5.2 Creating and updating documented information

Service Design

Access Management

7.5.3 Control of documented information

Service Design

Access Management

7.5.4 Service management system documented information

Service Design

Access Management

7.6 Knowledge

Service Transition

Knowledge Management

8 Operation

8.1 Operational planning and control

8.2 Service Portfolio

Service Strategy

Service Portfolio
management

8.2.1 Service Delivery

Service Strategy

Service Portfolio
management

8.2.2 Plan theservices

Service Strategy

Service Portfolio
management

8.2.3 Control of parties involved in the service life cycle

Service Strategy

Service Portfolio
management

8.2.4 Service catalogue management

Service Design

Service Catalog
Management
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8.2.5 Asset management

Service Transition

Service Asset and
Configuration
Management

8.2.6 Configuration management

Service Transition

Service Asset and
Configuration
Management

8.3 Relationship agreement

Service Strategy

8.3.1 General

Service Strategy

Demand Management

8.3.2 Business relationship management

Service Strategy

Demand Management

8.3.3 Service Level Management

Service Design

Service Level
Management

8.3.4 SupplierManagement

Service Design

Supplier Management

8.4 Supply and demand

Service Strategy

8.4.1 Budgeting and accounting for services

Service Strategy

Financial management

8.4.2 Demand Management

Service Strategy

Demand management

8.4.3 Capacity Management

Service Design

Capacity Management

8.5 Service Design, build and transition

Service Transition

8.5.1. Change Management

Service Transition

Change Management

8.5.2 Service design and transition

Service Transition

Transition Planning and
Support

8.5.3 Release & Deployment management

Service Transition

Release and Deployment
Management

8.6 Resolutionand Fulfilment

Service Operation

8.6.1 Incident Management

Service Operation

Incident Management

8.6.2 Service Request Management

Service Operation

Request Fulfillment

8.6.3 Problem Management

Service Operation

Problem Management

8.7 Service Assurance

8.7.1 Service availability management

Service Design

Availability Management

8.7.2 Service continuity management

Service Design

IT service Continuity
Management

8.7.3 Information Security Management

Service Design

Information Security
Management
Access Management

9 Performance evaluation

Continual service

improvement

9.1 Monitoring, measurement, analysis and evaluation _Contlnual service Service Measurement
improvement

9.2 Internal audit _Contlnual service The 7 improvement
improvement process

9.3 Management Review _Contlnual service The 7 improvement
improvement process

9.4 Service Reporting _Contmual service Service Reporting
improvement
Continual service

10 Improvement .
improvement
. . . Continual service The 7 improvement

10.1 Non confomity and corrective action . P
improvement process

10.2 ContinualImprovement _Contlnual service The 7 improvement
improvement process
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Integration of ITIL V3, SO 20000 & 1SO 27001:2013

Appendix 4: Main Clause Integration of 1ISO 20000, 27000, and ITIL

1SO 20000 : 2018 Service Management System
Requirement

I1SO 27001 : 2013 Information Security Management
System Requirement

Integration?
(1:Integrated/
N:Not
Integrated)

ITIL Area

Sample of Integration

0 Introduction

0 Introduction

1 Scope

1 Scope

2 Normative references

2 Normative references

3 Terms and definitions

3 Terms and definitions

4 Context of the organization

4 Context of the organization

4.1 Understanding the organization and its
context

4.1 Understanding the organization and its context

4.2 Understanding the needs and expectations of
interested parties

4.2 Understanding the needs and expectations of
interested parties

4.3 Determining the scope of the service
management system

4.3 Determining the scope of the information security
management system

4.4 Service management system

4.4 Information security management system

5 Leadership

5 Leadership

Service Strategy

5.1 Leadership and commitment

5.1 Leadership and commitment

Service Strategy

5.2 Policy 5.2 Policy | Service Strategy
5.2.1 Establishing the service management
policy Service Strategy

5.2.2 Communicating the service
management policy

Service Strategy

¢ Signed SMS and ISMS
Policy

e broadcast or
announcement of SMS
and ISMS Policy

e Resource assignment for
SMS and ISMS
Implementation

5.3 Organizational roles, responsibilities and

RACI table for SMS &

authorities 5.3 Organizational roles, responsibilities and authorities | Service Strategy ISMS Management
Document SMS & ISMS
6 Planning 6 Planning Service Strategy Plan

6.1 Actions to address risks and opportunities

6.1 Actions to address risks and opportunities

Service Strategy

6.1.1. General

6.1.2 Information Security risk assessment

¢ Risk Methodology

¢ Risk Register
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Integration of ITIL V3, SO 20000 & 1SO 27001:2013

6.1.3 Information Security risk treatment

¢ Risk Mitigation

6.2 Service management objectives and
planning to achieve them

6.2 Information Security objectives and planning to
achieve them

Service Strategy

6.2.1 Establish Objectives

6.2.2 Plan to achieve Objectives

Service Strategy

Service Strategy

SMS & ISMS Objective

6.3 Plan the service management system N Service Strategy
7 Support 7 Support
Budgeting on SMS & ISMS
7.1 Resources 7.1 Resources | Service Design implementation
7.2 Competence 7.2 Competence | Service Design Training need analysis
e Awareness ISMS
Schedule
e Awareness module
7.3 Awareness 7.3 Awareness .
¢ Induction Process
e SMS & ISMS
Introduction Training
|
7.4 Communication 7.4 Communication | Communication Policy
7.5 Documented information 7.5 Documented information | Service Design
7.5.1 General 7.5.1 General I Service Design
7.5.2 Creating and updating documented Service Desian Document control
information 7.5.2 Creating and updating | g
7.5.3 Control of documented information 7.5.3 Control of documented information | Service Design
7.5.4 Service management system documented . .
. . Service Design .
information N Service catalogue
7.6 Knowledge N Service Transition
8 Operation 8 Operation
8.1 Operational planning and control 8.1 Operational planning and control N
8.2 Service Portfolio 8.2 Information security risk assessment N Service Strategy
8.2.1 Service Delivery N Service Strategy
8.2.2 Plan the services N Service Strategy
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8.2.3 Control of parties involved in the

Integration of ITIL V3, SO 20000 & 1SO 27001:2013

service lifecycle N Service Strategy
8.2.4 Service catalogue management N Service Design
8.2.5 Asset management A.8 Asset management N Service Transition
8.2.6 Configuration management N Service Transition
8.3 Relationship agreement 8.3 Information security risk treatment N Service Strategy
8.3.1 General N Service Strategy
8.3.2 Business relationship management N Service Strategy
8.3.3 Service Level Management N Service Design
8.3.4 Supplier Management A.15 Supplier Relationship | Service Design Contract Record
8.4 Supply and demand N Service Strategy
8.4.1 Budgeting and accounting for services N Service Strategy
8.4.2 Demand Management N Service Strategy
o Capacity Policy &
Procedure
o Capacity Plan document
8.4.3 Capacity Management Al12.1.3 Capacity management | Service Design
8.5 Service Design build and transition N Service Transition
e Change Management
Policy & Procedure
e Security Assessment in
Change Request
Al12.1.2 Change management, A.14.2 Security in e Security Test Document
8.5.1. Change Management Development and support process | Service Transition
8.5.2 Service design and transition N Service Transition
8.5.3 Release & Deployment management N Service Transition
8.6 Resolution and Fulfilment N Service Operation

8.6.1 Incident Management

A.16 Information security incident management

Service Operation

e Incident Management
Policy & Procedure

e Security Incident
(Incident Category)
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8.6.2 Service Request Management

8.6.3 Problem Management

8.7 Service Assurance

8.7.1 Service availability management

8.7.2 Service continuity management

Integration of ITIL V3, SO 20000 & 1SO 27001:2013

Service Operation

Service Operation

Service Design

Z2|\1Z2\Z2|Z2|2

Service Design

8.7.3 Information Security Management

A.5 Information security policies

Service Design

ISMS Audit

ISMS Audit Report

Continual service

9 Performance evaluation 9 Performance evaluation improvement
9.1 Monitoring, measurement, analysis and Continual service Monitoring risk
evaluation 9.1 Monitoring, measurement, analysis and evaluation | improvement mitigation
Continual service
9.2 Internal audit 9.2 Internal audit | improvement ISMS Objective
Continual service monitoring
9.3 Management Review 9.3 Management Review | improvement

Continual service

Internal audit ISMS

Management Review
plan, procedure,
material

Service Level Report

9.4 Service Reporting Al16 Information security incident management | improvement
Continual service Internal Audit process
10 Improvement 10 Improvement improvement
Continual service Internal Audit record &
10.1 Nonconformity and corrective action 10.1 Nonconformity and corrective action | improvement monitoring

10.2 Continual Improvement

10.2 Continual Improvement

Continual service
improvement

Internal Audit Internal
record

Management Review
record
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