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ABSTRACT 
   
Public Platform is designed as an online website for 
researchers to collect reliable data for the study. NVD 
plays a significant role in analyzing The result of 
analysis in association influence metrics CVSS, type 
of CWE and applicability reports weakness CPE. The 
vulnerability testing is not performed by NVD while 
third-party security researchers and vulnerability 
controllers give information that has been assigned 
these attributes. ML plays a significant part in our 
daily life for the classification of huge data and is 
giving fruitful results. Because of that result, major 

steps have been made against criminal activities or 
unauthorized use of electronic data and protect the 
data from attackers. The major goal of this research is 
to categorize CVE Based Vulnerability Software 
throughout the last two years, 2019-2020.The 
findings of this study were used to ML for the 
categorization of CVE and compared and will open 
door for the fresh researchers and professionals. 
 
Key words: ML.CVE, CPE, CWE, CVSS, and 
Vulnerability Categorization. 
 

 
1. INTRODUCTION 

 
Software vulnerability can be explained as software 
faults, which is to be exploited as a result of security 
attacks. Security studies used data from a 
vulnerability database to study for the discovery of 
new weaknesses for fitting the detection times, when 
new weaknesses were discovered for predicting. This 
study provides a complete overview of the enormous 
range of applications that have counted their heart an 
ML problem and brings some results of interest to the 
zoo of problems. After that, we would deliberate 
some basic tools from statistics and probability 
theory. Our research is about finding the vulnerability 
in light of description from text classifying 
vulnerability severity will measure using the CVSS 

Weakness Enumeration is to be found a hierarchical 
list of weakness types that exposures can classify. 
The scoring weakness and vulnerability types’ 
information is accessible on the NVD. There is much 
existing research about weakness text; the only 
classification is limited because of a narrow area 
[1],[2],[3],[4].  
The major goal of this research is to categorize CVE 
Based Vulnerability Software throughout the last two 
years, 2019-2020.The findings of this study were 
used to ML technique for the categorization of CVE 
and compared two years. The result of this study will 
open door for fresh researchers and professionals 
Figure-1.  
 
 

 
Figure 1: Shows the CWE research concept and hierarchical list[5] 
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2. LITERATURE REVIEW 
 

 An important problem and attracted much attention 
to automatically detecting software vulnerabilities, 
further, there were still not vulnerability competency 
or vulnerability detectors [6]. Many engineering tasks 
that greatly trust the classification/regression 
handcrafted software features, just like detection, 
software requirements, vulnerability discovery, 
malware detection, and code review[7]. Introduced a 
method for predicting an increasing number of 
software vulnerabilities and it was more exact as 
compared to VDM in most cases [8]. There are open-
source software systems available on the internet 
today [9]. The information system mostly depends on 
the vulnerability’s supervision procedure in the 
present day. [10]. Automated web application 
penetration emerged as a developed [11]. Present 
CASEI, complete a system that removes information 

about cyber security events from text and populates a 
semantic model of interest to integrate into a 
knowledge graph of cyber security data [12]. To 
work on the computer’s security investigation and its 
results were benefited by information regarding 
characteristics of human’s attacker behind security 
events [13]. There is a present info society depending 
on unfailing functionality of information 
arrangement, other side cyber-attacks increased from 
the years and damages have caused [14]. The 
growing frequency and severity of the cyber-attacks, 
in the previous years, is witnessed regarding the 
stealing the personal information of millions of 
people and ransomware attacks critical on the 
infrastructure of several countries [15]. An important 
problem has to tackle “vulnerability for short” as 
presented by much vulnerability reported daily [16] 
Figure-2 and -3.  

 

 
Figure-2 Show the NVD Data Researcher Used in Different year 

 
 

 
 

Figure-3 show Vulnerability Management Life Cycle 
 
3. AUTOMATIC VULNERABILITY 
CLASSIFICATION 
 
There are thousands of security vulnerabilities to be 
discovered every year in software production which 

is publicly appraised to common exposures database 
& vulnerabilities / discovered internally in the 
propriety code. The figure of software vulnerabilities 
was increasing each year, these discovered within 
proprietary code. Hence those weaknesses were the 
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risk of an exploit, which may not compromise the 
result’s system and info can leak. The employed 
method used for finding vulnerabilities practice 
software programs. The fuzzing techniques are to be 
used for finding bugs by executing in the study of 
Computers Security, vulnerability is a weakness that 
can be exploited from an attacker. While weakness 
may be any type of defect in a computer system that 
can be the chief reason for the compromise on 
information security.  There is unknown vulnerability 
to the parties; they have the primary responsibility to 
correct them.That is to be called zero-day 
vulnerability. Defect reports are to be regularly 
written to a system where responsible authorities or 
parties could study and take required measures on a 
top priority basis in light of information about 
potential vulnerability which would be publicly 
visible and they are responsible to continuously 
monitor the status of defect corrections. Further, 
these reports consist of a few sentences long 
descriptions about software defects, and some defects 
reporting are publicly available. Take a +longer time 
to gather and distribute among non-security related 
software patches than those that are identified as 
vulnerabilities when they are reported. Resolved that 
after completely investigating the bug database for 

the MySQL database software a major number of 
previously unknown vulnerabilities were identified 
[17]. The National Vulnerability Database (NVD) 
comprises information about vulnerability 
explanations, SRF, security checklists, 
misconfigurations, and influence metrics. Database 
NVD is to be maintained by the U.S. government and 
the data is freely available at their data feeds. The 
data feeds are to be updated daily basis and 
vulnerability descriptions are relatively short 
sentences about vulnerabilities. These sentences can 
be used to identify potential vulnerabilities in any 
other text, including detecting reports in defect 
tracking systems. The security specialist’s cruelty 
vulnerability severities, root cause, and required 
information are also available among the NVD data 
[18], [19].  
 
a. CVSS BASE METRIC 

 
The specification of CVSS version 3.1 was published 
in June 2019. The major difference to the previous 
version is that there are separate metrics to classify to 
calculate the actual score. The CVSS version 3.1 base 
metrics and classifications are cited in Table 1. 
CVSS3.1 

 
Table-1 CVSS3.1 Metrics and Classifications 

 
 

b. COMMON WEAKNESS ENUMERATION 
 

The concept of CWE, software weakness types is a 
hierarchical list.  The CWE is maintained by a 
nonprofit MITRE organization. Version 3.1 was 
published in June 2019. These lists are to be divided 
based on the concept view describes weakness & 
dependencies with each other to identify theoretical 
gaps within CWEs. The development concept view 
organizes weaknesses according to common 
architectural security tactics, on an object to identify 

potential mistakes that can recover in a software 
development process. In our research concept view 
selected as a basis to resolve CWE items Figure 4 
&5. 
 
c. COMMON PLATFORM ENUMERATION 
 
The complete CPE dictionary is freely available at 
the NVD website which is to be updated daily basis. 
The CPEs are mapped to vulnerabilities listed among 
the NVD data feeds. As formatted string binding 
within the NVD data used in this research [22]. 
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Figure-4 show NVD Data 
 

 
 

Figure-5 shows the attribute 
 

4. METHOD AND DATA 
 
The ML Techniques, python tool and K-NN technique has been used for the categorization Figure 6,7, 8, 9, 10, 11& 
12.  
 

 
 

Figure-6 Show the formula of K-NN algorithm 
 

 
 

Fig-7 Show the flowchart of K-NN classifier procedure 
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Figure-8shows the NVD data base 

 
 

Figure-9 shows the NVD data base 

 
 

Figure-10 CVSS Distribution by Vectors 
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Figure-11Distribution of CVSS Based on Vulnerability Severity  
 

 
 

 Figure-12Distribution of CVSS Based on Vulnerability Severity  
 

 
 
 
5. CONCLUSION 

 
Public Platform is designed as an online website for 
researchers to collect reliable data for the study. NVD 
plays a significant role in analyzing CVEs that are 
published in the CVE Dictionary. The result of 
analysis in association influence metrics CVSS, type 
of CWE and applicability reports weakness CPE. The 
vulnerability testing is not performed by NVD while 
third-party security researchers and vulnerability 
controllers give information that has been assigned 
these attributes. ML plays a significant part in our 

daily life for the classification of huge data and is 
giving fruitful results. Because of that result, major 
steps have been made against criminal activities or 
unauthorized use of electronic data and protect the 
data from attackers. The major goal of this research is 
to categorize CVE Based Vulnerability Software 
throughout the last two years, 2019-2020.The 
findings of this study were used to ML for the 
categorization of CVE and compared and will open 
door for the fresh researchers and professionals 
Figure-13 & -14. 



 
SqnLdr (R) Aneela Kiran  et al.,  International Journal of Advanced Trends in Computer Science and Engineering, 10(3), May - June  2021, 2637 – 2644 

 

2643 
 

 
 

Figure-13 Describe the comparison NVD data 
 

 
Figure-14 Describe the comparison of CVSS 
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