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ABSTRACT

The article presents a model for the module of the
computer system for supporting solutions in the process of
analysis and selection of rational financing strategies in the
means of cyber security of the port information system.
The model is based on the tools of the theory of multi-step
games. In the course of the study, a solution was obtained
enabling the person making the decision to adequately
assess the financial risks associated with the loss of
financial resources, if the strategy was chosen erroneously.
A theoretical solution of a bilinear multistep game of
quality with several terminal surfaces is performed. The
results of experiments performed in the course of checking
the adequacy of the model and its operability are
exemplified by the example of choosing a rational
financing strategy in the means of cyber protection of the
port information system in the seaport of Aktau
(Kazakhstan). It is established that the proposed solution
for the system of supporting decisions in the field of
financing of cyber security means of port information
infrastructures allows removing uncertainty when
accounting for the financial components of cyber defense
strategies at any ratio of parameters describing the
financing process.

Key words: Port information systems, cybersecurity,
game theory, multi-step game of quality, financing
strategies, risks, solution support system.

1.INTRODUCTION

A huge resource of cybernetic and telecommunication
facilities is concentrated at the objects of maritime
infrastructure [1]. These funds are designed to address a
variety of functional tasks in water transport management
systems, freight turnover, organizational and economic
planning, etc. [1, 2]. One of the most complex components
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of this infrastructure is the port information system (PIS)
[1, 3]. The objects of cybersecurity of PIS are [3, 4]:
information content, technical means of data collection,
storage and transfer, premises in which hardware and
software facilities are located, etc. Features of the objects
subject to cyber protection in many ports are the territorial
distribution of PIS elements. In addition, PISs unite in a
single system a large number of various technical means
with a high intensity of information flows between
modules and a variety of categories of users.

The realities of operation of offshore facilities and
companies, including PISs of large ports, have shown the
need to create an effective tool for supporting decision-
making on the financing of cybersecurity means for such
port infrastructures. In this sense, the urgency of
developing the necessary tools - the solution support
system (SSS) for financing cybersecurity PIS is expedient
in the form of a special software application adapted for a
specific task. This will improve the effectiveness of
decision-making by port management and relevant services
responsible for cybersecurity and security of information
that is processed and stored in PIS. In the face of the
increasing complexity of cyberattack scenarios for
information infrastructures in maritime transport, including
PISs, one of the most important tasks, facing the
exploitation services, is the task of ensuring their cyber
protection. One of the options for solving the problem
associated with the assessment of risks in the process of
financing PIS cyber defense is the implementation of the
SSS [5, 6]. Such systems allow making rational decisions
on investing financial resources in the cyber defense of
PIS.

2.REVIEW AND ANALYSIS OF PREVIOUS
STUDIES

Many studies [1, 3, 4, 7] indicate that enough attention
is not given to cybersecurity of PISs and port IT



infrastructure, in particular, telecommunication systems
(TCS).

In this study, the game theory apparatus is used,
namely, a multi-step quality game [8]. The following

designations have been adopted: (Pl) —Protector of PIS

and TCSs of the port (player No. 1); (PZ) — computer

attacker (player No. 2 —hacker). In the process of solving
the problem, there are many strategies of players 1 and 2.
Accordingly, the defender analyzes the possibility of
investing his financial resources in the cybersecurity of
PIS and TCS of the port (hereinafter all the text is all -
PIS), and the hacker has the opportunity to overcome the
boundaries of protection with the help of its financial
resources. Given two terminal surfaces, for the defender
and the hacker, respectively [7, 8]. The goals of the
defender and hacker lead the dynamic system with the
help of their management strategies to their terminal
surface. We believe that the financial strategy is chosen by
the hacker at will and does not depend on the defender's
financial strategies. If the interaction time of players 1 and
2 is limited to one step, then the solution obtained can be
referred to one-step games in the class of mixed strategies
[8,9].

3.THE PURPOSE

In [1-3] it is noted that many companies represented in
the market of informatization and automation in the
maritime segment are forced to pay close attention to the
cyber defense of IT infrastructure from hacking by
intruders. In [4, 5] it was shown that the decision to
finance cybersecurity in maritime transport is a constant
task. However, the lack of many works, and in particular
[10-12], is the lack of realistic recommendations for
developing strategies for financing the cyber security of IT
infrastructures in maritime transport. In particular, there
are no studies suggesting models that take into account
strategies for active financial counteraction to hackers who
can attack PISs. A separate direction is the work devoted
to the application of various expert [13] and solution
support systems [14, 15] for the selection of financing
strategies for cybersecurity in various fields [10], and in
transport, in particular [6]. The drawback of these studies
[13, 12] is the lack of unambiguous modeling results.
Many models [14, 15] do not allow finding effective
recommendations and  strategies  for  financing
cybersecurity means for complex information objects, in
particular PISs. The models proposed in [14-17] also do
not allow assessing the risk of losing financial resources by
the side of cyber defense. Models based on game theory
for evaluating financing in cybersecurity systems were
proposed in [14, 18-20]. However, the authors do not take
into account many factors, for example, the change in the
financial components of the attacking party. Eliminate this
shortcoming in previous studies of different authors; it is
possible due to the application of methods of the theory of
differential and multi-step games of quality with several
terminal surfaces [21, 22].

This will improve the effectiveness of forecast
calculations for assessing the risks of financial losses in
cybersecurity. Thus, as the analysis of the performed
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studies has shown, the problem of further development of
models for SSS in the tasks of financing PISs as one of the
components of critical infrastructures of many states
remains relevant [1, 4, 5].

4. METHODS AND MODELS

As it was shown in the introduction, the PIS defender
needs financial resources. The attacking party (hacker) can
also attract financial resources to hack into the components
of PISs. For example, in 2012, hackers [1] used special
scanners to read 9-character PIN codes, which are used to
carry out operations with containers in DP World systems
[1, 2].

The following variables are used:

Xl(O) — financial resource of the defender of PIS;

XZ(O) — financial resource of hacker;

Si _ et of initial states (Xl(O), XZ(O)) of financial
resources of the PIS defender and hacker;
T —time interval —{1,..., T };

T _ abunch of {0,1,---1T};

%— — the risk of achieving the goal by only one player,
i. or defender or hacker, respectively, for another player

% — the risk of not achieving the goal

pl u p2- financial strategies of the defender and
hacker, respectively;

I, this is a factor that takes into account the financial

resource of the hacker spent on hacking PISs (we believe
that the unit of the financial resource of the defender has
been spent on cyber defense of PIS s);

I, — a coefficient that takes into account the financial

resource of the defender to protect PISs (a hacker's
financial resource unit was used to break the PIS);

Rf — Positive orthant;

a(t) — Coefficient of change in the financial resources
of the PIS defender;
ﬁ(t) — Coefficient of financial resources of a hacker.

The risk of achieving a goal by only one player can be
interpreted as a risk to the player to lose his financial
resource. le. the risk for the defender to finance the
cybersecurity of PISs and not achieve the goal, resulting in
PISs being hacked. And for the hacker to finance in
hardware or software hacking and not achieve their goals.

In the moment t(O) the defender multiplies the value
x0)oy  aft) pi(t)
(pl('[ ) € [0,1]) i.e. the share of the defender's resource
is determined a(t)- Xl(t) allocated to them at the time't .

Similarly, for a hacker —(p2(t)e [0,1]). le. the
share of the financial resource of the hacker is determined

[3(’[) XZ(t), allocated to them for breaking the PIS at the
timet.

and selects a value
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The dynamics of changes in financial resources of
players can be described by such a system of discrete
equations:

XUt +1) = a(t)- x(t) - pllt)- alt)-alt)-

-1, p2(t)- A(t)- x2(t);

x2(t+1) = B(t)-x2(t)- p2t)- Blt)- x2(t) -

G- pit)-af) ) o

Consequently, at an arbitrary time t may be performed
by one of the conditions shown in table 1.

Values x1(T ), XZ(T) show the result of financing in

the cyber defense of PISs over a time interval [O,T ] in the

framework of a multi-step positional game with complete
information [7, 8, 19]. According to previous studies [7, 8,
19], the process of financing PIS cybersecurity generates
the tasks: from the point of view of the first player-ally;
From the point of view of the second player-ally [7, 8, 19].

Because of symmetry, we confine ourselves to the
problem from the point of view of the first player-ally. The
second problem is solved similarly.

Table 1: Conditions for modeling the dynamics of changes in the
financial resources of the PIS defender and hacker in situations of
different players' strategies.

Ne Mathematical
conditions interpretation

Note

The process of
financing PIS cyber
defense has been
completed. The
cracker did not have
enough financial
resources to
pvercome the
defense.

1 xU(t)>0,x2(t) <0

The process of
financing PIS cyber
defense has been
completed. The
defender did not
have enough
financial means to
ensure the

rotection of PISs.

2 xU(t) < 0,x2(t)>0

The process of
financing PIS cyber
defense has been
completed. The
players do not have
enough financial
resources (in the
context of achieving
their goals).

3 xU(t) < 0,x2(t) <0

The process of
financing PIS cyber
defense continues.

4 xU(t)>0,x2(t)>0

Property: for initial states S1 there is a strategy of the
PIS defender, which, for any implementation of the hacker
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strategy, “leads”, in one of the momentst, the state of the

system (Xl(O), XZ(O)) to the one in which condition (1) is
fulfilled, see Table 1. Also, the hacker does not have a
strategy that can “lead” to the fulfillment of conditions (2)
or (3), at one of the preceding moments.

Property: for initial states Sl, there exists a strategy of

the PIS advocate, which, for any implementation of the
hacker's strategy, “leads”, at one pointt, the state of the

system (Xl(O), XZ(O)) to the one at which condition (1) is
fulfilled, see Table 1. Also, the hacker does not have a
strategy that can “lead” to the fulfillment of conditions (2)
or (3), at one of the preceding moments t .

The strategy (financial component) of the defender,
having this property, is called optimal [8, 9].
The solution of Problem 1 is to find the set of preferences
of the PIS defender. Its optimal strategies are also
determined.

Similarly, the task is from the point of view of the
hacker. These are symmetric problems. The solution of
Problem 1 is found using the theory of multi-step quality
games with complete information [7-9, 19].

Consider the process of finding the set of “preference”

S,. And also, we define optimal strategies pL(.,.)for all
relations of game parameters.

Situation 1) ot < 3.

- [(xa(0), x2(0)):k(i ~1)- B - x2(0)
Sl_{ﬁﬁ‘a‘)(l( 0)<k(i-2)-B-x 2(0)} =t )
Then
pL = {pL.(0,(xt, x2))..., pL.(i -1, (X1, x2))}, .4
L(t (04, x2)={1-(r,- p-x2)(e-x)], o,

(x1,x2)e R?, a-xL>T,- B-Xx2
otherwise; t =0,1,...,1 —1.

" and is not defined -

Here

k(i)=1+r,-r,—(r,-a

B(B-K(i-1)
st

k, =0k, =1+1-1,; 51
Ray

1+r-1,+
r,-20-X1(0) = , s |12:8-x20)
+((1+r1-r2) —c) .
called a barrier [7].
Barrier - the <case when from the states

(x1(0),x2(0)):r, - cx - xl(O)
]/2 B -x2(0 )}

defender of PIS cannot reach his goal at some point t

< +r1~r2+((1+r r, )
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Where C=4-1,-1, - ¥, 12%15

R |

Situation 2) ¢ > 8, 1, -1, > 1.
In this situation, the set of preferences for the defender

of PIS S, will be the union of a finite number of sets S or

(N +2)

x2(0):
k(i—1)- p-x2(0)<
<r -a-x10)<

<k(i—2)- p-x2(0)

i=1..,N+1 )
x1(0),x2(0):
anz_J| iR B -x2(0)<
' <r-a-x1(0)<
k(N)-pB -x2(0
<k(N)- - x2(0) @
Optimal financial strategy [8, 9, 22]

pL. = (pL(0, (2, x2),..., pL.(N +1,(x1, x2))))

I defined in the following way:

BL(0, (xx2))= 0,
(Xl, XZ)e Rf, o-X1>r,-f-X2, and is not defined -
otherwise },

pL(t (. x2)) = {1~ (r, - - x2)/(er - x1)]
(x,x2)e R%, a-X1>T,- X2

otherwise; t=1,...,

, and is not defined -

Situation 3)a > B, r, -1, < 1.
In this situation, the many preferences of the PIS S,
advocate will also be the union of a finite number of sets.

Or (N +i.+ 2)sets,

where N :k(i)>= 7,i=0,.,N-Lk(N)< y; i. -
the minimal nonnegative integer defined by the inequality
k(N)-(8)" <1, -1,

Then
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x1(0), x2(0):
“k(i—1)- B -x2(0)
<r-a-x10)<

<k(i—2)-B-x2(0)

<

®)
If i. =0, then

x1(0),x2(0):

k(i-1)-B-x2(0)<
<r-a-x10)<

<k(i-2)- g -x2(0) ©

x1(0),x2(0):
n-r,-f-x2(0)<
<r-o-x10)<
< k(N)-p-x2(0)

Optimal strategy is defined,
(expressions 3 and 4).

N+2
W, e =

as in situation 2

If i, >0, then
x1(0), x2(0):
wiae _ )| K(N)-(8)' - B -xa(0) <
SN =
<r -a-x2(0)<
<k(N)-(5)™- B -x2(0) -
=1, 1L;
x1(0), x2(0):
_— r-r,-fB-x2(0)<
S S <r,-a-x2(0)<
<k(N)- () - p-x200) o
Optimal strategy

pL. = (p2.(0,(x1, x2)),..., pL(N +1+i.,(x, x2)))

in this case is defined as follows:

oL x2)- 0,
(xL,x2)eR?, a-XI>1,- X2,

otherwise it is not defined; i =0,...,I. },

pL(i, (0 x2))= {L~(r,- B-x2)/(a - x1)}

o LX2)eR: - XI>T,-B-x2, iz +1

otherwise it is not defined; t =1,...,



Situation 4) Defender’s sets of preference when limiting
his financial resources:

©)

Where Q- the maximum value of the financial
resources of the defender on the means of cybersecurity of
PIS.

Similarly, there are sets preference for the hacker. In the
same way, task 2 is solved from the point of view of the
second player, an ally.

Because of the symmetry of the statement of problems,
it is sufficient to solve problem 1.
Graphical interpretation of the solution results allows us to

represent Rf in the plane (Xl(O),XZ(O)) in the form of
three sets. The sets obtained are cones with a vertex at a
point(0,0).

The set 1 adjoining the axis is a set of preferences for
the PIS defender. The set 2 is the set preference for a
hacker. The set 3 is neutral (from the point of view of the
PIS advocate and hacker). If Xl(t)Z 0, X2(t)2 0

conditions for any moment t rays will be fulfilled, which
are the boundaries of sets, are given by the coefficients.
Coefficients are combinations of parameters that determine
the dynamics of financing for the cybersecurity of PISs
and its break-in.

5. RESULTS
EXPERIMENTS

OF COMPUTATIONAL

During the simulation, information was used on the
configurations of specific information systems and
technologies in maritime transport, see Table 2.

Computational experiments were performed in the
previously described DSS (Decision Support System)
module "SSDMI" [4, 6, 19, 21], and control computational
experiments in the Mathcad package .

Objectives of the experiments:

1) determine the sets of strategies of players 1 and 2;

2) assess the risks associated with the loss of players of
their financial resources to protect PISs and hacking the
perimeter of cybersecurity;

3) check the adequacy of the model.

The results of three computational experiments are
shown in Fig. 1.

The designations adopted in the figure:

1) the equilibrium beams (for three computational
experiments) are shown in the figure with lines with round
markers;

2) under the rays of balance and above them are the so-
called zones of players' preference. It is accepted that
under the corresponding rays there is a zone of
“preference” for the PIS defender. Above the rays is shown
the zone of “preference” of hacker's financial strategies,
which tries to overcome the boundaries (perimeters) of PIS
cybersecurity;

2578

Lakhno V.A et al., International Journal of Advanced Trends in Computer Science and Engineering, 9(3), May — June 2020, 2575 — 2581

Table 2: Specific information systems and technologies for
maritime transport, requiring financing in cybersecurity

Designation Use

AIS Automatic identification system. It serves

(Automatic for the transfer of the ship's identification

Identification |data (including its cargo), information

System) about its condition, current location and
course. The device works by transmitting
signals in the VHF band between vessels,
floating relays and shore AlS-gateways
that are connected to the Internet.

TOS (Terminal |IT-infrastructure of the port. It serves the

Operating purposes of automation of the processes

System) occurring with cargoes in the port
(loading, unloading, inventory,
monitoring of traffic on the port territory,
optimization of warehousing, etc.). It can
be either a product of a specific developer
or an aggregate of individual systems
performing various tasks.

CTS A system that allows you to track the

(Container movement of containers through GPS

Tracking (less often than other data transmission

System) channels).

ECDIS Electronic-cartographic navigation and

(Electronic information system, collects and uses AIS

Chart Display |messages, data from radars, GPS and

and other marine sensors. In the complete set

Information with

System)

Others [1-3]

3) the trajectories of the defender's and hacker's

movements are represented by lines with triangular
markers (for the defender the dotted blue line with
triangular markers without shading, for the hacker — dotted
green line with triangular markers with solid fill).
Accordingly, the trajectories are in the area of preference
of the defender and the hacker;

4) solid lines with square markers, shows the restrictions
imposed on the financial resources of the defender and
hacker (for the defender square markers without shading,
for the hacker with solid fill).

344 Financial resource of the hacker, who tries to crack security of the
port information system

0 Balance beams  ,¢*

Trajectory of a hacker, who finance hacking ,0"
181 portinformation system o .t

Trajectory of a defender of
L ’5 port information system
*A

Financial resource of port cybersecurity

1 2 3 4 5 6 7 8 9 10 1 12 13

Figure 1: Results of computational experiments on the choice of
rational financial strategies of the defender of the port
information system (PIS).



In order to verify the adequacy of the calculations
performed, the testing of the results obtained with the help
of the DSS “SSDMI” was also carried out for real projects
in the field of cybersecurity of PIS s in Kazakhstan.
Earlier, in [6, 22, 23], the acceptable accuracy of the DSS
software module “SSDMI” was confirmed in relation to
the results of computational experiments.

6.DISCUSSION

In Fig. 1, the following cases are considered: 1) PIS
defender, has the advantages of the initial financial
resources on the means of cybersecurity (the balance beam

Xl(O) = (2.5)- XZ(O) is shown in a blue solid line with

white round markers); 2) the hacker has enough financial
resources and, despite their limited initial time, he “brings”
the state of the system to the “own” terminal surface (the

beam of balance Xl(O)z 2- XZ(O) is shown by a green

dotted line with green round markers); 3) the situation in
which the PIS defender and the hacker, using their optimal
strategies, “move” along the line of balance. Thus, case 3
corresponds to the equilibrium financial strategies of
players.

In the course of the computational experiments, the
effectiveness of supporting decisions on the selection of
rational financing strategies in the means of cybersecurity
of PISs was confirmed. This work continues a number of
publications [6, 7, 22-24], in which theoretical and
methodological foundations of the design of the SSS using
the theory of games were presented. In particular, bilinear
multi-step quality games with several terminal surfaces.
The model, in our opinion, eliminates many components of
uncertainty in the processes of modeling financial
investments in cybersecurity means of PIS. This
distinguishes our work from the publications of other
authors [13, 19, 25-30].

The revealed shortcoming of the model is the fact that
the obtained data of the predictive evaluation when
choosing financing strategies in the PIS cybersecurity
means did not always coincide with the actual data. The
maximum deviation of the results of the simulation
experiment from practical data was 10-12%.

In Fig. 2 and 3 the comparative results are shown
obtained during the survey of experts independently and
with the help of the SSS “SSDMI”. For the seaports of
Kazakhstan, who took part in testing the SSS, 5 to 7
experts in the field of information security were involved.
Experts with experience in the field of cybersecurity and
information protection for at least 3 years were involved.
Without SSS “SSDMI”, analysts filled out questionnaires,
assessing the feasibility of using various strategies for
financing cyber defense of PISs in Kazakhstan seaports.
Also, experts were asked to perform an evaluation using
the SSS “SSDMI”.

In Fig. 2 the results of the expert evaluation were
presented independently (columns without shading) and
with the help of the SSS “SSDMI” (columns with
hatching) PIS protection parameters of the seaport of
Aktau (Kazakhstan). Range of evaluation (by experts and
SSS “SSDMI”): 0 - no protection; 1 - absolute protection.

The obtained results show that, without the use of the
SSS “SSDMI”, experts are more optimistic about the state
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of PIS protection. However, a standard check using
penetration tests has denied expert judgment.

In Figure 3. the histogram of the time comparison (in
minutes) expended by the experts themselves (columns
without hatching) and using the SSS “SSDMI” (hatching
columns) is shown to select rational strategies for
financing in the PIS cybersecurity means.

0,9
0.8
0,7
0.6
0.5
0.4
0,3
0,2
0,1

i
.
|
%
|
|
é

(1]

1 2 3 4 5
B SSDMI OExperts
Figure 2: The results of the evaluation by experts independently
and with the help of SSS “SSDMI” of PIS protection parameters
of the seaport of Aktau (Kazakhstan).

70
50
30
20
10

qil

NN

%
H
5

1 2 3 4
SSDMI OExperts

Figure 3: The histogram of time comparison (in minutes), spent
by experts independently and with the help of the SSS “SSDMI”,
to select rational strategies for financing in cybersecurity funds of

PIS in Aktau (Kazakhstan).

The time spent by experts on data processing with the
help of the SSS “SSDMI” is 3.5-4 times less compared to
the independent analysis of the expert.

Further perspectives of the development of this research
are transferring the accumulated experience to real projects
on financing in the means of cybersecurity of port
information systems and other IT infrastructure for
maritime transport of the Republic of Kazakhstan.
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8.CONCLUSION

It is impossible to underestimate the importance of the
maritime industry for modern society. According to
statistics, at least 85-90% of goods are transported by sea.
Information technology in maritime transport, developed
in parallel with the progress of technological progress and
the digitization of business processes. This makes the
problem of cybersecurity of objects in the sphere of
maritime transport, and in particular, port information
systems (PIS), quite relevant.

The article presents a mathematical model for the
decision support system in the process of financing in the
means of cybersecurity of the port information systems.
The model is based on the theory of games. The novelty of
the proposed approach is that unlike existing solutions, a
mathematical apparatus of multi-step quality games with
several terminal surfaces is used. The result of such a
decision is the ability for the end user, for example the
seaport administration, or PIS vendor, to assess financial
risks when investing in cyber security systems of IT
infrastructures in the port.

Computational experiments were implemented, during
which the sets of strategies of the PIS defender and hacker
were determined. An assessment of the risks associated
with the loss of the players' financial resources for the
protection of PISs and the cracking of the perimeter of
cybersecurity was performed. During the computational
experiments it was confirmed that the class of games used
in the model allows to adequately describe the financing
process in the cybersecurity of PISs. It is also possible to
find the optimal financial strategies of the defense side.

The developed model is integrated into the software
solution support system, which was previously described
in other authors' works.
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