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ABSTRACT 
 
Today a diverse variety of devices like smart phones, tablets 
and IOT devices are being developed. Most of them are based 
on Linux based platform. Almost every website is deployed 
on Linux based server.Behind 90% of the websites and every 
IOT device the backend is Linux operating system. Linux is 
most popular for its presence in every organization’s server 
room.In case of an incident the probability of us encountering 
a Linux, system is likely very high. It is also very popular 
with black hat hackers. When an event occurs in an 
organization or a hacker attacks a system or server, to 
determine the methodologies used by that hacker and to know 
the identity of that hacker we need to perform digital 
forensics. Digital forensics is playing a crucial role in 
identifying the vulnerabilities and root causes of the incidents 
and also help us improve the defense strategies. But 
unfortunately, there is no standard procedure for 
implementing this forensic process especially on Linux 
systems.  In this paper a workflow for investigation of Linux 
operating system running devices is designed and 
implemented. 
 
Key words: Digital Forensics, Linux forensic, hacking 
methodologies. 
 
1.INTRODUCTION 
 
Technology became a common word in 21st century. With the 
advent of laptops, smartphones and IOT devices technology 
is skyrocketing its pace. Like any other technology digital 
technology has its side effects too. Using digital device as a 
tool or targeting a digital device many people are doing 
illegal activities which are punishable offences.   
 
The world segregated these punishable offences as 
“cybercrimes”. In order to go against cybercrime and extract 
the root causes and procedures of crime and bring the 
criminal behind the computer into custody we need different 
strategies, and these are coined as digital forensics. 

 
This includes various workflows for different kinds of 
devices and softwares that manage these devices. If an 
incident happens and a digital forensic investigator came for 
investigation, he would likely encounter a windows platform 
based machine. But with today’s diversification of devices 
which are generally based on Linux platforms digital 
forensics became a challenging task. 
 
Digital forensics is a branch of forensic science that deals 
with the crimes which are executed using computer as tool or  
computer as a target. In earlier times of digital enhancements  

 
this field is only limited to computers and its storage but due 
to rapid pace in technological development it has been 
expanded to cover investigations of all devices capable of 
storing and processing data[9].  
 
The main aim of digital forensic process is to identify, 
acquire, collect and preserve data as evidence in a way that 
preserves its integrity. The entire process is reported in a 
document called chain of custody or ‘Panchanama’. 

 
The methods of digital forensic investigation is based on two 
factors. They are 

1. Hardware 
2. System Software (Operating systems).  

 
The devices used in crimes and the operating systems running 
in those devices determine the method of forensic process 
work flow. For example, the process for windows operating 
systems running devices is different from Linux operating 
system running devices. Forensic experts face many hurdles 
when investigating a compromised Linux based system 
because there is no determined approach. Mostly there are 
well established workflows for investigations on 
windows-based platforms. 
 
Investigating a compromised Linux operating system-based 
device is a tedious and perplexing task for investigators. This 
research is helpful for cyber investigations on systems 
running Linux operating systems. There are virtualization 
frameworks for detecting cyber threats[10]. 
 
Malware is a software which is used for illegal and malicious 
purposes. Finding malware is one of the key concept of 
digital forensics[4]. We experimented on different malware 
samples and intrusions for designing a workflow on 
compromised Linux based systems with the help of some 
tools and scripting we got desired and reliable results. 
 
2. RELATED WORK 
Digital investigators face many challenges if they face Linux 
operating system during investigations. For windows system 
there is a well-established and implemented forensics 
workflow for digital forensic investigation. Digital forensic 
images are used and the authentication of them during 
investigations is considered very important[3]. 
Implementation of a forensic workflow for Linux based 
systems. Conducted experiments on memory images for 
examining some of the high valued artifacts[5]. For the 
extraction of exact evidences in a way which are admissible 
by court the process should be done in a detailed way. 
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The tools used should be very efficient and reliable. Before 
doing our experiments, forensic tools are selected carefully 
for testing and validation. This workflow is designed in 
accordance with the ACPO principles so that the digital 
evidence integrity is preserved. 
 
3.LINUX OPERATING SYSTEM 
 
In order to retrieve evidences from a digital device requires 
complete understanding of the running operating system’s 
architecture and file system structure. In Figure 1 we can see 
the complete architecture of Linux OS[1]. 
 

 
Figure1:Linux architecture 

 
In Linux everything is a file. Linux uses file systems like ext 
family btfs etc. Present one is ext4.Hackers use timestamp 
based data hiding to avoid forensics[8].All the information 
about operations and processes running in the system are 
stored as logs in text files in /var/log directory.Linux logs 
provide a time line of events of the running OS,applications 
and system and this is the first thing a forensic expert should 
analyze.These logs are created by Linux system daemon 
‘syslogd’ or ‘rsyslogd’.Figure 2 shows the file system 
structure of Linux operating system[2]. 
 

 
Figure 2: File system structure of Linux 

 

 

4.FORENSIC WORKFLOW ON COMPROMISED 
LINUX BASED SYSTEMS 
 
The most common workflow is that creating images of the 
hard disks acquired during search and seizure and analyzing 
it.This is done typically in the windows forensic workflows. 
Linux requires a more detailed and determined 
approach.During the workflow hash values are calculated 
before and after acquirement and other phases for 
authentication purposes[6].  
 
A forensic workstation will be created to minimize the impact  
on the subject system.Figure 3 shows the designed process 
workflow. 
 
 

 
Figure 3: Designed Forensic Process workflow 

 
4.1Collecting Volatile Data 
Collecting volatile data is the foremost step in the forensic 
process. This can contain important information and we can 
also find whether this information is altered in the process of 
anti-forensics.We can run some commands in the terminal to 
get this information.Table 1 shows the most common data we 
should collect.. 
 

Table 1:Commands for extracting useful volatile          
information 

Data Required Command 
a.Date and time  Date 
b.OS Information uname -a 
c.Open ports Netstat -anp 
d. Network Interfaces ifconfig 
e.Open files  Lsof -v 
f.Running processes ps -ef 
g.Loaded kernel module lsmod 
h.mounted file systems df,mount 
e.Users past and present W, history 
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We have written a shell script that automates the process of 
collecting volatile data and gives the output in a file. This will 
minimize the time taken for the process and the probability of 
losing important information to be declined. 
 

 
Screenshot 1:  Result of the automated script for collecting 

volatile data. 
 
After we have collected the volatile data we need to perform 
the file system analysis.As we have seen in the figure 1. In 
Linux operating system the data about the performed system 
actions are maintained in the file system. Analyzing these 
files can give a lead in finding helpful evidence in the 
activities performed by the user on the system. 
 
The file descriptions which are given below are some of the  
files and directories from which a forensic investigator can 
get help in finding evidences and determining the root causes 
of the incident or the intrusion. 
 

1. /etc/init.d: 
There are various scripts written which are launched when a 
computer boot.These scripts are stored in inti.d. Intruders can 
embed malicious scripts in this file so that they can run as a 
service.  
 
For the malicious scripts to remain running even after reboots 
intruders make use of some persistent mechanisms which are 
available in Linux systems consisting of scheduled tasks, 
drivers, services etc.So, a digital forensic investigator should 
analyze these files for evidences. 
 
2./etc/passwd: 
This file contains the information about the users who are 
accessing the machine-like usernames, startup programs 
which are executed when a user logs in and user’s home 
directory. These can be of valuable information to the 
investigator. 
 
3./etc/networks: 
The networks list which are connected to the system are 
available in this file. 
 
 

4./etc/hosts: 
With the information present in this file the forensic 
investigator can conclude that when the system is connected 
to which network. This file contains information about the IP 
addresses of the system. 
 
5./etc/shadow: 
This file maintains the log in authentication information of 
the user.The data in this file are user login name and salted 
password. With this the investigator can get hold of any 
faulted login attempts by intruders. 
 
6./etc/cron.d: 
This directory contains scripts which are scheduled to run at 
regular intervals so that the system performance can be kept 
track of. This is one of the best places for an intruder or 
hacker to place his malicious codes. The investigator should 
have a look at these files to determine suspicious activity. 
 
7./usr/lib: 
This file consists of program libraries.These are collections 
of routines which are frequently used. 
 
8./usr/bin: 
In Linux based systems the information about the 
configurations of the applications installed on the machine.  
Using this information the examiner can get crucial data like 
the configurations of the programs a particular user installed 
on the system, the date of installation of certain application 
and it’s modified date and timings and also the permissions it 
has and the size of the application. 
 
9./var/log/syslog: 
Syslog file maintains the login and shutdown timings of the 
users. It also contains the date and time of a particular 
network connection which is connected to the system.  
 
This information can give an insight to the investigator to 
reconstruct the crime and to predict the criminal and his 
process of crime. 
 
10. /var/lastlog:  
The recent login information can be extracted from this file. 
The forensic investigator can be able to know who is logged 
in at the time of incident. 
 
11. /var/faillog: 
This file contains user failed login attempts. By this the target 
user can be identified. 
 
12./proc/cpuinfo: 
The information of the CPU will be in this file. By analyzing 
this data, we can get hold of any abnormal activity running in 
the system.This can be detected by activities like higher or 
lower CPU cycle rates, exhaustion of memory etc. 
 
13. /proc/net/netstat: 
This file maintains network information of the system. If 
there are any suspicious connections can be detected by the 
investigator. 
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14./proc/PID/exe: 
This directory contains the Link to the executable of the 
process which is identified by PID i.e process id. If there are 
malicious programs running through this process they can be 
identified. 
 
15. /dev: 
The list of hardware devices which are attached to the 
machine are maintained by this directory. This information 
provides the investigator to identify any suspicious usb 
drives, cd drives, hard disks, and other biometric devices. 
 
 
4.2. Live Analysis 
After collecting the data, it is time to delve deeper into the 
system to determine if there is a malware or the system has 
been hacked. RAM represents the exact state of the running 
system. Therefore, it contains commands executed, drivers 
loaded and plethora of information regarding forensic 
investigation like running process,instant messages etc. 
 
 In this step we have taken the dump of the RAM memory 
and that acquired image file is analyzed in the RAM memory 
forensics phase.To dump the RAM of a Linux operating 
system running machine we used LiME tool. 
 
This is a Loadable kernel module (LKM) which allows for 
volatile memory acquisition on Linux and Linux based 
devices.Its features are shown in Table 2. 
 

Table 2:Features of LiME 
FEATURES OF LiME 

a. Full memory acquisition 
b. Acquisition over network interfaces 
c. Minimal process footprint 
d. Hash of dumped memory 

 
LiME can be cloned from git repository and executed. LiME 
utilizes insmod command to load the module.Required 
arguments for its execution are the path to store the memory 
image file and the format of the image file. 
 
There are three different formats to choose padded,raw and 
LiME. In raw format every segment of memory is 
concatenated. In padded format blocks of zeros are not 
skipped like that of raw format. With that we can not only 
know the contents but file locations also. LiME format 
captures memory and it will store in structures with metadata. 
This supports two various paths a file or a network port. 
 
 The results of the RAM memory acquisition is show below  
 

 
Screenshot 2: Dumping RAM 

 

 
Screenshot 3: The acquired image 

4.3.RAM Memory Forensics 
To investigate malware infections and other sophisticated 
intrusions analyzing RAM is a must. Analyzing RAM in a 
way the evidences can be extracted is called RAM memory 
forensics. It plays a crucial role in the police case 
investigations. 
 
Capturing memory completely on a compromised Linux 
system generally overcomes anti-forensics methods infused 
in malware by the attackers. With this the forensic 
investigator can get a more comprehensive view of the 
intrusion[7]. 
 
Often malware is designed to leave very little trace anywhere 
on the system, which is compromised, and the only exact 
indicators of compromise can be seen in RAM. So, RAM 
forensics plays an important role in extracting evidences that 
are not obtainable in traditional ways. 
 
Memory analysis contributes a major part in digital forensics 
investigations in present and also in future. Volatility is a tool 
which is recognized worldwide for memory forensics. 
 
Volatility is being developed and maintained by one of the 
biggest forensic communities. Every significant operating 
system such as Windows, MAC, Linux supports volatility. 
 
Steps for analyzing dumped RAM memory image file 
through Volatility tool 
 
1.Clone Volatility from github repository 
2.Creating profile for volatility. 
 

 
Screenshot 4:  Result of creating profile for volatility 

 
3.Installing Linux headers 

 
Screenshot 5:Result of installing Linux headers 

 
4.Analyzing through Volatility 

 
Screenshot 6: Results of analyzing through volatality 
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4.4. Hard disk Forensics 
To reconstruct the crime events the analysis of memory is an 
important step.Secondary memory is considered to be the 
most crucial part for evidence extraction. 
 
Hard disk is the secondary memory of the system while 
primary being RAM memory, CPU registers and buffers. 
This Hard disk contains valuable information which can be 
used as critical evidences like image files,text files and audio 
files. 
 
This forensic process is done in two steps 
4.4.1. Creating hard disk images 
4.4.2. Analyzing created images 
 
4.4.1. Creating hard disk images 
This is useful for analyzing the hard disk memory for 
evidences. As the folders of the system contain valuable 
information and can be treated as evidence. Since digital 
memory is very volatile and can be tampered easily while 
acquiring these images software or hardware write blocking 
is used. 
 
We use dd tool to create images in Linux systems 

 
Screenshot 7:Creating disk image 

 

 
Screenshot 8: Result of the created memory image 

 
4.4.2. Analyzing hard disk image 
The subject system hard disk images are analyzed using fdisk 
and mount option in Linux distributions or we can clone the 
entire hard disk into another hard disk andcan view and verify 
the contents. 
 
1.Mounting Partitions 

 
Screenshot 9:Mounting Partitions 

There are list of commands to analyze the mounted images. 
 
1.L – list known partition types 

 
Screenshot 10: Result of list of known partition types 

 
2.P – print partition tabe 

 
Screenshot 11: Result of printing partition table 

 
3. i – Information about particular partition 

 
Screenshot 12: Result of information about particular 

partition 
 
4.5. Recovering Deleted data 
Data means information or any kind of file which was used to 
store important notes like dates, subjects, movies, videos and 
many more. All comes under data or information and some 
time the data will be deleted or may be lost by unknown 
actions performed on the system.  
 
The intruders and hackers will delete crucial evidence 
information as a part of anti-forensic techniques so that 
he/she cannot be traced out. Recovering this data will be 
helpful in investigations. The data which is not overwritten 
by other data can only be recovered. 
 
In windows the data deletion means that file is removed from 
the partition table. In Linux the file deletion means it is 
deleted from the inode. The complete destruction of data can 
only do when it is overwritten by another data in the memory. 
Thus, only data which is not over written can be recovered. 
 
Sometimes the data will be deleted accidentally or because of 
some error corrections, data will be lost or deleted and not 
found in recycle bin also and that lost data is called as deleted 
data and it will only recovered with the help of the recovery 
tools only. 
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In windows there are many numbers of tools and in these 
tools, some are free, and some are paid ones. Just like that 
every other operating systems has their own data recover 
tools and as a part of our forensic workflow in this paper we 
are using one of the perfect tools to recover data as well as to 
test the data in the system which contains Linux operating 
system. 
 
Extracting deleted data is an important task in forensics 
because it can contain valuable information for investigation 
purposes. The tool we used here is testdisk. 
 
There are two ways to install this tool in ubuntu and the two 
ways are as follows 
 
Step-1: Installation 
Installing with command: 
First open the terminal in ubuntu and then check it has all the 
packages to install a tool in it or not by performing 
installation operation. If it doesn’t install, then it shows the 
needed things to install the software in Linux.Arch Linux 
users can install it from AUR. 
 
After install the packages which are shown in the terminal 
with the given command and then type this command to 
install the tool in Ubuntu and the command is “sudo apt 
install testdisk”. 
 
Installation with tool: 
To install in this way user has to go to open the browser and 
then type testdisk and then many links appears and then we 
get the tool by opening this website called It’s FOSS with a 
blue box. By clicking on the blue box, the tool will be 
downloaded. 
 
And then user has to install the tool manually and it takes a 
minute to get installed and to be available for the access to 
recover data. 
 
Step-2: To run this tool we have to open the terminal after 
installing the tool and then have to type this command 
“testdisk” 
 
Step-3: After entering that command then a new interface 
will be appeared and then the tool will start from here. From 
this point the operation was only done by using arrow keys 
and enter button only.  
 
The following will show three operations and from the three 
we have to choose option “Create” 

 
Screenshot 13:Executing testdisk 

 
Step-4:After that it will directs to another screen in that it 
shows another three operation for next operation and then  a 
drive is selected to create a log and then has to choose option 
“sudo”  to complete and to go next. 

Step-5:Then it shows the list of deleted files choose the files 
to get recovered. 

 
Screenshot 14: List of deleted files in a particular file 

 
Step-6: Click c to copy the selected files. 
 
Step-7:Choose destination folder. 

 
Screenshot 15: Destination folder selection 

 
The results will be in the destination folder. 
 
4.6.Network Forensics 
Network forensics is a part of digital forensics investigation 
involving monitoring, capturing and analysis of suspicious 
system’s or network’s network traffic. This provides for legal 
evidence extraction, information gathering and intrusion 
detection. 
 
Analyzing a compromised system’s network connections and 
traffic delivers important pieces of evidences.Network 
forensic investigations unlike other analysis procedures deal 
with data which is highly volatile and dynamic.This 
information gets lost making network investigations crucial 
with time constraints. 
 
Network forensics can be done by live monitoring of traffic 
and also by capturing the network traffic into a pcap file. 
Pcap which means packet capture contains information about 
the packets and the data present in the packets which are 
transmitted along the network.This consists of an 
API(Application program interface) for capturing the traffic. 
 
A pcap file is created to analyze the network traffic of the 
system. Browser artifacts are also collected along with the 
pcap file. Given a Pcap File, we can plot a network diagram 
displaying hosts in the network, network traffic, highlight 
important traffic and Tor traffic as well as potential malicious 
traffic including data involved in the communication. 
 
A pcap file is generated using a tool called wireshark. 
Wireshark is widely tool and is very reliable for live 
monitoring of network and pcap file generation. This 
generated pcap file is used to analyze the network with the 
help of some tools like pcapxray and xplico. 
 
In this workflow we used pcapxray tool for investigation of 
networks connected to the system and the packets travelled to 
and fro from the system. This tool is a command line inclined 
tool. 
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The results from the analysis of the pcap file generated in the 
suspicious network can be seen in the picture below. 
 

 
Screenshot 16: Results of an analysis of pcap file. 

 
    
5.RESULTS 
 
From this forensic process workflow on the compromised 
Linux based systems we can see important differences 
between windows forensic workflows and Linux forensic 
workflow.  
 
With this process we can mount images acquired in 
acquisition phase in read-only mode without the help of 
software and hardware writeblockers which is usually a very 
important aspect in windows workflow. Mounting an image 
as a file system can show us the entire storage and without 
alteration, we can extract evidences. 
 
This Linux based workflow uses bash scripts to minimize the 
disturbances on the subject system. The tools used in this 
workflow are inclined to command line and can be a 
competitive task to investigators. 
 
From this workflow in every phase we can extract crucial 
information which can be submitted as evidences in court of 
law. In the first stage itself we can get a jist of the system 
situation to delve deeper.  From live analysis we can get more 
crucial information from RAM memory. With the analysis of 
hard disk, we can get the entire storage in the system for 
analysis even deleted data with recovery. 
We have injected several malware samples and identified 
their traces through this workflow and intrusions are also has 
been detected. 
 
6.CONCLUSION 
 
Linux operating system has a wide variety of tools for 
conducting forensic investigations. For each phase we have a 
dedicated tool with superior features which can be relied 
upon for modern day’s hardware requirements. Most of them 
are free of cost. Investigation with knowledge of Linux 
architecture, file system and with the help of this workflow 
production and extraction of reliable evidences is proved. 
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