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ABSTRACT

The vast growing usage of mobile phones increases Wi-Fi
technology. At present, the pattern of human interaction with
the internet is not a desktop or laptop anymore. The
assimilation of tools for surfing, working, and communication
is now shifting to mobile phones. Thus, this is the motivation
to expand Wi-Fi technology so that it will be the primary
medium for internet connectivity. Hence, increasing the
security risk for it attracts attackers despite its popularity
among users. The DOS attack in 802.11 management frames
is widely known as an initial process before
Man-in-the-middle (MiTM) attacks in 802.11 takes part.
Karma and Manna's attacks are an unprecedented attack in the

802.11 management frames. This paper proposed a
mechanism called Defeating and Reconnaissance
Manna-karma Attack (DARMA), which is client-side

multiple detection techniques to defeat and prevent
karma-manna attack. The proposed mechanism consisted of 4
layers of processes inclusive of monitors, detection,
confirmation, and preventions. The effectiveness of the
detection is base of the current real-time
behaviour of the packets.

Key words: Karma, Manna, Beacon, Probe Response, Probe
Request, WLAN, 802.11, Wi-Fi, Management Frames attack.

1. INTRODUCTION

Today, around 5 billion mobile phones are estimated to exist
globally [1] and 802.11 signals were cover every single area
such as coffee shop, shopping mall, hotels, and many more
[2]. The immense, rapid increase of wireless network
motivates many attacks that have been leveraging with so
many hacking tools available on the internet. The evolutions
of 802.11 security have changed in line with various types and
they tend to secure the network. The Wired Equivalent
Privacy (WEP) and Wi-Fi Protected Access (WPA/WPA2)
are security mechanisms that protect only the networks but
not the authorized client of the wireless network [3].
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Denial of Service (DOS) or Distributed Denial of Service
(DDOQOS) attacks describe some events where they are harmful
and could fail any service [4],[5]. There are five layers of
Wi-Fi DOS attacks; physical layer, data link layer, network
layer, transport layer and application layer [6][7]. Karma and
Manna's are DOS attacks which reside in the data link layer.
Data link layer has two types of an adversary namely from the
inside and outside of the network. While it may be true, the
adversary can launch the attacks from outside of the network
because the management frames of 802.11 are used to enable
the client to get into the WLAN. The prerequisite to deploying
the attacks is that the WLAN adapter should support the
monitor mode feature [8].

Wireless Network uses radio frequency to transmit and
receive data over the air by exchanging with three types of
frames: management frame, control frame and data frame.
These frames are sent unencrypted and exposed asplain text
on any sniffer applications such as Wireshark. The new Wi-Fi
standard/protocol of 802.11w can protect the management
frames, but it has several flaws where the deployment is still
slow and lots of legacy hardware is yet not supported by this
new protocol [3]. Besides, specific existing devices and
firmware are unable to be updated with the new protocols,
preventing the old devices from getting the protection benefit.
Management Frames are the most significant frame, where it
enables stations to establish and maintain communication.

Karma-manna attacks use probe request/response that is a
subtype of management frames of 802.11. This kind of attack
used to be an initial process before the emergence of Evil
Twin AP. Devices such as mobile phones and computers
maintain the list of connected wireless network called
Preferred Network List (PNL) [9]. The wireless interface is
periodically sending a probe request to the Service Set
Identifier (SSID) listed on the PNL. It is also called a direct
probe request. Once an adversary listens to this request, it will
reply a send a probe response as depicted in Figure 1. The
karma attacks will gain the purpose after the victim is
connected to the evil twin or rogue AP.



Norzaidi Baharudin et al., International Journal of Advanced Trends in Computer Science and Engineering, 9(1.3), 2020, 92 - 100

5

[
w

p)

Broadcast

Client Karma AP

Frobe Request

S8ID = ABC
Broadeast BEEID

Probe Response = ABC

L.
w

Probe Reguest

s
BSID =123

Broadoast BESID

Probe Responss = 123

A

Figure 1: Karma Attacks

Besides, Wi-Fi standard has upgraded the security itself and
makes most of the wireless devices now as only send
broadcast probe request and not direct probe request to the
PNL SSID [9]. Current android or iOS mobile phones are now
only sending 802.11 probe request to the broadcast without
having any SSID information. Upon receiving the probe
request, access point (AP) nearby will send the probe response
and deliver the standard information such as SSID name.
Wireless clients will compare the SSID name with the current
PNL on the list. Thus, this security practice will make Karma
obsolete.

A new kind of attacks called Manna [10] has emerged; it is a
new version of Karma Attack that leverages a vulnerable
mobile phone that is still sending direct probe request and
save the list to the database. Manna is assuming that the
neighboring mobile should have the same SSID in the PNL.
A regular operation of Karma is sending a probe response
directly to the requested clients. Alternately, Manna sends
probe response to all clients across the network. This method
is also known as loud mode where all intersects of two or
more devices are considered having the same PNL. Besides a
new attack technique called “Known Beacon Attack” [11] has
also emerged that elevates the success rates of karma and
manna attack. This method is relying on the construction of
wordlist files. The words on the file relatively use SSIDs. The
attacker will be sending broadcast beacons from the list, and
perhaps there will be the same SSID on the target PNL.

Therefore, the adversary always updates and enhances the
attack; then the following questions should be pertinent: (1)
What is the comparison between an ordinary packet of
beacons and probe? (2) Is it possible to detect and prevent the
forged packet through behavior analysis? To answer these
questions, regular packets with no adversary were captured,
and then the attacks deployed, and the forge packets
generated.

Wireless security protection should be practised by everyone
by not depending too much on WLAN administrator to secure
the network. Thus, the primary significance of DARMA
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(Defeat And Reconnaissance Manna-karma Attack) is to
increase consumer awareness of personal WLAN protection.
This paper is classified into five sections; the background and
fundamental of 802.11 security, other related works that
critically focus on management frames security, preliminary
design of experimentation on how the Karma-Manna attacks
occur, proposed solution and evaluation procedures followed
by conclusion.

2. RELATED WORKS

Management Frames in 802.11 are exposed to several types of
attacks because the architecture of the frames is not encrypted
and can be read as a plain text. The most famous attack on
802.11 Management Frames is De-authentication attack that
can be categorized as a DOS (Denial of Service) [12].
Besides, other attacks include beacons attack and
karma-manna attacks. Most of these attacks comprise the
preliminary processes to deploy the main attacks called
Evil-Twin AP. Some researchers call this attack as Rogues
Access Point (RAP) [13].

Most studies have been focusing on how to detect Evil-Twin
AP or Rogue AP. Still, this study is focusing on the detection
and prevention of forge probe response, leveraging by the
Karma and Manna Attacks. All forged packets in 802.11
Management frames are also known as DOS (Denial of
Service) [14]. Correspondingly, many studies have been
conducted to detect and prevent this attack. Two types of
categories are used to detect these attacks; administrator and
client-side [15]. While a couple of studies [16], [17] rely on
the administrator of the network to detect the attack, some
studies [18]-[20] found that wireless clients are capable of
detecting DOS attack.

A study also suggests changing the protocol of Management
Frames by implementing new rules or policies[21]. This kind
of solution is too complicated to be executed because it will
require driver and firmware modification.

The current Wi-Fi protocols in Android and iOS operating
systems have been upgraded, hence, enhancing the level of
security. The Preponderance of Wi-Fi clients now only sends
broadcast probe request without any SSID information on the
packet [9]. On the contrary, before the probe request is sent
directly, the information of the SSID requested will be
published. Thus, anybody on the proximity area is able to
reply to the probe response upon hearing of the probe request
from the prospectus victims. Consequently, a new
sophisticated technique is emerging known as Manna attacks
which is derived from the Karma. Manna is taking advantage
of vulnerable or unsafe mobiles that are still sending direct
probe request and storing these SSIDs. Those stored databases
will be used to broadcast probe response and perhaps
successful hit may be associated with the adversary [9].
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3. KARMA AND MANNA ATTACKS

This section discusses first, the current behavior of beacons
and probes frames from the legitimate packets. Then, an
attack will be produced, generating the forge packets in
comparison to the legitimate packets. To realize this
phenomenon, the attacks are launched by using
Wifi-Pineapple Tetra [22]. It is a hacking tool that can be used
for MiTM attacks and all kinds of WLAN attacks such as
de-authentication, forge beacons and karma-manna
attacks.MiTM is an attack that can intercept communication
between victims and collect all required information [23]. In
this study, two types of attacks, beacons and probes will be
covered as described in the following subsections:

3.1. The legitimate beacons and forge beacons

Beacon is the sub-type of the management frames and used as
an announcer to broadcast the existing Access Point (AP)
[24]. The packets inclusive of Service Set Identifier (SSID)
information, support data rates and capabilities. Most APs
send beacons around 100ms time intervals. In terms of
captured packets without attack, 5.3% of beacon were
captured over 38739 total packets.

The forge beacon packets can also be generated with many
free tools such as mdk3. It can also be crafted manually with
Scapy library in python where the packets will be crafted first
before being transmitted and broadcasted. As depicted in
Table 1, the results showed that the beacons frames are
generated by Wireless Pineapple tool which has less
capability information. For instance, the spoofed packet only
has Extended Service Set (ESS) capabilities and zero
capabilities for others. Table 1 illustrates a comparison
between legit beacons frame and forge beacon frames.

Table 1: Packet with karma-manna attack

Beacons Total packets | ESS Cap. | Others Cap.
Legit 11657 Yes Yes
Forge 123997 Yes No

Around 135654 packets (with karma-manna attack) were
captured and 65.02% were identified as beacon frames. From
the total of the beacon frames, 8.59% were legit, and 91.4%
were forge packets. Beacon and probes packets have a field
called capability information which is used to advertise the
network capabilities such as ESS/IBS, privacy, Short
preamble, PBCC, channel agility, short slot time,
DSS-OFDM, contention-free polling bits. As observed, all
forge packets only have ESS Capability and does not have any
other capabilities. Furthermore, the most significant
behaviour of forge beacons is one BSSID of a beacon having
too many SSID published as depicted in Figure 2. In addition,
the beacon hit rate was higher in the packets (with attacks)
which was h = 65.02% and legit packets was just h = 5.3%.
For clarification, BSSID refers to MAC address of the
particular AP [25].
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1 05:10.6 OrientPo, wews  Beacon frame, SN=2672, FN=13, Flags=........C, BI=100, SSID=Eummss=isntel_16
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6
7
8

05:10.7 OrientPo = Beacon frame, SN=2128, FN=6, Flag:
05:10.7 OrientPo « Beacon frame, SN=3136, FN=14, Flags=.
05:10.7 OrientPo Beacon frame, SN=1280, FN=12, Flags=.
9 05:10.7 OrientPo » Beacon frame, SN=2880, FN=4, Flags=...
10 05:10.7 OrientPo « Beacon frame, SN=2000, FN=10, Flags=. " 4
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« Beacon frame, SN=288, FN=1, Flags=.... BI=128, S5ID=kam fawm
= Beacon frame, SN=1280, FN=0, Flags=........C, BI=120, 5SID=Bawsssss!SER
« Beacon frame, SN=2976, FN=13, Flags=. C, BI=103, SSID=CITim=sl
= Beacon frame, SN=3856, FN=13, Flags=. .C, BI=74, 5SID=Eurce=ssmel|_16
Beacon frame, SN=1200, FN=7, Flag: C, Bl=103, $SID=Hote"S=mmal-KL
= Beacon frame, SN=4064, FN=6, Flag! C, Bi=106, SSID=Iphom
« Beacon frame, SN=3616, FN=14, Flags=.......C, BI=138, S5ID=Johw 15
« Beacon frame, SN=704, FN=14, Flags=........C, BI=109, 5SID=Kamss
Beacon frame, SN=1232, FN=12, Flags=........C, BI=59, SSID=Parksss=

Figure 2: Forge beacon frames
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3.2. The legitimate probes and forge probes

There are two types of probes packet called a probe request
and probe response. Probe request is sent by a client to the
intended AP and probe response is areply from the AP back to
the client. Probe response can be manipulated with the
karma-manna attacks. Karma attack listens to the direct probe
request and response to the client with probe response as an
impersonation of the real AP. From the result of preliminary
experiments, 1917 packets of probe request and 6417 of probe
response were captured, representing only 6% of the whole
captured packets and 32% of probe request packets were not
direct and without any published SSID values as depicted on
Table 2. Therefore, 68% of them were vulnerable to karma
attacks because it advertised the value of requested SSIDs.
Since Karma has been enhanced with Manna, the other 32%
should also be exploited.

Table 2: Probe request

Probes Total Direct Broadcast
packets | Request. Request
Probes-request 1917 1291 626

A legitimate AP would send probe response after receiving
the probe request, taking around 10ms [9]. An AP can often
send a probe response to many clients with the same SSID. If
the AP sends probe response to many clients with two or more
different SSIDs, then it might be a forged packet, generated by
karma-manna attacks. Figure 3 shows a forge probe response
and Figure 4 shows a legitimate probe response.
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541 05:12.1 MS-NLB-PhysServer-19 s Aps Probe Response, SN=1119, FN=0, Flags=.......C, BI=100, SSID=MASss T =5ams
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546 05:12.1 MS-NLB-PhysServer-15 "=
548 05:12.1 MS-NLB-PhysServer-19 =
551 05:12.1 MS-NLB-PhysServer-19 =
553 05:12.1 MS-NLB-PhysServer-18 =
554 05:12.1 MS-NLB-PhysServer-19 =

= Ap; Probe Response, SN=1119, FN=0, Flags=....R...C, BI=100, SSID=MAS=Tr 55
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Figure 3: Forge probe response
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433 03:47.4 Zte_0===—% 92:c Probe Response, SN=1583, FN=0, Flags=........ C, BI=100, 55ID=homeasme=ss
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Figure 4: Legitimate probe response

3.3. The impact of karma-manna attacks

From the previous discussion, karma-manna attack is an
initial stage before MiTM takes place and it is a crucial stage
of APs and clients association. Once a victim is on the
adversary network, the MiTM attacks will be launched such
as Session hijacking, DNS redirection, javascript injection
and cookies sniffing which are the examples of attacks
contributed by MiTM. These attacks are known to be able to
steal the cookies information and gain the protected area even
though the client is in the Wi-Fi Protected Access (WPA)
network [19].

4. PROPOSED SOLUTION

We intend to detect and prevent karma-manna attack in
WLAN from a client perspective without any administrator
intervention support. In this section, the proposed design,
requirement, architecture and detection methods are
presented.

A. Design Requirements

DARMA is based on client-side detection, and it should fulfil
these requirements.

1) The detection can be deployed of any wireless client
and do not need any support from the administrator
of the WLAN.

2) The solutions do not need any firmware or driver
modification neither from the client nor AP.
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3) It must be compatible and can be running on most of
the 802.11 networks.

B. Architecture Overview

The proposed architecture has four layers of processes which
are listening, detection, confirmation and prevention as
illustrated in Figure 5. A monitoring phase was in the first
layer, where beacons and probes response were monitored. At
this point, a preliminary detection was labelled as BSSID
Karma List 1 (BKL1). Then, two kinds of detection known as
BKL2 and BKL3 were in the second layer. Next, the
verification and confirmation, which was known as BKLA4,
were listed in the third layer. Lastly, the prevention layer
launched the countermeasure. The details of the proposed
design are as follows.

1) Listen and monitoring. The initial setup should set
the wireless device to be able to sniff management
frames of the 802.11. Thus, the wireless device
would be set to the monitor mode. Then we listened
on beacons and probe response packets. Afterwards,
we listed out all BSSID of the beacons and sorted
them out into two categories; BSSID with encryption
and BSSID with no encryption. In the meantime, we
also listed out all BSSIDs in the probe response. The
comparison between the list of BSSID in probe
response, and beacons BSSID with no encryption
would get the BKL1. The results of BKL1 comprised
BSSID in probe response did not exist in BSSID
with no encryption in beacons list. Accordingly, in
this layer, we had the first suggested detection. The
algorithm for BKL1 is illustrated in Figure 6.

Listen and Monitoring

Listan baacon
Ligtan probe response
Genarala BKL1

l

Detection and
Reconnalssance

Check multiple SSI0 on BSSID
on beacons and probe response
Generate EKL2 and BXLS

J

Confirmation and Yeritication

Depley honeypot
Lisien probe-response
Generate EKLS

J

Pravantion and Countenmeasurs

Drop adversary connections
De-Auth Attack

Figure 5: DARMA Framework Architecture
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2) Detection and reconnaissance.This  stage
comprised two elements;the first was to examine
beacons frame where there were BSSID with
multiple SSID or more than two. The list of detection
results was known as BKL2. The second was to
examine probe response to determine if there is any
BSSID that has more than 2 SSIDs. AP should
normally have 1 or 2 SSIDs to broadcast. The list of
detection was known as BKL3. The algorithms for
BKL2 and BKL3 are illustrated in Figure 7.

3) Confirmation and verification. In this layer, a
honeypot was deployed where forge probe request
was generated with uniquemultiple SSIDs.Then, the
probe response was actively scanned. If BSSID was
responding to our request, then, we listed it out and
named it as BSSID Karma List 4 (BKL4). The
details of the pseudo-codes are shown in Figure 8.

4) Prevention and countermeasure.In this layer, the
adversary connection was halted, and the clients
would get notification of alert about the attacks.
Besides, we also generated the de-authentication
packet and sent it to the adversary BSSID and
disconnected the fake AP to all current connections.

BEGIN
IF packet type is "management” AND subtype is "beacons”
THEN

append beacons_with_encryption. list with BSSID & SSID

append beacons_no_encryption.list with BSSID & SSID

ELSE

IF packet type is "management” AND subtype is "probe response”
THEN append probe-response.list with BSSID & SSID

IF BSSID & SSID in probe-response.list NOT IN
beacons_no_encryption.list

append BKL1

END
Figure 6: Pseudo code for BKL1

BEGIN
IF packet type is "management” AND subtype is "beacons"”
AND

IF BSSID have 2 2 SSID

THEN append BKL2

else

IF packet type is "management” AND subtype is "probe response”
AND

IF BSSID have 2 2 SSID

THEN append BKL3

END

Figure 7: Pseudo code for BKL2 and BKL3

BEGIN

ssid <-- setRandomSSID()

sendProbeRequest(ssid)

IF receivePacket.type == "beacon” OR "probe response”
THEN

IF receivePacket.ssid == ssid

THEN append BKL4

END

Figure 8: Pseudo code for BKL4

C. The weight of Detection

From the architecture, we had four lists of suspected BSSID;
one list from the early stage, two from detection and one from

96

the confirmation stage. All these detection results had their
respective severity where for BKL1 we gave it the weight of
1, BKL2 and BKL3 with the weight of 2 and BKL4 the
highest severity of 3. The calculation of detection is shown in
Table3. The value of N should be 0 or 1, for those that exist or
do not exist. The highest total weight would be the highest
number in the karma blacklist.

Table 3: Weight of detection

BKL1 BKL2 BKL3 BKL4 | Total Weight
BSSIDy | NI) | N@ | N@ |N@B |NLD+N@+NQ)
+N (3)

The justification of each severity weight was based on the
detection algorithm. The first list of BKL1 assumed that
adversary only sent a karma attack without manna. Thus, the
fake beacons should not be broadcasted before the probe
response was sent. Hence, the value is one that was adequate
for the severity. The algorithms of BKL2 and BKL3 were
based on current behaviours of both packets of beacons and
probe response where it was irregular for an AP to have too
many SSIDs. Therefore, the severity of 2 for BKL2 and BKL3
are sufficient. Lastly, BKL4 was the list where the adversary
BSSID had been confirmed by the running honeypot. The
SSID comprised 32 characters and 7-bits ASCII, and out of
128 characters, 94 were printable. The probability of the
random unique SSID was the same with the current one, or
PNL SSID was too low. Hence, the severity of 3 was
appropriate.

5. EXPERIMENT AND EVALUATION

The DARMA was implemented by using Raspberry Pi 4 and
python as the primary programming languages for the
development. The raspberry pi acted as an IDS/IPS and also a
gateway to connect to any wireless hotspot as illustrated in
Fig.9. The operating system used was Raspbian Buster and
RaspAP[26] as a gateway. Before running the code, the user
should set the wireless device to the monitor mode by using
Airmon-ng from Aircrack-suite [27]. Scapy[28] library was
also utilized for the python to parse information from dot11.

- |
WE ) @ 7))

DARMA Leqit AP

&
N

Karma / Manna

Figure 9: DARMA attack scenario

Mobile

Two experiments were conducted namely WLAN with no
attacks and WLAN with karma-manna attacks. These two
experiments were also simulated in different locations and
capacities of users.
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5.1 Experiment with no attacks

The main objective of this experiment was to get the density
of beacons frames and probes response packets from all
captured packets. Besides, we also observed if there were
packets that had SSID information for more than 2 with
particular BSSID. To get more data and good results, these
experiments were conducted in three different areas. The first
area (location 1) was in a small office that had around 4 APs
and ten clients. The second area (location 2) was at a cafeteria
with an estimation of 100-200 client per time. Lastly, the
experiment was conducted in the public area in a shopping
complex (location 3). Tables 4 - 6 show the results of total
packets captured by each location and frame.

Table 4: Location 1 no attack — Small Office

Frames Packets Density

Percentage
Beacons 12090 9%
Probe Response 269 0.2%
Probe Request 1208 0.9%
Others 120765 89.9%
Total 134333

Table 5: Location 2 no attack — Cafeteria

Frames Packets Density

Percentage
Beacons 8158 5.6%
Probe Response 584 0.4%
Probe Request 728 0.5%
Others 136221 93.5%
Total 145691

Table 6: Location 3 no attack — Shopping Complex

Frames Packets Density

Percentage
Beacons 17189 7.7%
Probe Response 11608 5.2%
Probe Request 4018 1.8%
Others 190422 85.3%
Total 223238

5.2 Experiment with karma-manna attacks

For this experiment, we launched an attack by using a
hardware called wireless pineapple tetra. The main program
of this tool was called Hostapd-mana[29]. As per experiment
with no attack, we also conducted this experiment in the same
area, which is a small office, cafeteria and shopping complex.
Tables7 - 9 show the results of the captured packets. For ease
of comparison, the total captured packets were similar to
experiments with no attacks.
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Table 7: Location 1 with attack — Small Office

Frames Packets Density

Percentage
Beacons 89610 66.7%
Probe Response 6583 4.9%
Probe Request 1477 1.1%
Others 36677 27.3%
Total 134349

Table 8: Location 2 with attack — Cafeteria

Frames Packets Density

Percentage
Beacons 94997 65.2%
Probe Response 6848 4.7%
Probe Request 1311 0.9%
Others 42399 29.1%
Total 145701

Table 9: Location 3 with attack — Shopping Complex

Frames Packets Density

Percentage
Beacons 136854 61.3%
Probe Response 10046 4.5%
Probe Request 2902 1.3%
Others 73450 32.9%
Total 223253

5.3 Analysis of the experiments

The first analysis was to correlate the packets by each subtype
frame; beacons, probe-response and probe-request. The
Pearson Correlation was used to calculate the relationship
between each frame and a different location. The formula is

(2):

1« (% =X)y, -Y)
n—lZ S,S, @

Pearson Correlation only had two input variables, hence, we
did correlate location 1 with location 2 and location 2 with
location 3. For the experiments with no attack, the value
or r for location 1 and location 2 was 0.9992353 and the value
or r for location 2 and location 3 was 0.9993671. Likewise,
the value of r in location 1 and 2 was 0.99911177 and the
value or r for location 2 and location 3 was 0.99540809. The
results showed that the value of r was near to the value of 1;
thus, it was perfectly linearly related as depicted in Figure
10-12. What can we conclude here is the density of beacons,
probe response and probe request from the total of packets are
likely linear with a different WLAN and areas.

Furthermore, we observed that beacon frames were too high
when the attacks were running as a result of the manna attack
that enables Loud Mode. Once it hears any SSID on
vulnerable clients, it will impersonate all the SSIDs and send
as many beacons; perhaps there are victims to be connected to
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the rogue AP. Thus, this is the most significant dissimilarity
of the regular packets and attacked packets. Besides, there
was also a significant increase of probe response, but it was
not as high as the beacons. In the no attack packets, the
correlation of the probe response from location 1 and location
2 to location 3 was quite low because location 3 was a
crowded area with a high volume of clients and APs.
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Figure 10: Location 1 — Office
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Figure 11: Location 2 — Cafeteria
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Figure 12: Location 3 — Shopping Complex
5.4. Evaluation of the DARMA
The DARMA evaluation was implemented within two

categories. For the first testbed, DARMA was deployed in our
dedicated gateway and IPS/IDS hosted in raspberry pi. In the
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second testbed, DARMA was directly installed and run on the
client by using the Ubuntu Linux operating system. Both
testbeds need an additional wireless interface for the monitor
mode settings. In terms of notification and alert to the clients,
DARMA uses Growl Network Transport Protocol (GNTP)
[30]. Growl supports multiplatform of clients; hence, all
clients can receive any alert from DARMA by using growl
client respective of client operating system. Figure 13 shows
the flow diagram of the functionality of DARMA in action.
To precisely listen and monitor, we used the same method as
[18], where DARMA performed as a channel hop to every
channel from 1 to 14 to ensure that every packet on the air
would be captured for reconnaissance.

Runring momilo:
mode

Detection 1 ‘ ‘

Run DARMA

l ‘ l

Latection 2
Gererets BHLZ &
EKL3

Dotexion 3
Generdlz BKL4

Generale 3K 1

Client recelved alert

Gend Ce-Aulk 1o
Adversary

Zending Alar: using

Alarl Prevani

Figure 13: DARMA Framework against Karma Manna
Attack

Instead of measuring the real-time behaviour of the packets,
the effectiveness of DARMA detection is also recorded. Even
though 4 algorithms of detection are executed, the
performance of DARMA is still reliable. Besides, DARMA is
not relying on any training data; thus, it will have less
overhead.
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Figure 14: Accuracy and Precision comparison
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Figure 14 shows the comparison between DARMA running
on Raspberry Pi and running standalone on the client
computer. The results show a stunning detection for both
testbeds. In terms of dedicated base, the accuracy and
precision are slightly less than the software base. It is because
of the overhead resources of the hardware used.

Table 10: Detection Hits by algorithms

Time BKL1 Hit | BKL2& BKL4 Hit

Count BKL3 Hit Count
Count

5s 9 14 0

10s 17 24 0

20s 28 39 1

30s 54 87 3

1 min 78 109 15

Table 10 shows the detection hits categorized by the detection
of algorithms. The experiments have been conducted with
concurrent and continuous attacks from hardware base
karma-manna attack by using Wireless Pineapple and
software base hostapd-mana on ubuntu 18.04 workstation. As
a result, BKL1 and BKL2 had the higher hit of detection than
BKL3 because the algorithm of BKL1 and BKL2 just listens
with current packets on the air. Contrarily, BKL3 needs to
generate a random SSID first then listens to the packets of the
response.

5.5 Limitation of DARMA

Even though the detection shows remarkable results in
detecting karma-manna attacks, there are some limitations
that arise. There are 14 channels in the Wi-Fi network, and
most of the selected Wi-Fi channels are chosen with the best
priority by the router. To optimize the DARMA detection, it
needs to jump to all channels and listen for the clients.
Channel hopping would generate frames lost [31], and it
might reduce the performance of the DARMA.

Another limitation is, DARMA needs a dedicated wireless
network card to be operational. For the DARMA with
software base, it needs to be installed directly to the clients;
thus, the clients might not be able to use the current wireless
card for other usages because it will not work simultaneously
for the monitoring traffic in WLANS. Realistically, the best
option of DARMA is to deploy dedicated on specialised
hardware such as raspberry pi which has two wireless network
cards.

6. CONCLUSION

In conclusion, this study has developed a new framework for
detecting and preventing karma-manna attacks. The multi
detection methods make this proposed solution accurate and
precise. In the same way, our solution is to prevent Rogue AP
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and also Evil Twin AP because karma-manna is an initial step
before those adversaries begin the attacks. On top of that,
DARMA solution is easy to implement and can be deployed
from the client-side. In future work, we will conduct further
research on channel hopping frames lost while detecting
karma-manna. Besides, a virtual wireless card can run with
monitoring mode.
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