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ABSTRACT

There has been an extensive problem that is connected to
various actions such as cyber bullying, exposure to violent
content that provokes hatred, online privacy, communicating
with strangers online, and coarse languages. This issue
involves safety. There has been a recent study about the
routine of social networking apps (SNAs) by netizens of
different ages and their point of view. Due to the continuous
development of usage of the SNAs by individuals of different
ages, this paper aimed to observe and examine the activities
used from the perspective of the netizens including sharing,
habits, and dangers to be able to serve as a guide in developing
an e-safety application.

Key words : social networking applications, e-safety,
shaming, whatsapp, privacy, cyberbullying.

1. INTRODUCTION

The research aimed to examine and analyze the view such as
1. usage of SNA; 2. electronic security of SNA; 3. differences
of group such as gender and age; 4. traditional use; 5. risks
and solutions; and 6. parental control by following the
extensive usage of SNA

1.SOCIAL NETWORKING APPS (SNAS)

Being safe is one of the foremost matters to the society and to
a variety of activities along with cyberbullying, privacy
online, violent contents that creates hatred, communicating
using expletive languages with strangers online.
Cyberbullying is an action intended to harm another person
through online via verbal, video, audio, and other online
applications [13]. The common examples are flaming,
denigration,  harassment,  exclusion, impersonation,
deception, cyber threats, cyber stalking, computer viruses and
crashes, website attacks, and many more [13]. People are
social creatures thus they want to be part of a social group to
be recognized and to be loved by others. Interpersonal
relationships are important to meet basic human needs
according to [8]. Having friends satisfy psychosocial needs of
children and adolescents. Only through having friends can
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satisfy this need. They also allow individuals to be intimate,
be empathetic, and gain new perspectives in life as well as
solving social problems. And also offer emotional support,
companionship, affiliation, relatedness and involvement [8].
Social Networking Apps (SNAs), namely Facebook, Twitter,
Instagram and WhatsApp, are the trending online
applications used by the youth [20]. The structure of our social
interactions is now commonly used as a tool for
communication and networking to integrate SNAs. [16].
SNAs give individuals a chance to associate to one another
and form new relationships [9]. The use online teenagers of
social media are 81 percent [23]. Most people today especially
the younger generations use social networking sites.
Reportedly children spend more than a day per month online
[1], and young people are using the internet more for
communication than instrumental purposes [27].

By 2006, 9 out of 10 American teenagers use the internet, and
half of them use social networking sites [10].

2.SATISFYING THE NEED OF CHILDREN AND
ADOLESCENT

Does hand-on-hand communication or confrontation bring
improvement to the children together with networked
communication? According to [8], children that has been
invited to compare offline and online means of
communication has findings that 50% which are composed of
children whose age ranges to 11-16-year-old are users of
internet across the continent of Europe, saying that it is a bit
or much comfortable to be themselves on the internet rather
than having talk or confrontation; 45% have and talk about
different issues and topics about the happenings online rather
than talking to different individuals on the spot. Another 32%
claim that they talk about private issues online in which they
do not have the intent to distribute with people face-to-face.
Majority of the children either online or offline
communication says that these two modes are not that distinct
or different from each other but for the latter half, the online
world offers opportunities and possibilities for more diverse,
confidential and convincing communication — given that
some research findings shows that teens are having a hard
time to handle confrontations.

Findings of study show that teen friendships are dependable
key points of social adjustment, an overall health and
confidence [7]. The management and the use of SNAs by
different individuals like adolescents, young adults and even
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children were examined. These are the following that are
needed to be examined from (a) usage of social network
application and its characteristics; (b) SNA and its internet
safety; (c) different habits; (d) solutions and hazards; (e)
parental control and discussion.

3.METHODOLOGY

The methodology used to gather data is a mixed
methodology. The mixed methodology is a combination of
descriptive and qualitative methods wherein quantitative data
are validated with the use of qualitative data. The study also
follows the methods used by the study of [18], [19] and [20].
The collection of data was conducted in the year 2019.

SAMPLE

The sample respondents of the study include a totality of 551
respondents from the city of Manila, Philippines, whom
consists of female with a percentage of 71.1% and males with
a percentage of 28.0%. In line with its aimed goal, the
respondents were divided in a groups of three: children (aged
15 years and below; 31%), adolescents (aged 15-18 years;
34%), and lastly young adults (aged 18-24 years; 35%), given
a median age value of 18.4 (Standard Deviation — 3.7). A
written consent was given to the said individuals who
participated in the study while those who did not sign were
prohibited to participate, inclusive of the minors without the
consent of their parents.

TOOLS

The study used a quantitative mixed methodology in line to
the qualitative element. The study sample of 551 participants
answered questionnaires, and total of 110 participants were
interviewed. The interviewees were composed of young
adults, children, and the preference tools of the media were
based on past studies.

SNA USAGE PATTERN

In a week, the number of different activities is: Dissemination
differences, indices and connections. Five main groups are
formed where in each is composed of the different activities
listed below.

Table 1, Extent of various activities in the course of a week:
Distribution indices, connections, and differences

M=hours per week: Members = face-to-face meetings)

Distribution ind Comslanion, cosf, (Pearson) +-Test for the row-column differsnce
. Phone  Indepen Phone Indmpende
Cronba dent
M S0 ghe 8NAs Members conversa  digital SNAs Members conversa py digital
ligms figns,  activity
activity
SNAs 01 575
Members 606 484 0.260% 1437+
Phonz
5 4m 0.420%% QU1+ 17.80%+ 134
oomversations
Independent
3N 367 0750 0428 Q10 0466°* 018 233 101
digital ativity

3LBI** 18383%* 1720%F .14**

Reading 182 222 049 0062 0084 0032 0053

01" g5

As shown in table 1, it can infer that the connections in
each activity are significant and positive correlations in the
middle of the SNAS usage, telephone calls, member meetings,
and self-reliant automated activities on the web. The findings
imply that the said reinforced activities are interrelated to one
another. Combining the volume of 10.2 hours is higher than
other activities. The time expended on phone calls with 5.9
hours was not significant difference on meeting friends and

self-reliant automated and digital activities.

Table 2, Scope of engagement in various activities by age group (hours per week)

F Differences
Activitiss Children Adolescents Young adults Totd between
TroupE
SNAs 13 1106 1026 1038 3.364%*
Members ilé 6.64 iv 6.13 141
Phars 453 6.06 370 570 3477
CONVErsations
Digital b1/ 501 3.16 5.56 0157
activity
Reading 08 L puil 1.83

0L e0

From table 2, the significant difference in use of applications
among the children, the adolescents with 5.564. The results
show that characteristics of the said respondents were
examined in the SNAs given with different percentage to the
age differences those children, adolescents and young adults.

Survey shows friends in the SNA were given were given a
chance to have multiple answers to make the percentage exact

or higher than the 100%.

Table 3, Characteristics of participants in SNA and
Face-to-face communication by age group

F Differ-
Young All re- enpes be-
Children Adolescents
adults spandents twaem
Zroups
Characteristics of ~ N e K e
participants My age 0% 38% 3%% 40% 6285
SNAs % i "1
: Allages 47% 61% iT% 38% 4.683
Characteristics
of patticipants @ pge e 79%, 69% 1% 9% 8674
face-to-face
“p=01] p=035 All ages 16% 36% 40% 36% 5.805*
3835 il ®
g
i -
. i .
34% 38% N
0%
My age Older than me Allzges Tounger than me
Friends SNA  Friends face to face

Figure 1: Distribution of SNA Members and Face to Face®

*Respondents could indicate more than one answer
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HAZARDS OF SNA USAGE

The table had shown the outcome of the participants and their
answers and opinions intrinsic in the use of SNAs using
qualitative analysis.

Table 4, Hazards of SNA usage by age group
(Multiple responses were possible, so the sum of the responses need not total 100%:)

F Differences

All raspond-
Children Adolescents Young adults betwesn
s
Zroups
Bullying and of 4T 43% 38% 4%
3.024%
fending
Exposura 10 13% 2% 2% % 3955+
inappropriate con-
tent
Invasion of i 3% 45% A% 1716
Povary
Damags to % 17% 8% 1%% 3.366%*
Interpersonal
communic ation
Disputes and e 15% 4% 1% 8357%=
Quatrels
“p<01,p=03

The percentage of children seemingly expose in appropriate
content was 13% lower than adolescents with 20% and 26%
for young adults. The results believe the possible damage and
danger caused by SNAs to interpersonal relationship.

SOLUTIONS TO SNA-RELATED HAZARDS

The table 5 shows the results made by the respondents on how
they will avoid the hazards, risks and dangers naturally
occurring in when using SNA. Comparing the percentages,
children with a 19% is lower compared to the adolescents who
have a 36% same with the young adults with 36%, admitting
that one can be in threat or danger in social network app
(SNA) can be lessened by having self-discipline and
responsibility. Comparing the percentage of adolescents with
5% and young adults with 10% to children with 14%, they
have a smaller proportion believing that dangers, risks, and
hazards in using SNAs could be avoided when one lessens the
use of it. The results show that the 30% of the children
speculated that the control and application can fend off the
threat of being endangered and the stands and opinions are
higher and similar in the use of applications.

Table §, Preventing SNA-related hazards by age group

F Differences

All rspond-
Children Adolescents Young adults betwesn
o
groups
Pemsonal 19% 36% 36% % 6.031%
responsibility
Reduced use 14% % 10% 5% 1417
Extzmal 30% 13% 16% 1T 18557
enforezment
and control
Publicizing and P 1% 25% n% 21766
awarenes
Technological 4 8% 12% 9% 0.898

monitoring

“pelLl pe0s

HAZARDS AND SOLUTIONS IN SNA
The table shows the understanding of threats, dangers and
problems in the use of SNASs using qualitative analysis. The
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respondents have connection to the solutions of SNAs and
suggest different samples of solutions and establish a multiple
answer.

PARENTAL CONTROL

The figure 2 shows that parents are checking their children
phone which resulted to mother got 94% and father got 89%
use the applications while the rest completely ignores.

Ap

-2

MOTHER. USE DOES FATHER USE DO YOUER PARENTS
SNASD SNAS? INSPECT YOUR
SMARTPHONE AND
COMPLUTER? DO THEY
CHECE YOI

DOES

Figure 2, Parents’ use of SNAs and supervision of children

The respondents explained the reason why parents did not
check their phone and layout more than one answer.

Table 6: Analvsis of the respondents’ explanations of the reasons why their parents do not check their phone,

by, age group
F Differences
All respond-
Children Adoleseents Young adults between
s
groups
Preserving 14% 16% 13% 13% 3.066°
prvacy ([ do
not let them)
Opemness and 10 1%% 16% 16% 0.634
mutual trust
They have no 1% % 4% T 1By
reason /I
have nothing
1o hide
1zm an adult 0% 6% 12% L) 6.334”
"pe0l” pe03

In the openness and mutual trust of parents and children
according to age are no differences. The results of the
percentage are for the adolescents with 7% and 4% for young
adults.

4.DISCUSSION

The internet safety issues in the use of SNAs from the
perception of individuals of different ages.

CHARACTERISTICS OF SNA USAGE

The relationships of several activities such as bonding and
assembly of friends, mabile incoming and outgoing call, and
independent digital activities on the network indicate the
connections and positive use of SNAs. These relationships are
consistent and largely enhance with each other. A comparable
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finding was reported by [11]. The researchers of the study
utilized the concept of “interdependence”: the higher the
number of children who uses applications, the broader they
are exposed to higher risks than those who do not use SNAs.

The application membership reveals in figure 1 have said that
peers in the SNAs belong to group of ages. The respondents
indicate the offline or face-to-face communication can be
counter parted that resulted to discourse and does not show
many differences.

SNA-RELATED HAZARDS

The results in table 4 shows that bullying, shaming and
harming others are the hazards, risks and threats encountered
by the respondents. The offensive and exposure content also
mentioned got 41%. The group of all ages believe that
bullying and some injuries to others are the two of the main
reasons in the use of SNAs. These two dangers suggested to
install visible network to privacy associated problems.

PARENTAL CONTROL

From the perception of the respondents, 2% of respondents
said that their parent frequently checks their smartphone and
computer and monitor them. While 15% of respondents said
that their parents are not allowed to look and check personal
belongings such as gadgets, smartphones and computer with
the reason of privacy. On the other hand, 16% stated they have
mutual trust among the children and parents and children are
open to their parents. The respondents agreed that exposing
and sharing of the issues regarding the usage of social media
are good and giving them awareness to themselves and for the
others. Some parents are having limited of accessing and
monitoring of use of SNAs that resulted to exercise ethical
control and emphasizing their trust in their children’s. There
were no age gaps regarding the mutual trust and honesty
between children and parents during the procedure of SNAs
usage of parental supervision. With the results that the
researchers have gathered, monitoring was perceived as an
invasion of their privacy but there was no parental control.

5.CONCLUSION

Dealing with such shame is necessary, both in offline and
online communication. Therefore, the efforts and intentions
must be made in extent to determine a resolution for the
subject matter including the problems of humiliation of
individuals in certain group, and to point out the value of
protecting an individual’s privacy and dignity. Generally,
SNAs are an essential part of today’s young generation’s daily
system of life, in a way that SNAs are also somewhat a
component of the problem or issue because it results to the
development of humiliation. On the contrary, they can also be
a solution and answer. Communications are exactly detailed,
unlike in a physical confrontation in which individuals are
put up to the challenge like to observe events, to retain the
exact words that an individual spoke, to point out the
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sequence of events, etc. In this point of time it is feasible and
a must to find the solutions on shaming and humiliation in
offline communication and online communication (SNA). It
is solely based on the perspective of the young-aged group
given that this is their natural environment. The information
gathered on this study served as a guide in developing an
e-safety application.
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