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 ABSTRACT 

In this advanced technological era, the internet 
especially social media plays an important role in our 
lives. Because through social media everyone can 
easily communicate with their relatives and loving 
ones. Its usage is increasing day by day which also 
facilitate the Cyber Criminals to perform cyber acts 
using these networks. There are several networks 
such as Instagram, Twitter, Facebook and LinkedIn 
etc. which are utilized by the users on daily basis, 
though which they can communicate and share their 
data with their family, friends and relatives easily. 
But while using these networks they are unaware of 
their security issues. Through hacking their accounts 
cyber criminals can exploit their personal data and 
can use it for illegal acts. This article tends to provide 
the systematic literature review on several cyber-
attacks over social media. The main objective of this 
article is to present the cyber-attacks within literature 
which can helps to find out the security gaps.  

Key words: Cybercrime, Cyber-attack, Cyber 
Threats, Social media, Cyber criminals. 

1. INTRODUCTION 

The term Cyber refers to the interconnection of 
computers in a network. In this world of technology 
on network the number of users has been increased 
which may increase the security risks termed as 
“cyber security”. Cyber security can be defined as the 
security of data from unauthorized access over the 
network. Several users over the network are unaware 
of these security risks. Recently the use of Social 
Media has been increased day by day because it 
provides a virtual environment for communication. 
Social Media are the type of online applications 
which allows the users to interconnect with each  

 

 

 

other by sharing their images, text and profiles etc. 
[1]. Social Media can be defined as a network of 
individuals, termed as nodes and are interconnected 
with each other relationships, mutual interests 
knowledge and information exchange. [2]. Due to 
increased usage of internet, mostly the people prefer 
social networking sites to communicate with their 
loving ones. [3]. these sites can easily connect the 
peoples at remote areas to interact with each other 
very quickly. All social networking sites enable users 
to register on them before using these sites. There 
several social networks like as Facebook [5], 
LinkedIn [6], Google+ [7], Sina Weibo [8], 
VKontakte (VK) [9] Twitter [5], Tumblr [6]. (Shown 
in Figure 1) 

 

 

These networks are utilized by hundreds of millions 
users daily. Facebook, for example, has more than 
1.23 billion monthly active users, 945 million of 
which are active mobile Facebook users as of 
December 2013 [8]. Facebook users have a total of 
over 150 billion friend connections and upload on 
average more than 350 million photos to Facebook 
each day [11]. Regrettably, several user are not aware 
about the security risks of social media 
communication such as privacy risks [12], [13], 
identity theft [14], malware [15], fake profiles (also 
in some cases referred to as sibyls [16], [17] or 
socialbots [12], [18], [19]), and sexual harassment 
[20], [21], among others. According the investigation 
by Dwyer et al. [22] the users of Facebook and 
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MySpace have blindly trust on these social networks 
and their users [23].which leads to the information 
sharing and relationship development. Whereas from 
recent studies [12], [24] it is found that several social 
networks users are exploring their intimate and 
personal data such as address, contact number and 
pictures by directly posting on Social media. 
Moreover, the study by. [12]. [19], [25], found that 
on Facebook several users can share their data by 
accepting the request of unknown persons. This data 
can be utilized in virtual or real world for harmful or 
malicious acts. Because of huge amount of users 
these sites became the main target cybercriminals for 
cyber-attacks. The cyber criminals can easily access 
their personal information by using these sites. AS 
the several users are unaware of the privacy setting, 
so they can easily become target of privacy breach. 
This article tends to provide the detailed review on 
several cyber-attacks using social media which can 
helps to find out the security gaps on social media. 

2. LITERATURE DATA COLLECTION AND 
DATA MINING METHODOLOGY 

This study extends beyond the scope of a typical 
research survey article. The data mining techniques 
were used to gather literature from a range of sources 
in order to provide a complete picture of cyber-crime 
on social media. The technique for gathering relevant 
literature and mining the articles in this section. 

2.1. High level Approach 

The objective of this study is to conduct a thorough 
analysis of cyber-attacks and its solutions. A simple 
method would be to look through the papers 
presented at major conferences and manually choose 
those that are connected to cybercrime. This strategy, 
however, would be insufficient. While academia 
proposes the majority of the remedies, independent 
researchers and cyber-security firms have uncovered 
a huge number of real-world attack events and social 
network weaknesses, exposing critical cyber 
vulnerabilities. In this study, academic works are 
compared to literature from a variety of different 
sources, such as Articles, reports and conferences. 
This enables to provide a full picture of current 
cyber-attacks on social networking sites. The 
majority of assault instances are published online, 
and manually looking for them is impractical due to 
the fact that the majority of search engine results are 
either irrelevant or duplicates. To create appropriate 
searches, we use Google's search engine APIs [8] and 
domain expertise. 
After that a smart web named as crawler was 
constructed that uses those searches, as well as 
meaningful combinations of them, to automatically 
collect everything relevant to Google's search engine. 

In order to filter out the irrelevant items set of 
heuristics were used. Then, using cutting-edge data 
mining algorithms, the articles were grouped together 
to highlight the high-impact articles. As a 
consequence, there are 117 clusters with at least three 
online reports, totally 973 articles. Finally, to find 70 
distinct attacks these articles were manually 
evaluated. Whereas the publications that aren't 
specifically about cybercrime were excluded. Some 
papers may cover both defenses and solutions. 

2.2. Article Collection 

As previously stated, gathering attacks events 
reported by industry and individual researchers is 
difficult, owing to the wide range of probable 
sources. To solve this problem, a sophisticated web 
crawler was created that collects articles and reports 
from the internet. 

The functions are described as follow: 

Construction of Quires and search 

The smart web crawler does an initial gathering of 
online articles using Google search engine APIs. In 
this study, the more systematic approach was utilize 
to creating these queries. Three keyword sets were 
created in particular:  

A. Cyber-crime keywords 

B. Social networking keywords  

C. Security keywords 

The queries are generated automatically by the 
crawler, which selects terms from these three groups: 
A unique combination of four words from set (c) is 
chosen for each word in set (a). For each word in the 
(b) set, the process is repeated. This method 
generates 2000 queries. The crawler selects the first 
100 results for each query. All collected online 
articles are entered into a database that will be made 
available to the public and updated on a regular basis. 

Content Parser 

Finding attacks occurrences and their original 
published source might be difficult given the large 
number of online reports collected by our clever 
crawler. To deal with this, we created a content 
parser module that consists of two parts:  

1. Content filter  

 2. Clustering of articles 
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1. Content Filter 

The content filter's main goal is to rapidly filter out 
online reports that aren't related to cyber-attacks. The 
filter works in two stages, one after the other. The 
content filter removes sites in the first step. The goal 
of the second step of content filtering is to do more 
in-depth filtering. It focuses on the article’s actual 
text content to ensure that it is relevant. The parser 
uses diffbot to extract the title, author, publish date 
and content at this point. The program next checks 
for the existence of the original query keywords in 
the title and text of the report once again. This is 
required to avoid the occurrence of keywords in other 
parts of the source code. 

2. Clustering of Articles 

After the removal of noise in the gathered article the 
next step was to concentrate on finding high impact 
articles. This is done by aggregating online articles 
describing similar attacks occurrences using 
clustering. To generate a collection of terms, first 
step is the title and content evaluation. The Title 
Weight to the title was assigned to reflect its 
prominence over the content. Then, using the title 
and text, the conventional natural language 
processing techniques like tokenization, stemming,  
stop word removal, punctuation, and number filtering 
were used to get a collection of weighted words. The 
characteristics vectors are then extracted using the tf-
idf keyword extraction method. Finally, a minimal 
spanning tree was created by constructing a distance 
matrix based on the collected feature vectors' cosine 
similarity. We generate a forest where each tree is a 
cluster by pruning the edges that don't meet the 
Cluster Threshold. It's not easy to figure out what the 
best values for the Title Weight and Cluster 
Threshold are. To overcome this, we examine various 
combinations of these values. The ground truth was 
created by manually labelling 90 articles that span 25 
distinct attacks subjects into different groups. Then 
we experiment with different numbers to see whether 
we can automatically cluster the 90 articles with the 
rest of the reports. The degree to which those 
identified articles are appropriately grouped together 
and segregated in distinct clusters is used to assess 
the efficacy of various combinations. The above 
whole clustering scenario is illustrated in Figure 2.  

 

 

 

3. LITERATURE REVIEW: 

In the articles [26][27][28] [29] and [30] [31] 
discussed the classic attacks attacks. Whereas 
[32][33][34][35][36][37][38][39][40][41][42][43][44
][45][46][47][48][49][50][51][52][53][54][55][56][5
7][58][58][59][60]discussed several Modern attacks. 
[61][62][63] Discussed the cyberbullying.[64] 
discussed several sites of social networking to 
examine their cyber-attacks, their taxonomy and also 
highlighted their solutions . A survey was conducted 
by [65] to find out the users opinion about social 
networks security issues. [66] Investigated social 
network usage and the security issues faced by the 
university students. The three institutes of Nigeria 
were selected for investigation. To collect the data 
questionnaire was used. The investigation reveals 
that, several issues were faced by users. [67] 
Discussed several techniques to solve the privacy 
issues. Likewise [68] highlighted several social 
networking security and privacy risks and their 
preventions. [69] Gives the systematic review of 
mobile networks challenges and their solutions. [70] 
Discussed that there are several security issues faced 
by the users while using social network sites. Thus 
the users and organizations should pay attention to 
cope with these threats. In the paper [71] introduced 
an extremely secure authentication technique using 
voice recognition system for cyber threats 
preventions on social media, [72] argued various 
cyber-crimes and their detection techniques .[73] 
highlighted the reasons of committing cybercrimes 
and their methods and also highlighted an analytical 
approach cyber-crimes trends. [74] Explained several 
security issues of social media and also discussed an 
architecture which is useful exchange of data 
securely. In the research [75] discussed an analytical 
investigation of cyber-attacks via social media. [76] 
Described the emerging threats experienced the users 

CRAWLING

DOWNLODING

FILTERING

CLUSTERING

ANALYZING

10000 queries constructed, 1012unique 
URLS crawled 

100 GB data was downloaded 

3000 articles were filtered 

117 cluster in which 937 total articles 

90 articles, 25 attacks analyzed from 
clusters 

Figure 2 Clustering Articles framework For Literature Review 
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on social media. [77] Highlighted the patterns, 
countermeasures and trends of cyber threats [78] 
investigated the opinion of undergraduates of third 
party observers witnessing cyberbullying via social 
networking.. In the paper the main focus of [79] was 
how the personal information is being affected by 
social networks and their security and privacy risk. In 
the report published by [80], have discussed the 
teenagers social media usage, the main focus was to 
discuss the new security settings made by several 
social media sites. In the survey report [81] several 
security and privacy issues were published. In the 
paper [82] Krishnamurthy and Wills [83] Leitch and 
Warren [84] C. Marcum et al. [85] aware the users 
from several security breaches on social media. Boyd 
and Hargittai [86] also discussed the interest of 
teenager regarding social media especially facebook. 
F. Stutzman and J. Kramer-Duffield [87] Yabing Liu, 
et al., [88] introduced a method to enhance the 
privacy setting of personal information via social 
media. In the paper A. Verma et al. [89] introduced a 
distributed architecture to preserve the user’s security 
on social media by using cryptographic method. The 
attacks found in literature in clustered graph shown in 
Figure 3. 

 

 

3.1 Cyber Attacks 

The attackers uses three types of attacks to perform 
their illegal acts. Several attacks were highlighted in 
clustered literature some of which are discussed 
below 

3.1.1Classic attacks 

The classic threats comprises of both privacy and 
security threats such as malware, spam, cross-site 
scripting (XSS) attacks, or phishing. 

A. Malware 
Malware, or malicious software, is any program or 
file that is harmful to a computer user. The first 
propagated malware was Koobface. [15] 

 
B. Spammers 
Spamming is the use of electronic messaging systems 
like e-mails and other digital delivery systems and 
broadcast media to send unwanted bulk messages 
indiscriminately. [47] In the articles [70] and [71] 
discussed the spammer’s attacks in 2009 and 2013. 
 
C. Cross-site scripting 
Cross-site Scripting (XSS) is a client-side code 
injection attack. The attacker aims to execute 
malicious scripts in a web browser of the victim by 
including malicious code in a legitimate web page or 
web application  In the year of 2019 the attackers 
used the XSS worm named as Mikeyy, to target 
several celebrities through twitter [73] 
 
D. Phishing 
Phishing is a type of social engineering attack often 
used to steal user data, In recent investigations [67] 
[68] [69] shows the interests towards social media 
and impacts of their polite nature, which may help 
the attackers to achieve their targets.  
 
3.1.2. Modern attacks 
These attacks are totally concerned with user’s 
personal information. These attacks comprises of 
Click jacking, De-Anonymization, Fake profiles and 
identity clone attacks. 
 
A. Click jacking 
It is a kind of malicious technique used to target the 
user through clicking the spam link or messages. [76] 
Whereas, [77] discussed this attack attempt by the 
attackers in 2009 usig twitter website. 
 
B. De-Anonymization 
In these kinds of attacks attackers uses several 
techniques such as user group membership, tracking 
cookie and network topology to explore the users real 
identity. The [11][78][79][80][81][82][83] discussed 
the several techniques used by attackers for De-
Anonymization attacks such as face recognition.  
 
C. Fake profile 
Fake profiles refers to the socialbots or automatic 
portfolio which mimic the human behavior on social 
network. [12][17][84][85][86] Discussed the several 
attacks attempted through this technique. 
 
D. Identity clone 
Through technique the attackers make the duplicate 
copy of users account to distract their friends and 
followers. [13][89] Discussed the several clone 
techniques used by the attackers on different social 
media platforms to target the confidential data of 
several organizations and their impact. 
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Figure 3 Clustering Cyber-attacks From Literature 
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3.1.3. Combination attacks 
These attacks are the combination of both modern 
and classic attacks. The attackers targeted the 
timeline of a user for sophisticated attack. [87]. 
 
 
3.1.4. Youth targeted attacks 
The main target of these attacks are new generations 
which is fond of social media. These kinds of attacks 
includes cyberbullying. 
 
A. Cyberbullying 
Also termed as cyber is a type of harassment that 
takes place technological communication platforms 
such as sexual harassment. The authors [90][91][92] 
gives a detailed review on cyberbullying. 
The Cyber Attacks are illustrated in Figure  

 

 

 

4. FINDINGS 

The literature review findings are illustrated in Table 
1. 

 

 

5. CONCLUSION:  

Social Media provides a tremendous way of 
communication to the users, so they can interact with 
their relatives and friends anywhere anytime around 
the world. There are several benefits of social media 
but it also contain various security issues. Now a 
days the users are very fond of social media and 
mostly prefer these sites for communication. They 
post their personal data on these accounts and also 
add the strangers to expand their social gaps. But this 
might be accessed by the authorized persons through 
various techniques and can be utilized for illegal acts. 
This paper reveals the systematic review of the 
research presented by authors previously. Various 
kind of cyber-attacks were discussed which faced by 
the users in last decades.  To avoid these kind of 
attacks the users must update their security setting 
and do not post their personal data on these kind of 
networking sites.   .    

FINDINGS 
Paper Year Cyber Attacks Privacy 

Issues 
Solutions 
of Cyber 
Attacks 

[98] [99] 2021      
[97] 2020     
[95][96] 2019     
[94] 2018      
[93] 2017      
[75] 2016     
[79] 2016     
[71] 2016     
[76] 2015     
[81][83] 2015     
[74] 2015     
[28][29] 
[30][41] 
[73] 

2014     

[84] 2014     
[27][47] 
[50][52]  
[64][78] 

2013     

[65][70] 2013     
[46][49] 
[62][63] 

2012     

[68][69] 2012     
[68][69] 2012     
[35][48] 
[51] 

2011     

[66] 2011     
[80] 2011     
[36][40] 
[45][53] 
[54][56] 
[57][59] 
[60][61] 

2010     

[67][87] 
[88] 

     

[34][38] 
[39] 

2009     

[33] 2008     

Figure 4 Cyber Attacks 

Table 1 Findings of Literature 
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