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ABSTRACT

Image forgery detection in terms of copy-move detection is an
emerging area for researchers in recent times. This paper
proposes the combined methodology of Saliency detection
and Local binary pattern-based forgery detection for real time
images. Saliency detection is used to identify the forged
portion on a preliminary step. It locks the region of the
tampered portion with surrounding (global) area. Then, the
exact pixels/region is identified or captured by Local Binary
Pattern features for the tampered portions. This combined
approach maintains the advantages of both saliency map and
Local Binary Pattern particularly in scaling/rotation with fast
detection rate than the existing methods. In addition to the
existing outcome of forgery detection, the proposed method
accurately identifies the forged region with depth map
information. The severity of the tampered portion is
examined with reference to the bits/pixel. The novelty in the
proposed method lays the way of detecting the tampered
portion in the real-time digital image. The state of art
comparison is also proved that the proposed method is far
better than existing methods.

Key words : Copy-move forgery detection, Image forgery
detection, Local binary pattern method, Saliency depth map.

1. INTRODUCTION

From last four decades, digital image processing
techniques are predominantly working to reform the trust
towards the digital images. Undoubtedly, the integrity of
digital images is degraded in recent times. Forgery is one of
the main reasons for this degradation. Digital watermarking
has contributed to address this issue but not up to the mark
due to practical difficulties since digital watermarking can be
done only at the time of the capturing/recording of an image
[1]. This drawback is predominantly dealt by passive
techniques where some clues available about the tampering
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not visible like watermark [2]. Image forgery classified into
three categories, they are Image retouching, image splicing
and copy-move [3]. This paper addresses the copy move type
of image forgery in which some part of the image is copied
and moved to other portion of the image. In general, this part
is cropped, rotated, and scaled version of the original [4]. The
forgery detection methods are divided into two types i.e.,
Active (non-blind) and Passive (blind). Active methods are
watermark based, they have hint about the authenticity or
originality. For passive methods there is no information about
the genuinety [5],[6]. The proposed forgery detection method
belongs to passive type. In this proposed forgery detection
method, Saliency based depth map algorithm is applied to
identify the exact region of forgery. Then LBP based front
layer pixels are identified block wise in each RGB plane of
forged portions. This forgery detection method can be applied
in medical, forensics, and media to authenticate the integrity
of the original image.

This paper is organized in such a way that section 2 briefly
presents the literature or related work; section 3 discusses the
proposed methodology followed by results and discussion
represented in section 4. Finally, the conclusion is in section
5.

2. RELATED WORK

Several researchers have effortlessly worked on this problem
and achieved remarkable milestones too. Some of the
literature is presented briefly in this section. Sun et al. [7]
proposed wavelet based statistical method for identifying
similar and tampered portions using Gaussian model
distribution. Wavelets were also effectively utilized to extract
the patterns of gray scale image to detect the tampered
portion. DWT and SVVD combined blind forgery detection was
successfully implemented by Li et al [8] specifically for highly
compressed images. Bravo [9] proposed forgery detection
even if image was geometrically distorted such as reflection,
scaling, rotation etc. Christlein et al. [10] has set a benchmark
dataset for copy detection using Kd Trees based segmentation.
Standard LBP and Multi-resolution LBP for colour images



[11] were also implemented with SIFT to cluster the
neighborhood pixels of minimum deviation [12].

The advantage of this method was best for detecting copy
area even close to the original pixels. The main drawback was
contrast limitation [13] but obtained good performance for
JPEG images. Most of these existing methods have
considered block level rather than colour distribution at the
pixel level for finding copy move detection. In this proposed
method colour information was also considered with saliency
map for exact and high accurate identification of the tempered
region. Davarzani et al. [14] proposed the LBP and
neighborhood clustering forgery detection method, where
clustering is not the approach for high contrast image, as high
chance of false clustering can occur. In this histogram levels
are compared and grouped the minimum distance blocks.

3. PROPOSED METHOD

In the proposed method, the forgery detection is done using
two steps. For tracking of the global forgery region saliency
depth map is used and local region is identified with LBP
technique based on features. Saliency detection is the best tool
to identify the copy paste forgery detection even at minute
regions also. The steps of the proposed hybrid forgery copy
move detection is presented in figure 1.

3.1 Saliency Depth Map

Saliency map is one the fastest techniques used in computer
vision applications for image registration and image
matching etc. Here, space based visual saliency map [16] is
used to identify the copy move forged portions with high
dynamic range. The general representation of the saliency
map is represented in equation 1.

Src(rk) = zexp(_ DS(rkz’ri)

2 s yw(r)D (., 1)

1)

where r, and r; represents the segmented regions. W(r;) is
weight region specified by r; D (rk,ri) is colour information
between regions ry and r; respectively. The spatial weights
depend on the image attributes. & is variance parameter
(0,1).

This saliency map finds the forgery detection at the basic level
with the help of depth map. The forged portions always differ
in depth map from its neighbors which cannot be observed in
the visual RGB plane. This can be visually represented in
figures of results section.

3.2 Local Binary Pattern (LBP)
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LBP technique is a texture operator on pixel level to assign
labels based on their gray levels by considering its neighbors.
The radius defines the number of neighbors it can consider
assigning a label. The output of LBP operator is binary only.
In the proposed methodology circular sampling was done.

LBP (1,1 ) = ZP: $(9,,9.)2"s(x) =[1,x>0;0,<0]

p=1

)

where, ¢ and =, are features of regions divided by saliency
map techniques.
g. is the gray value of the subjected pixel. g. is the gray level
of the center pixel.
P is the sampling points (defined by radius) within the region.

This LBP helps to discriminate the portions of forgery in gray
level plane. In fact, LBP is time taking process as it applies on
whole image. But, in this proposed hybrid method of forgery
detection; the area is limited by saliency map which saves the
computation time.

Read RGB image

Preprocess the image

Apply Saliency map for depth map

Identification of global forged regions

Feature extraction using LBP technique

Precise locations of forgery
(copy-move method)

Figure 1: Methodology of the proposed forgery detection

4. RESULTS AND DISCUSSION

This section deals with the results of the proposed method and
comparison of the performance metrics with the existing
techniques. The detection of copy paste region is only with the
help of reference image only. So, it is a blind process to
identify forged portion. This proposed method obtained the
better performance than solely LBP or Saliency based copy
paste detection. Computation time is also saved significantly



by this hybrid approach of copy move algorithm. The images
are collected from standard database. From this database
more than 150 real-time images are tested by applying the
proposed algorithm and tabulated the results. Different
operations like JPEG compression, rotation and flipping are
done on these images.

Along with the state of art performance metrics [17]
computation time is compared with the existing forgery
detection techniques for different set of images. Preferred
performance metrics are represented in equations (3) and (4)
respectively.

TruePositi ve
TruePositi ve + FalsePosit ive

Pr ecision =

3)
(4)

TruePositi ve
TruePositi ve + FalseNegat ive

Re call =

The terms True Positive (TP), True Negative (TN), False
Positive (FP) and False Negative (FN) are represented in table
1. The horizontal bottom line represents the input regions
either forged or not forged portions. The vertical column
represents the detected portions of possible output form the
proposed algorithm. The combination of actual and estimated
frames cases of TN.TP, FP and FN. For a better algorithm, the
TP is as much as high (at least, >95%) and FP as much as
minimum (at most. < 10%). These values depend on the
number of images considered from the database. Large
database is preferred over numerical values to overcome
ambiguity between two classes i.e., forged and not forged.
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Table 2 represents the comparison of the performance metrics
under different conditions like compression and rotation. It is
more efficient than the existing forgery detection techniques
like pure saliency and pure LBP. In addition to the
identification of the forged portion depth of pixels is also find
by the saliency map. The scope of LBP match with the
neighboring regions is also expressed in number between 0
and 1. If it is 1, not forged and 0 means forged portion
detected.

Table 1: Format of Confusion Matrix

o
(3]
(=)
L False Positive (FP) | True Negative (TN)
S
5 True Positive (TP) | False Negative (FN)
S
LL
Forged Not forged

This is an advantage than the existing forgery detection
techniques. Figure 2 shows the original and forged images.
Figure 3 represents the forged portion in which trees are
copied and moved to portion where building exists. This
portion is highlighted by box representation. In a similar way
figure 5 and figure 6 represents the forgery(copy-move) in
which ships are copied and moved to another place in the
image.

Table 2: Comparison of the Performance Metrics

Image 1 Image 2 Image 3

Effect Methods |Precision |Recall |Precision |Recall | Precision | Recall

. Proposed 0.89 0.7 0.97 0.84 0.99 0.92

Without

any effect LBP [15] 0.72 0.87 0.74 | 0.87 0.82 0.87
Saliency [17] 0.79 0.8 0.8 0.72 0.93 0.91

PEG Proposed 0.78 0.66 0.83 0.86 0.9 0.77
Compression LBP [15] 0.69 0.62 0.79 0.75 0.76 0.84
Saliency [17] 0.73 0.7 0.82 0.85 0.78 0.63

Proposed 0.85 0.65 0.88 0.84 0.94 0.79

Rotation LBP [15] 0.72 0.59 0.64 | 0.77 0.75 0.86
Saliency [17] 0.8 0.66 0.81 0.79 0.89 0.9
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Figure 2: Original Image and Forged Image (from left to right)

Figure 3: Forged portion of figure 2.

Figure 4: Original image and forged image (from left to right)
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TR

Figure 5: Forged portion of figure 4.

5. CONCLUSION

In this paper, the proposed methodology is better than
existing techniques. It is achieved due to block wise
processing of the colour image in different colour planes
instead of RGB alone. The proposed methodology
significantly dominates the existing methods even in
compression, rotating and flipping scenarios also. By
applying saliency detection technique, the primary level of
forgery was found and fine-tuned with the help of LBP.
Instead of applying LBP on whole image, it is operated on the
preliminary portions of the forgery. This is the reason where it
is better in the computation time also.
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