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ABSTRACT 

This paper focuses on the issues face by the supply chain   
management industry for overall working. Block chain 
technologies can contribute to the operations and supply 
chain domain as well. Currently, supply chains are 
becoming more and more complex in structure, difficult in 
terms of task, and diverse in terms of stakeholders, and 
many organizations do not have an integrated view of the 
entire supply chain. In supply chain management multiple 
stakeholders are responsible for effective communication 
where data sharing from vendors, suppliers, managers by 
maintaining transparency and privacy is very difficult. In 
this paper two methods are introduced for dealing with 
issues mention above and the methods are data sanitization 
and restoration. 
Key words: Supply chain management, Sanitization, 
Restoration, Binarization, privacy 
1. INTRODUCTION 
 Information sharing has become the core activity for 
collaboration along the supply chain or any industry. This 
has been made possible by the acceptance and implantation 
of state-of-the-art software systems, duly supported by 
communication devices [3]. A number of information flows 
are required in a supply chain, which create a lot of value in 
the chain and can be viewed as the bonding agent between 
financial and material flows [5]. Such is the importance of 
information flows through the chain that a huge prohibitive 
cost is believed to be associated with the failure in 
achieving effective and efficient information flow. 
Blockchain technology offers many benefits, as it can 
provide a secure, distributed way to perform transactions 
among different untrusted parties.Supply chain  
 
management is a complex process that involves taking 
productsmanufacturers and suppliers to consumers through 
a complex web of transactions. Food, beverages, clothing, 
and other consumer goods transform many hands before 
reaching consumers [5, 16]. Implementing IoT solutions to 
supply chain processes allows manufacturers to monitor the 
status of their physical objects and capture useful data to 
reduce its complexities.IoT also improves transparency, 
traceability, security, and efficiency while reducing costs 
[8, 17].  

2. LITERATURE REVIEW 
Blockchain technology is able to transform significantly 
many activities and operations in the supply chain that 
require increasing attention from scholars and practitioners 
[6]. A blockchain technology enables one to enhance and 
track goods and passengers in real time from their origins 
through the overall SCM. In [9, 16] the supply chain, 
blockchain technology enables all of the actors to know 
who is performing which actions by defining and 
evidencing the time and location of the actions. Wang Li 
[1] analyzed the current situation of the domestic steel 
industry and steel trading enterprises, as well as the 
advantages and external conditions of China Railway 
Materials Co., Ltd., and introduced the company’s efforts 
to strengthen resource integration, give play to its own 
advantages, and enhance the upstream service capacity of 
the steel supply chain. In [10, 14]block chain have four 
characteristics: Decentralized, Trustless, Collective 
Maintenance and Reliable Database. (i) Decentralized: The 
whole network has no central node, all nodes are equal, 
allowing the existence of malicious nodes, and the high 
robustness of block chains makes the network run stably. 
(ii) Trustless: In a block chain system, data can be 
exchanged between nodes in a trusted environment and the 
operation behavior is open and transparent. (iii) Collective 
Maintain: Data blocks in block chain system need all nodes 
to participate in the maintenance and (iv) Reliable 
Database: Every node has all the data exchange databases. 
Even if there is data destruction of the wrong node, the 
correct data can be recovered quickly [7, 17]. 
3. METHODOLOGY 
Supply chain management (SCM) is an integrative concept 
to manage the total flows of a distribution channel.The 
supply chain is complex because it includes distributed 
activitiesfrom upstream, which deals with people, physical 
resources and production processes, to downstream, which 
covers the whole sellingprocess, i.e. contracts, sales to 
customers, distribution and disposal [11, 16]. 
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Figure 1: Supply chain management process 

In supply chain management in the architecture the process 
is divided into four levels namely manufacturer, manager, 
deliver and vendor. In level 1 information about 
manufacturer have been stored regarding product 
information where sensitive fields are supposed to be send 
through blocks and insensitive information is kept as it is.in 
level 2 the same process is followed with manager through 
secured blockchain and it has been done for rest of the 
levels also. At each stage block have been added to handle 
security issues at every end.  

A. Data Sanitization 
Data sanitization is the process of hiding sensitive 
information in a test and development database by 
overwriting sensitive information with a similar type of 
realistic-looking but inaccurate data. Security of valuable 
information is basic and there are basically two types of 
security. The first type is concerned with the integrity of the 
data. In this case the revision of records is strictly 
controlled. For example, you cannot wish to credit or debit 
an account without specific controls and auditing. This type 
of security testing and development is not a major concern 
in databases. The data can be modified without any 
commercial impact. The second type of protection is the 
protection of information content from improper visibility. 
Names, addresses, phone numbers and credit card details 
are good examples of this type of data. Unlike security 
from updates, this type of security requires that access to 
information content is controlled in every environment [12, 
17]. Given today's legal and commercial operating 
environments, most test and development databases will 
require some form of data hybridization. There are a variety 
of available technologies and usually many are needed as 
the format, size, and structure of the data determines. 

 
Figure 2: Data Sanitation 

In data sanitization the process will temporarily destroy the 
sensitive data contained in initial block by implementing 
four processes: 

i. Sanitization using key 
In the sanitization process, the sensitive data is hidden, 
which prevents sensitive information from leaking while 
implementation. Further, the normal as well as the sensitive 
data is stored in blockchain fashion For the sanitization 
process, a key should be generated that depends on the 
meta-heuristic algorithm. 

ii. Key Matrix 
Key matrix generation process is represented in the form of 
matrix where matrix compromises of the block size m and 
n. and block are created at every level while transactions. 

iii. Binarization 
In the binarization process input is carried out in the 
binarised form which eventually generate sanitized 
blockchain ܤ''ଵ

(௡)where n is number of hidden column. In 
each of block generated can be called as sanitized data 
where sensitive information is hidden from the intermediate 
level. 

iv. Original Database 
Original database is created with a suitable communication 
channel which is received by intended receiver. 

B. Data Restoration 

 
Figure 3: Data Restoration 
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A data restore is the process of copying backup data from 
secondary storage and restoring it to its original location or 
a new location. A restore is done to lose data in its original 
state, stolen or damaged, or to transfer data to a new 
location. 

i. Sanitized database 
It is generated from restoration process is considered as 
input in restoration process. The process is executed in 
reverse way where again binarization is executed in which 

)(
1"
nB attained from sanitization and K generated from key 

matrix. 
ii. Binarization 

Binarization is executed attaining )(
1"

nB where   B1 
represents respective blocks generated at each level and n is 
count of hidden column belongs to each level.  

iii. Subs tractor 
In this process the binarized key matrix and sanitized data 
base is use in which subtraction is implemented using 
adders for extracting restored database.  

iv. Restoration 
Restoration process is the last process where hidden data 
from sanitized process is restored where secured data 
generated at each level and it is access by only those users 
who are intended to use it and mediator cannot interfere 
between sensitive data. 

v. Original database 
Using data restoration original database is generated and 
received by only the intended user. 
4. CONCLUSION 
Data sanitization and data restoration are two proposed 
privacy protection procedures. Before transmission 
sanitized data is restored to get the original data. More 
importantly, through the blockchain technology, the 
original data were subjected to the sanitization process, 
where the data is converted into sanitized data. The 
proposed optimal key generation process is to be carried 
out where optimal key is identified using metaheuristic 
algorithm for better results.   
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