
    Akhmetov B.S  et al.,   International Journal of Advanced Trends in Computer Science and  Engineering, 9(4),  July – August  2020, 5046 –  5052 
 

 
ABSTRACT 
 
The article proposes an adaptive model for selection of 
strategies for cybersecurity financing of an informatization 
object with incomplete information on the financial 
resources of the attacking side. The case is considered 
when the financial resources of the protection side belong 
to some fuzzy set. The model is intended for the developed 
decision support system in the tasks of selection of rational 
variants for investing in information protection systems. 
The solution was obtained by using the tools of the theory 
of multi-step games with several terminal surfaces. The 
model is distinguished by the assumption that the 
protection side does not have complete information both 
about the financial strategies of the attacking side and 
about the state of its financial resources aimed at 
overcoming the boundaries of information protection. The 
assumption is made that the protection side has the 
opportunity to obtain additional information due to 
spending a part of its financial resources. The model was 
tested using a computational experiment, the results of 
which are also given in the article. 
 
Key words: Decision support system, game theory, 
information protection, informatization object, financial 
strategy, fuzzy sets. 
  
1. INTRODUCTION 
 
Nowadays, almost any informatization object (IO) needs to 
protect its information resources. Already at the design 
stage, for almost all IOs and their information systems 
(IS), funds are allocated to the budget for the creation or 
modernization of appropriate information protection 
systems (IPS) and cybersecurity (CS). Moreover, we 
should note that the more complex the informatization 
object, for example, if we compare the protection of the 
university information system [1] of the bank [2], the 
respectively more cyber security circuits must be on the 
protection side [3], [4]. Modern IPS and CS are multi-
layered complexes, including antivirus software, firewalls, 

systems for detecting attacks and anomalies in the 
network, cryptographic applications, etc. [1], [3], [4]. 

We also note that, as cyber attack scenarios become 
more complex on IO or critically important computer 
systems (CICS), it is difficult for the protection side to 
form in advance the hardware-software component of 
complexes and circuits of IPS based on traditional 
strategies for selecting cybersecurity tools and systems. 
And it may well be a real situation in which the protection 
side needs to dynamically take into account the landscape 
changes of cyber threats, which automatically leads to the 
need to revise or reconfigure the IO protection circuits. 
And this, in turn, is associated with additional financial 
costs, for example, for the acquisition of new firewalls, 
intrusion detection systems and etc. In the context of the 
blurring of cyber threats and the existing tendency for the 
occurrence of new threats and attack scenarios, we can say 
that solving the problem of selection of the financial 
component of the strategy to counter cybercriminals is a 
dynamic task. And while in real situations, we can say that 
a lot of resources on the protection side correspond to 
certain fuzziness of the parameters. 

As it is known, in most cases, the classes of objects 
found in the real physical world do not have a well-defined 
membership criterion. Moreover, an indisputable fact is 
that such inaccurately defined “classes” play an important 
role in human thinking, in particular, in such areas as 
computer science, cybernetics, artificial intelligence, 
pattern recognition, information transfer and abstraction, 
and others. 

It should be noted that the concept of a fuzzy set 
provides a convenient starting point for the creation of 
conceptual foundations that are parallel in many respects to 
the foundations used in the case of ordinary sets, but more 
general than the last ones and potentially have a wider 
scope. In particular, this applies to areas such as: pattern 
classification; data processing; game theory, etc. It is 
significant that such foundations provide a natural way to 
solve problems in which the source of inaccuracy is more 
likely the absence of clearly defined criteria for class 
membership than the presence of random variables. 
Therefore, this article attempts to solve problems of a 
conflicting nature and in which the incompleteness of the 
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information is not stochastic, but has the nature of fuzzy 
information defined by fuzzy sets. 

In [4]–[6], there was shown that one of the main 
problems in creation of integrated IPS and CS is the choice 
of a rational investment strategy in IPS and CS for IO. The 
trend in recent years on the intellectualization of decision 
support [6, 7] in the field of IO cyber security tasks has 
made it possible to take a fresh look at the unsolved 
problems for such systems. In particular, the problem of 
developing new models for the selection of rational 
strategies for financing IPS and CS remains actual. For 
example, this is necessary in situations where the 
protection side may face new hacking technologies. This, 
in turn, changes the levels of cyber risks for IO. Therefore, 
as a result, a situation may potentially arise when the 
protection side needs to revise its strategies of financing in 
IPS and CS in order to choose a rational one. 

 
2.THE PURPOSE OF THE ARTICLE 

 
Is to develop a model for decision support systems for 

selection of rational strategies for financing cyber 
protection of an informatization object. 

 
3.LITERATURE REVIEW 

 
The most common model in practical application was 

proposed by American researchers Lawrence Gordon and 
Martin Loeb in 2002 [3]. The work describes an economic 
model that determines the optimal amount of investment to 
protect a given set of information. The model takes into 
account the vulnerability of information for a security hack 
and the potential loss in case of such a hack. Let note that 
the structure of the model is static - decisions and results 
occur simultaneously, and dynamic effects, including the 
dependence of money on time, are not taken into account. 
Despite the fact that the Gordon – Loeb model after 
publication was recognized in the scientific community 
and supplemented by both other authors [4], [5], [6] and 
Lawrence Gordon and Martin Loeb themselves [7], many 
issues still have to be resolved. An indisputable fact is that 
the authors of the model for the first time thoroughly 
examined the problem and identified the vulnerability 
function, which is a key indicator of information security. 

VuchenSchim, based on the work of Gordon-Loeb [3], 
developed his own model of interrelated risks for two 
identical enterprises [8]. The author has demonstrated that 
the optimal number of investments in cybersecurity with 
negative external effects will be greater than or equal to the 
optimal number of investments with independent risks, and 
the area of zero investments will be less. If cooperation 
between enterprises creates positive external effects, then 
the optimal number of investments in cybersecurity will be 
greater than or equal to the optimal number of investments 
with independent risks, and the area of zero investments 
will be identical to the model with independent risks. 

In works [8]–[10], there was substantiated the need for 
the use of computer decision support systems (DSS) for 
solving investment project selection tasks in IPS. This is 
due to the rather large amount of initial data and iterative 
procedures for selection of rational investment strategies in 
IO protection systems. 

In [8]–[10], the methodologies for creating various 
modules for the DSS in the field of financing IPS and for 
IS for various purposes were described in sufficient detail. 
One of the disadvantages of the analyzed works is the lack 
of models for selecting strategies for investing IPS, in 
situations where the protection side does not have 
complete information about the financial resources (FR) of 
the attackers. In [11] it was shown that this is an important 
characteristic of the attacking side. Since this indicator that 
ultimately allows to understand the potential of hackers. 
Indeed, the financial resource even of a powerful hacker 
group and the resource of a cyber-military side of a 
potential intruder can differ significantly [3]. 

Our new study develops the ideas previously expressed 
by the authors in [12], [13]. In the framework of the 
previously proposed scheme for selecting financing 
strategies of IPS, based on game theory. In accordance 
with similar works, which are also based on theory [14], 
[15], two sides are considered: player No.1 – information 
protector (INP); player No.2 – a hacker. Both players use 
FR to achieve their goals [13], [16]. Let note that in the 
analysis of the available approaches, we were not able to 
find conceptually similar publications. According to [13], 
[14], [16], the difference from a game with full 
information is that INP does not know exactly the initial 
financial state of the second player (hacker). 

 In view of the foregoing, it seems relevant to improve 
the models for the selection of rational strategies for 
financing IPS. The difference of this research is the 
introduction of variables into the model that take into 
account the fuzziness of information on the financial 
resources of the protection side. And, accordingly, of the 
variables providing the need to finance the procedure for 
obtaining additional information by the protection side by 
spending a part of its resources. 

 
4. MODELS AND METHODS  

 
IO security is determined on the basis of damage that is 

associated with the implementation of cyber threats that 
are random in nature. At the same time, hazard coefficients 
are correlated with specific parameters of IPS. And one of 
these parameters is the price-quality ratio of IPS. At the 
same time, these parameters, or their combination, are 
represented by fuzzy values, and the IO security indicator 
is determined by the matrix of fuzzy relationships between 
the hazard coefficient of the set of threats and the degree of 
security of the IO. The approach to assessing the 
effectiveness of technical information protection tools 
(TIPT) in IO is based on a comparative analysis of security 
indicators without the use of TIPT and with their 
application. At the same time, we are talking about the 
conditions of a fuzzy representation of the degree of 
danger of anthropogenic and technogenic threats to IO. 
With the increasing complexity of the objects of analysis, 
the composition and characteristics of threats (first of all, 
we are talking about threats of unauthorized remote 
access), the task of quantity assessment of the security of 
IO and CICS is relevant. Assessment of the effectiveness 
of TIPT is possible on the basis of such approaches: 1) 
comparison of the value of the security indicator with the 
normative (threshold); 2) comparison of information 
security indicators without TIPT and with TIPT. 
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Both approaches are applied at the level of particular 
models and techniques. For a comprehensive assessment of 
effectiveness, the first approach is not acceptable, because 
it is difficult to determine the acceptable levels of reducing 
the security of IO and CICS from a complex of modern 
cyber threats. The second approach is applicable in a 
comparative analysis of the effectiveness of measures and 
IPS and does not allow to determine the sufficiency of 
TIPT. 

With the increasing complexity of IO, the change in the 
set and nature of IS and CS threats, especially threats of 
unauthorized remote access to resources and processes in 
CICS, the task of quantity assessment of the security is 
relevant. A correct assessment of the CICS security and the 
development of the financial component of the cyber 
protection strategy of IO and CICS is necessary to perform 
a comparison of similar systems in purpose and 
complexity, or to monitor the dynamics of the level of 
security of a specific IO in time. 

Solving practical problems, there is applied the 
procedure of successive approximation of the model of the 
problem under consideration to the real one. Accordingly, 
based on the solution of the problem within the framework 
of a simpler model, we can find a solution to the real 
problem - the definition of a rational strategy for financing 
IO protection systems. 

For example, in [13], [17] there were considered 
situations when the sets of preferences of the first player 
and his optimal strategies were found. This meant that if 
the states of the players belong to the sets of preferences of 
the first player, then he has a strategy, the implementation 
of which will allow him to achieve his goal. Thus, with a 
given probability, player No.1 (i.e., information protector – 
INP) put the system into a state that reflects a positive 
result for him. However, there may be situations where the 
protector needs to get a positive result for him from states 
from which he cannot make at the standard setting of the 
game rules. For example, he is limited in interaction time. 
Then it seems appropriate to introduce a procedure for 
obtaining additional information by spending a part of his 
resources for its obtaining. This procedure is especially 
relevant in case when the information incompleteness is 
either stochastic or has the nature of fuzzy information. At 
the same time, it should be noted that fuzzy information is 
typical in real life. So, in case of expert assessments, the 
fuzziness of expert opinions is inevitable, which requires 
the development of tools to solve such problems, 
especially when the uncertainty caused by the conflict 
situation is added. And, as practice has shown, one of the 
effective tools in such situations is the application of game 
theory. 

 
4.1Results of Computational Experiments 
 

The article considers the problem of financing an 
information protector in terms of his counteraction to the 
hacker side with the introduction of a subtask and the 
corresponding procedure for obtaining additional 
information. Additional information can be obtained by 
INP by spending apart of his resources for its obtaining. In 
contrast to similar researches, there is considered a 
situation when there is fuzzy information about the 
financial resources of the protection side. 
 

4.2 Problem Solution 
 

Both players require financial resources to achieve their 
goals. We assume that for a given period of time 
 T,...,1,0  (T – natural number) INP allocates  0x
financial resources (FR). The second player, respectively – 

 0y . These resources determine the predicted, at the 
moment of time 0t , value of the FR that players 
possess to achieve their goals. Players interact. This 
interaction will be described as a bilinear multi-step game 
(BMSG) with alternate moves with fuzzy information. 
Unlike a game with full information, INP does not exactly 
know the initial state of the second player. However, INP 
knows the information that the states of the second player 

belong to the fuzzy set   ,.,mX  where the fuzzy set X 

represents the segment    rbarbra ,,,,  positive 

numbers, rabraab  2,, and the 
membership function  .m is defined as follows: 
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Also the first player knows: 
1) the initial state and parameters that determine the 

interaction of the parties; 
2) all his states  x  for t.  

 
It is assumed that the first player (INP) can receive 

additional information by spending a part of his FR. It 
turns out as a result of introducing a parameter 

  0,1kk  that determines a part of the resource of the 

first player. This part of the FR is equal to   zk 1 . We 
assume that z  the value of the INP resource, which is 
used to obtain information. This additional information 
concerns the state y  of the second player (hacker) and 

belongs to the fuzzy set   ,.,mY  where 
   rbarkbrkaY ,,,, 22

positive numbers, 
.2,, rabraab   The membership function 

m(.) is defined as follows: 
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Reasoning is carried out from the position of the first 
player (i.e. INP). Therefore, no assumptions are made 
about the awareness of the second player (hacker). Players 
take steps in turn. In even moments, the first player takes a 
step, in odd moments - the second one. 

Let nt 2  and    1, txtx  the states of the 

first player at the moment of time 1, tt . Also 

   1, tyty   the states of the second player at the 

moment of time 1, tt . Then the states of the players at 
the moment of time 2,1  tt  are determined from the 
relations: 

 
           ;1 txtktutxtktx    

         ;1 1 txtktustyty        (3) 
 

       ;112  tytvtyty    

       ;112 2  tytvstxtx                  4) 
 

Here 
                  .0,0;1,0,1,0,1,0:,, 21  sstktvtutktvtu

 
Let define the function: 
      .,sup,:. xyforymxFRRF       (5) 

 

Let denote by     ,...1,0,., tmX tt  the fuzzy sets 
to which the states of the second player belong for the so-
defined dynamics of the players states; by 

      .,sup,:. xyforymxFRRF ttt   
A detailed description of the game was given by us in 

[12], [13]. Therefore, in the framework of this article, we 
focused on considering the situation when, after the 
attacker (hacker) makes a move, the condition 

  02  tx will be satisfied with confidence of less than 
 .10, 11  pp  That is, we can say that the hacker 

caused damage to IS with reliability more than  11 p . 
Then the procedure for financing cybersecurity tools for 
this configuration of protection barriers is over. Otherwise, 
the procedure continues. 

As in [12], [15], the first player seeks to find many of 
his initial states (InS), which have the following feature.  

Feature: if the game starts from InS, then the first 
player can choose his control actions 
         nttktuku 2,,,...0,0   to protect his IS with 

confidence more than 0p . Moreover, INP is able to 
prevent damage by a hacker with confidence more than 
 11 p . The set of such states will be called the set of 
preferences of the first player. 

At the same time, the strategy of the INP is a rule that 
allows to determine the amount of FR, on the basis of 
available information, that are spent on the development of 
cyber security systems. Also, a part of the funds was used 
to obtain additional information about the second player 
(hacker). The second player chooses his strategy  .v  
based on any information. 

The goal of the first player is to find his set of 
preferences. INP strategies are also determined, applying 
which he will receive the fulfillment of conditions 
allowing him to complete the procedure for financing 
cyber protection. The strategies of the first player with the 
specified features will be called his optimal strategies. 

The formulated game model corresponds, according to 
the classification of decision theory, to the problem of 
decision making in the conditions of fuzzy information. 
Let note that such a model is a nonlinear multi-step quality 
game with several terminal surfaces with alternate moves. 

It should be noted that finding the sets of preferences of 
the first player (INP) and its optimal strategies depends on 
many parameters. 

Taking into account the works [13], [15], [19] of the 
player’s set of preferences for a situation where the 
protection side has resources that are described by a fuzzy 
set and it uses the procedure for obtaining information at 
the first step, the following expressions were obtained. 

We give a case 01 pp  . 
The set of preferences of the first player at the step T  

for the case using the additional information procedure at 
the first step will be denoted by   ., 001,1 ppV T

k  
Since in [13], [15], [19], [20] a record of optimality sets 

and optimal strategies of players is given, in this article we 
present a record of these sets and optimal strategies for the 
simplest case. 

.1T  
At 5,00: 00  pp  we obtain 

   ., 00
1

1,1 ppV k  

At 15,0: 00  pp  we obtain: 

If rrpa  02 , then  
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Optimal strategy of INP is a couple of functions
    .,.,.,.,.,. ku : 
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     1.,0* Fxu ; at

     .022:0 10 xsrrpax       (7) 

     ;0.,0* Fxu ; at

     .220:0 01 rrpaxsx             (8) 

At rrpa  02  we obtain     ., 00
1

1,1 ppV k  
 

It should be noted that the task of the fuzzy set in the 
form of a segment is not a big limitation introducing the 
procedure for obtaining additional information. It is 
enough to limit ourselves, for example, to the “left side” of 
the segment, which will not affect the determination of 
optimality sets and optimal strategies of players. 
 
5.COMPUTATIONAL EXPERIMENTS 

 
The effectiveness and adequacy of the model 

developed in the work was confirmed by experiments. In 
the experiments, there were set the tasks to determine the 
sets of strategies of the players of both the protection and 
the attacking sides and, in addition, to check the adequacy 
of the mathematical model. 

Below there are the results of three computational 
experiments, which are presented on Figures 1–3. Cases 1–
3 correspond to these experiments. 
 

 
Figure 1: Case 1 

 

 
Figure 2: Case2 

 

 
Figure 3: Case 3 

 
Three cases are given. However, it should be noted that 

solutions are obtained for all cases of the correlation of 
game parameters. The results obtained using the model 
considered in the work made it possible to find the optimal 
financial strategies for the protector of the informatization 
object for any ratio of interaction parameters. 

The maximum deviation of the results of a 
computational simulation experiment from practical data 
was 9–12%. 

 
6.DISCUSSION OF SIMULATION RESULTS 
 

Three-dimensional positive orthant in three-
dimensional space   axt ,0,  is considered. The time axis 
t "goes from bottom to top, from zero". The parameter t 
means the number of steps of the players. 

Test calculation No.1 (Figure 1). The following 
trajectory is obtained: (0, x(0), a(0))) = (0, 3, 6.5), (1, x(1), 
a(1)) = (1, 3.5, 5.5), (3, x(3), a(3)) = (3, 4.0, 5.0), (5, x(5), 
a(5)) = (5, 4.5, 4.0), (7, x(7), a(7)) = (7, 5.0, 3.0). Let note 
that points are considered in three-dimensional space 

  axt ,0, . 
The Figure 1 shows the trajectory of the state 

movement of the dynamic system, which describes the 
positions of the players at the corresponding time instants. 
At each moment of time, the state of the system is 
described on Figure 1 by a “blue ball”. When players apply 
optimal strategies, the state of the system approaches the 
terminal set, which is preferable for the first player. 

Test calculation No.2 (Figure 2). For the set of 
preferences of the second player (attacking side), there is 
consideredsymmetric problem. 

The following trajectory is obtained:(0, a(0), y(0)) = (0, 
5.0, 3.0), (1, a(1), y(1))=(1, 4.0, 4.0), (3, a(3), y(3))=(3, 
3.0, 5.0), (5, a(5), y(5))=(5, 2.0, 6.0), (7, a(7), y(7))= (7, 1, 
8.0). At each moment of time, the state of the system is 
described on Figure 2 by the “green ball”. When players 
apply optimal strategies, the state of the system approaches 
the terminal set that is preferable for the second player. 

Test calculation No.3 (Figure 3). Corresponds to the 
"movement" along the line of balance. 
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Here we consider the initial task for the first player. 
The following trajectory is obtained:(0, x(0), a(0)) = (0, 5, 
75.0), (1, x(1), a(1))=(1, 4, 48.0), (3, x(3), a(3))=(3, 3, 
27.0), (5, x(5), a(5)) = (5, 2, 12.0), (7, x(7), a(7)) = (7, 1, 
3.0). 

At each moment of time, the state of the system is 
described on Figure 3 by a “yellow ball". When players 
apply optimal strategies, the state of the system “moves” 
along the line of balance. 

Therefore, computational experiments confirmed the 
adequacy of the refined model in case when there is fuzzy 
information about the state of the counterparty of financial 
interaction. Also there is confirmed the ability of the model 
to provide effective decision support with fuzzy 
information in the field of cybersecurity financing of 
various IOs. The work continued a number of publications 
of the authors [8], [12], [13], in which there were presented 
the theoretical and methodological foundations of the DSS 
design with different variants for awareness of the parties. 
This work develops these researches in the framework of 
complementing the existing DSS [13], [15] with 
mathematical models that are based on a BMSG with 
several terminal surfaces [15], [18]. Clarifications in the 
model regarding the information security of the parties, 
which allow a more adequate description of real situations, 
eliminate the disadvantages of the solutions described in 
[8], [13], [19]–[30]. For example, in [8], [13], all the initial 
conditions for selection of financial strategies for investing 
in cyber protection of IOs were not taken into account. 
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8. CONCLUSIONS 
 

There were proposed additions to the models 
describing the procedures for financing the cybersecurity 
system of informatization objects. In contrast to existing 
solutions, there is considered the case when the protection 
side does not have complete information both about the 
financial strategies of the attacking side and about the 
states of his financial resources aimed at overcoming the 
boundaries of protection of the informatization object. In 
this case, the protection side has the opportunity to obtain 
additional information by spending a part of his financial 
resources. The solution is given for the case when the 
financial resources of the protection side are described 
using a fuzzy set. The solution is based on the dynamic 
programming method. In order to find solutions, there was 
used the apparatus of a non-linear multi-stage quality game 
with several terminal surfaces with alternate moves. 

The results of a computational experiment are 
presented. In the process of simulation modeling and the 
selection of rational financial protection strategies, the 
operability of the model, as well as its adequacy, was 
confirmed. The deviation of the results of the 

computational experiment from practical data did not 
exceed 12% 
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