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ABSTRACT

Verification of certificates is one of the major challenges in
every association, school, government, and employers. Most
of the employers have been encountering rate of fake
certificates. Initially, the traditional based model of
verification contributes underway of fake certificates which
represent a troublesome in knowing the legitimacy of such
scholarly certificates introduced to them because it is highly
unlikely they can validate them in a flash. Furthermore,
present-day innovation and the ascent of the web are very
much advantageous. Document management plays a vital role
in securing documents in any organization, such as how the
documents are created, reviewed, published and disposed of or
retained. Majority if not all universities print graduation
certificates and despite the technological advancements
digital-based certificates did not yet replace the paper-based.
Hence, this research aimed to investigates the techniques that
currently being used for document verification. In this
research, we proposed a cloud-based framework for issuing
and verifying the academic certificates.

Key words: Academic Certificate Verification, Cloud
Computing, QR Code, RFID, Watermarking

1. INTRODUCTION

Document verification can be defined as it it is the ability to
track the origin of document to a specific person [1].
Verification process is very important to ba tackeled as it
would fight the forgery. Document forgery is a real issue as it
affect both the holder of the document and the issuer of that
document. It also threats the trust and the authenticity
[31.[41.[51.[6]1.[7].

Document forgery is classified into two types: forgery type 1
and forgery type 2 [7], [8]. Forgery type 1 is happened if some
part of the original document is changed. Forgery type 2 is
happened if both the base substance and the information
contained therein is fake. This type of forgery often very
difficult to tell whether it is real or fake because the base
substance and the style of the document normally look
authentic [8].

Academic certificates are one of the most important
documents that issued by the university. And as mentioned
that document forgery is a real issue, anhancing the
verification process of the academic cerificatates become a
concern. Verification of certificates is one of the major
challenges in every association, school, government, and
employers. Most of the employers have been encountering
rate of fake certificates. Initially, the traditional based model
of verification contributes underway of fake certificates which

represent a troublesome in knowing the legitimacy of such
scholarly certificates introduced to them because it is highly
unlikely they can validate them in a flash. Furthermore,
present-day innovation and the ascent of the web are very
much advantageous. Document management plays a vital role
in securing documents in any organization, such as how the
documents are created, reviewed, published and disposed of or
retained. Majority if not all universities print graduation
certificates and despite the technological advancements
digital-based certificates did not yet replace the paper-based
[9].Because of some of the reasons like the affordability; the
familiarity and the simplicity of paper. The affordability of
paper means the paper is low cost, the familiarity of paper
means the people are used to it and the simplicity of paper
means that the paper does not require special equipment to
write or read [10]. Forgery of document is a serious issue and
need to be solved. It is affect both the owner or the holder of
document and the company or the institution that issue that
document[11],[2]. One of the main reasons that lead to the
forgery is the lack the verification propoces [2],[3].[4].[5].
The existing verification method consume a lot of resources
such as time and money. Hence, a new approach that can
ehnace the verification process and overcome the forgery
issue is needed. Fo that, the main objective of this research is
to propose a framework for issuing university certificates that
are hard to forge and easy to verify.

2. DOCUMENTS FORGERY

The documents in hardcopy are nowadays still used like
graduation certificates, academic transcript, and contracts,
etc.[1]. There are many cases of forgery of hardcopy
documents took place over the years. The first case is taking
place in New Delhi, it was a report about arresting of five
people obtained loans and cheating the banks using fake
documents [1]. In Irag, many forgery cases are happened. This
claim was supported by invitagation that conducted about
20,000 government employees. This invistagation reports that
some employees have used forged documents to get a job [1].
Not only that, some of the prominent Universities like
Newcastle University has been a victim of forged documents.
However, almost of (50) students have been told to leave
Newcastle University because of that they were used forged
certificates. In details, 49 Chinese students with one
Taiwanese student had enrolled the course of business studies
in September. The lecturers figure out that those students were
unable to keep up with their study [12]. In the last ten to
fifteen years, the production of fake degrees and diploma
become really a worldwide problem because of that the
academic qualifications have gained increasing commercial
value. The advancements in the printing and scanning
technologies resulted in the increasing of the fraud and fake
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degrees [13]. Hence, a lot of researches come in to fight the
forgery of printed documents

3. ANALYSIS
TECHNIQUES

OF CURRENT VERIFICATION

There is an obvious gap when the current physical document
verification techniques of the day are considered against these
three basic principles. The typical system of verification
normally involves exchange of mails or posts, which can be a
time consuming process. Another common verification
technique is through the direct calling of the issuer of the
certificate. This is not only time consuming, but also
susceptible to interference. If the individuals on the other end
do not authenticate the certificate, then there is little one can
do in terms of protecting themselves from the risk.

Image verification and change detection is another common
technique[14]. This involves the comparison of the subject
document with an original image of one held in a storage
server. Image verification determines whether a document has
been modified, and determines what content may have been
added, deleted or otherwise modified [14]. When documents
are held in a different server, they normally are in their
original format and chances are that they can be modified
[15].

Another example is the use of watermarked a quick response
(QR) code. Normally, an embedded logo is generated that
belongs to the owner of the document. According to Mantoro
the logo will normally contain a validation link, which is then
linked to a web server and database server through an internet
connection. It is scanned over a camera phone or QR code
reader, with the result being that the validation can happen
real time, and relatively easily as it can be done using simple
smartphone technology like Android, iOS and Blackberry [5]
The use of 2D barcode and public encryption systems
suggested by the the researcher [1]. This technique traces the
origin of the document to a particular person, to the device
that produced it or to the place where it was produced. This
technique requires the addition of 2D barcodes that contain
required information to ensure the integrity of the document
[1]. The researchers use cryptographic algorithms like RSA,
the Chinese Remainder Theorem and the ElGamal
Cryptosystem [1].

There are several techniques which currently being used for
fighting fake certificates such as stamps, and wet-signatures
and holograms. However, with these techniques, the fake
documents can be created easily. 2D barcode, QR code
watermarking and RFIDs are dominant approaches that
recently proposed for verifying the document. 2D barcode
looks like a rectangle that contains many small, individual
dots and is readable by a machine. It has the ability to hold a
significant amount of data as well as it may remain legible
even when printed at a small size or imprinted onto a
document; That is why the researcher [16] adopted it as a
solution to authenticate paper-based documents. They focused
on mark sheets because the mark sheets issued by the
university (Amrita University) lacked any standard nor were
they secure. Their research suggested a standard framework to
generate and authenticate mark sheets, without the need to
access any kind of online database; the generation and
authentication of mark sheets were using a 2D Barcode that
holds the issuer public key for that specific mark sheet. The
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drawbacks in their solution are that the entity to issue the
certificate as well as the entity that verifies the certificate has
to have a license to adopt their said solution and is not easily
accessible through a cloud service and they also did not
specify whether this could be unified across different
document issuers. The 2D barcode solution was also adopted
by other researchers [2]; however, their proposition is
somewhat different than the researcher [16]. They proposed to
embed instead of the public key alone the content and layout
of the document along with a digital signature generated using
the issuer’s private key. The end-user or the person to
authenticate can then use a smartphone to authenticate the
document. Their solution has the advantage over the
researcher [16] because it is more portable and can be done on
the go however there is a drawback similar to the researcher
[16] in that the application license has to be obtained first and
also they did not specify if this can be unified across different
document issuers.

A system for authenticating paper-based documents based on
2D barcode and smartphone was proposed by the researchers
[17] to fight the document counterfeiting and forgery. QR
code was proposed to be used and printed on the document.
QR code is adopted for two purposes; the first purpose is to
hold the content and layout of the document, and the second
purpose is to hold a digital signature on the copy of document
based on the private key of the issuer. They proposed for
document verification is to use a smartphone; it is used to scan
the QR code however the extracted document is compared
with document copy in hand. The drawbacks in their solution
are that both entities; issuer entity that issues the certificate
and verifier entity that verifies the certificate must have a
license to adopt their said solution. In addition to that, the
proposed solution is not easily accessible through a cloud
service. Furthermore; they also did not specify whether that
the solution could be unified across different document
issuers.

A somewhat different method for hardcopy document
authentication is presented by the researcher [1]. They
proposed a method for document authentication (means
document verification) to be adopted between two known
users (the issuer and the verifier) over the network. The
method is based on using 2D barcode with the public key
cryptography techniques. The 2D barcode is proposed to carry
some important data of document like the document content,
the issuing number, timestamp and sender signature. For
document verification, the receiver decrypts the cipher-text,
through scan the barcode and compares the extracted data.
Their solution has an advantage over the authors [18] because
it is has a good level of security for the document in paper
format because of that they aware to encrypt the data before
keeping it into 2 barcodes. However, there is a drawback
similar to [18] in that is no real implementation to prove the
validity of the proposed method. In addition to that, the
proposed method is proposed to be adopted between two
know users. However, the proposed method would be the not
proper choice in our case.

Authors [5] suggested to adopt watermarked QR code to hold
the logo of the document; the logo is reflected the validation
link of the printed document. For document authentication,
QR, however, would be scanned using a camera phone or QR
code reader. The proposed solution has the advantage of that
the printed documents can be easily authenticated using
watermarked QR code. However, the drawback is that there is
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no real implementation to prove the validity of the proposed
method

A method similar to the proposed approach by the researchers
[1] based on digital signature and QR code for document
authenticating is proposed by the researchers [19]. QR code is
proposed to be printed in the document to enhance the
document verification mechanism. They proposed that the
content of document along with verification code were to be
kept in the form of QR. From the content of the document, the
hash value is generated to then be encrypted. The digital
signature of document content is also be generated using the
private key of the sender. Then, the generated digital signature
along with the document content are combined, compressed
and stored in the QR code, then send the document to the
receiver.  For document verification, They proposed a
somewhat different technique from the researchers [1]. They
proposed to employ the OCR technique to compute the hash
value from the obtained document then compare it with a hash
value that already stored in the QR code. The proposed
method has an advantage over the authors [1] because it is a
proposed new technique for document verification; they
proposed the OCR technique which can automatically
compute the hash value. The drawback in the proposed
method is that they proposed the method between two known
users (known sender and known receiver). Furthermore; there
is no real implementation is utilized to prove the validity of
the proposed method.

The authors [18] proposed a conceptual method for
authenticating the degree certificate issued by the university.
The method is proposed based on the QR code and using the
smartphone to verify ethe certificate. They aimed in their
solution to prevent the degree certificate to be forged. QR
code is proposed to hold some important data related to the
student like student’s name, the ID of the student, the marks
obtained, etc.; all of this information are signed by the
university. However, for certificate verification, a smartphone
is used to scan the QR code then compare the copy in hand
with the extracted document copy. The drawbacks in their
proposed method are there is no suggested mechanism is
proposed to protect the data which kept in QR code.
Furthermore; there is no real implementation to prove the
validity of the proposed method.

Authors [16] focused on mark sheets verification because of
that the mark sheets issued by the university (Amrita
University) lacked any standard nor were they secure. Their
research suggested a standard framework to generate and
authenticate mark sheets, without the need to access any kind
of online database. They proposed to verify the mark sheets
based 2D Barcode. 2D barcode is proposed to hold the issuer
public key for that specific mark sheet. However; for mark
sheet verification, the QR code reader is proposed to be used
to scan the 2D barcode. The drawbacks in their solution is
that the entity to issue the certificate as well as the entity that
verifies the certificate has to have a license to adopt their said
solution and is not easily accessible through a cloud service
(also is it a desktop application) they also did not specify
whether this could be unified across different document
issuers (also content not secured).

The researchers [20] proposed to utilize the QR code plus the
cryptographic hash algorithm. However; they proposed to
computationally extract some features from the document
image. As a result, the extracted information is processed
using an algorithm which identifies the counterfeited areas.
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The proposed document verification mechanism similar to the
document verification mechanism proposed in by others
[19],[1]. Their solution has an advantage over the proposed
approaches by [19],[1] which is that their solution has more
level of security as well as they simulated their proposed
method to proof its validity, however, the drawback in their
solution is that they did not specify if the proposed method
can be implemented in real-time case and whether it can be
unified across different document issuers.

The researchers [21] they proposed a different method for
using the 2D barcode to authenticate and issue certificates and
is to embed biological information like a fingerprint in the 2D
barcode. To authenticate the certificate, they suggested
something similar to what the researcher [2] suggested and is
the use of smartphones. They proposed using the smartphone
to acquire a user’s fingerprint and compare it the one
embedded in the barcode, if it matched is shows a valid
certificate. Even though this solution might work however it
required investment in a mobile phone that read fingerprints
and also requires the presence of the certificate owner to
supply his/her fingerprint. The other drawback in the proposed
solution is that there is no mechanism to protect the data or
authenticate the data, it is mere owner authentication.

The researchers [22] proposed the system based on 2LQR
code. Thhe proposed solution did not focus on verification of
the content of the document; it focused on the association
values in both the textured patterns and the original numerical
patterns between Print & Scan for identifying the
counterfeited document. The proposed system has an
advantage in utilizing new two-level QR however the
drawback in the proposed system is that third party was not
considered. It means that the proposed system did not pay
attention to how the verifier can verify the document they only
focused on the printing and copying processes along with
2LQR.

The researchers [23] proposed a system based on utilizing of
QR code. For document verification, a smartphone is used to
read the information from the QR code. The advantage of the
proposed system is that the security of the content of the
physical paper documents is somewhat enhanced however the
drawback in their system is that they did not specify whether
their solution can be adopted across different platforms as
well as their solution is desktop system and could not be
adopted via cloud services.

The authors [24] proposed that based on identifying the core
point of the fingerprint to be kept into the QR code. They
proposed to utilize the QR code to carry the extracted feature
of the fingerprint of an individual. Even though this solution
might work however it required investment in a mobile phone
that read fingerprints and also requires the presence of the
certificate owner to supply his/her fingerprint. The other
drawback in the proposed solution is that there is no real
implementation to proof the proposed method.

The authors [3] proposed to append some of information such
as tracking number and timestamp. in the barcode. All of these
information are hashed using hash algorithm and the
generated hash will be kept in the QR code.

For verification, the researcher proposed to use a scanner. The
decoding and extracting the hash value from the 2D barcode is
accomplished using the decoding algorithm. The proposed
solution has the advantage of that it has a good level of
security for the document in paper format however the
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drawbacks of the proposed system is that it is a desktop
system and it is not easily accessible through a cloud service.
In addition to that, they also did not specify whether this could
be unified across different document issuers (also content not
secured)

A conceptual method for ID (identification document)
verification is proposed by the researchers [25]. Their method
is somewhat different method from the approach of the
researcher s [21], they proposed the method based on VSS and
QR codes. Their proposed method is to encrypt the binary
secret image into two shares to be encoded into two QR
codes; a (2,2)-threshold VSS is used to generate the shares.
They proposed that one share is printed onto an ID-card, while
the other is kept in the database. For ID verification, a
smartphone is proposed to be used to scan the QR code and
extract the share. After that, compare the extracted share with
the one in the database to authenticate the ID. The proposed
method has the advantage in the way of generating the shares,
they used VSS technique to generate the shares however the
drawbacks in the proposed solution is that no real
implementation to proof the proposed concepts and there is no
security mechanism to protect the share kept in the QR code.
The researchers [26] proposed a method for mark sheet
verification based on the QR code. They suggested that the
information of the mark sheet is encrypted and stored in QR
code. For verification, QR code has to be scanned in order to
retrieve the information.The proposed method has the
advantage over the approach of the authors [41] because the
researcher are well explained the algorithm used ( TTJSA
decryption) for encryption and decryption however the
drawback in the proposed method is that there is no
implementation or simulation result to prove the concepts of
the proposed method.

The other dominant approach to protecting against
counterfeiting and forgery is digital watermarking. Within this
approach, some information would be embedded in the cover
image. In the verification stage, the information is extracted in
order to identify the owner and verify other contents such the
copyright. The copyrights of printed documents like in the
certificate and ID card is protected by utilizing the digital
watermarking [27],[28]. They proposed a method for
detecting the noise from the printed documents; the noise can
be detected through the printing and scanning the documents.
They argue that the with noise detection the identifying the
counterfeited printed documents would be easier. The
proposed method has an advantage which did not require a
database for document verification. The hybrid watermarking
method is also proposed [29]. They proposed to combine
some important features of signature presented in the
document in order to protect the copyright of the document
and to detect tampering. They have been used the Stirmark
benchmark to prove the validity of their method however their
method resulted in obtaining good performance. With the
watermarking technique, the embedded information is
invisible to human eyes. However, the document with
watermarking can be wverified through extracting the
watermarked information thus the counterfeiting would be
very hard. Digital watermarking is a very popular approach
and it provides good protection against forgery. However, the
drawbacks with digital watermarking are often used in
practice, costly and not included in real-life documents [30].
The third common approach is the use of RFIDs. RFIDs is
the third approach is the use of. RFID was proposed to be
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utilized for document verification by several authors [28].
Authors [28] proposed a system based on RFID; they
proposed to include some information related to the students
in the RFID. An interrogator must be used for authenticating
the document and also the verifier should log into the
university website in order to download the needed software.
The proposed solution is a good approach, however, it is time-
consuming and costly and also the original document must be
shown the verifier. There is an obvious gap when the current
physical document verification techniques of the day are
considered against these three basic principles. The typical
system of verification normally involves the exchange of
emails or posts, which can be a time-consuming process.
Another common verification technique is through the direct
calling of the issuer of the certificate. This is not only time
consuming, but also susceptible to interference. If the
individuals on the other end do not authenticate the certificate,
then there is little one can do in terms of protecting
themselves from the risk. Image verification and change
detection is another common technique [14]. This involves the
comparison of the subject document with an original image of
one held in a storage server. Image verification determines
whether a document has been modified, and determines what
content may have been added, deleted or otherwise modified
[14]. When documents are held in a different server, they
normally are in their original format and chances are that they
can be modified [15]. Another example is the use of
watermarked a quick response (QR) code. Normally, an
embedded logo is generated that belongs to the owner of the
document. Tablel shows the comparisons among RFID,
digital watermarking and QR code

Table 1: Comparisons among RFID, digital watermarking

and QR code
Attribute RFID Digital 2D barcode
Watermarking | (QR code)
Installation | Complex Simple Simple
Cost Expensive | Expensive In
expensive
Lifetime Very Not limited Not limited
limited
Data hiding | Require a | Not Required | Not
hardware required
Data 100s to | Not available | Up to
Capacity 1000 7,089
characters characters
Verification | Require Not required Require a
method equipment smartphone
with
Camera
Technology | RF (radio | - Optical
used frequency) (laser)
Information | New Cannot be | Cannot be
Updating information | updated updated
can be
written on
the old tag
Information | More than | Less Less
Capacity QR code

TABLE | Comparisons among RFID, digital watermarking

and QR code
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4. IMPORTANCE OF CLOUD COMPUTING FOR
DOCUMENT VERIFICATION

Cloud Computing has been utilized in various sectors. It has
been shown its valuability to improve the Education sector.
[31],[32],[33].[34]-

A study by Gartner identified that Cloud Computing is the
first among the top 10 most important technologies[35]. It is
considered the fifth generation comes after mainframe
computing, personal computing, client-server computing and
the web [36]. Google, IBM, Microsoft, and salesforce.com are
the biggest companies in the Cloud Computing environment
[33]. In 60s years back, large rooms are needed to
accommodate the number of computers. As a result, the
consumed amount of electricity is very high. Fig.1 shows the
perspectives of Cloud computing. Recently, the traditional
computing infrastructure became costly and hard to manage
because of that the demand for data and online users has been
vastly increased. The traditional system integrates software,
hardware, and underlying operating system, therefore
organizations with adopting the traditional system in their
environment need data centers to keep servers so they are
required to spend money on power, cooling, and rental space.
With traditional computing, it is very difficult to access the
data anywhere and at any time hence, cloud computing comes
in to overcome the mentioned issues. Cloud Computing can be
just limited to a web browser [37],[38]. Cloud computing is
categorized into three type: SaaS, PaaS and laaS [35],[36],
[39].[42],[43]. Each type will be discussed in the next
paragraph.

Software as a service (SaaS) is located on the top of delivery
models of cloud computing. It allows third-party vendors to
deploy the applications remotely. It also allows the customer
to use the cloud service provider’s application (CSP’s)
running on cloud infrastructure via the internet. SaaS stills
keep growing quickly. The most popular examples of SaaS
providers are Google App and Salesforce which considered as
a collection of remote computing services [31],[40]

Platform as a service (PaaS) is located in the middle of the
service model of cloud computing. it delivers the services in
various forms such as development tools, architecture,
framework, programs, and Integrated Development
Environments (IDE). The customers can control the
applications without having any meaning in managing the
underlying infrastructure. PaaS would be very helpful in the
situation that multiple developers located in different physical
locations need to work together. The most popular example of
a PaaS provider is Google App Engine. It is a Software
Development Kit (SDK) which provides an environment that
supports Python, Java, and Go programming languages. PaaS
is more flexible than the SaaS model because it provides
features that are ready for the customer [31],[41].
Infrastructure as a service (laaS) is located on the bottom of
the service delivery model of Cloud computing. It is related to
the computer hardware which offers network storage, virtual
server/machine, data center, processor, and memory as a
service [42]. The first step in providing infrastructure in an
abstract manner is in the elasticity of allocating physical or
virtual resources, therefore, laaS provides scalability and
provisions so the issues of infrastructure like spending huge
amount of funds and time would be removed [31],[43].
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enabled capabilities are provided 'as a service' to external customers using Internet
Technologies.”

Figure 1: Cloud Computing Perspectives

5. THE PROPOSED FRAMEWORK

The proposed technique that will be investigated in this paper
will be based on the three physical characteristics of the
unforgeable document outlined by the researchers [8],
[44],[45],[46]. It must have a multi-layered structure where

1. The information data in both the external and internal

layers are tightly linked
2. The internal information cannot be extracted without
the use of a special means to extract

3. The internal information cannot be changeable
Further, it will be geared towards the detection of the two
types of forgery, type 1 and type 2. The proposed technique
will be a hybrid of already existing techniques, but one which
incorporates elements of multi-factor authentication.
Verification will involve two simultaneous processes. The
first will be scanning of 2D barcodes on the document to
reveal a unique identification number from the document.
This identification number, together with the certificate
owner’s fingerprint information will then generate a one-time
pin, which is sent to both the institution and the certificate
owner via email or SMS. This pin is then used as a login
password with an ID to reveal the original document from a
storage server for the final stage of comparison of details and
structure. The first stage of scanning will detect any type 2
forgery attempt, while the second fingerprinting stage, as well
as the final comparison stage, will detect any attempts at type
1 forgery. The proposed framework includes two stages; the
first stage shown in fig.2 is proposed to be followed in the
issuing process. The second stage shown in fig .3 is proposed
to be followed in the verification process. By adopting the
proposed framework, both issuing and verification process
will be enhanced for better and that would resulted to mitigate
the forgery issue.
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Figure 2: The Proposed Issuing Process

Figure 3: The Proposed Verifying Proces
6. CONCLUSION

In this paper, we critically analyzed the existing techniques
that currently being used for document verification. As a
result, a cloud-based framework for issuing and verifying the
academic certificates. The proposed framework will enhance
the issuing and verifying the academic certificates and thereby
reduce the

incidence of certificate forgeries and ensure that the security,
validity, and confidentiality of graduation certificates would
be improved. With the proposed framework, all entities
involved in the process of issuing and verifying such as the
issuer, the verifier will get benefits. Author is working on the
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implementation part of the proposed framework and it will be
validatied and tested in one of the academic institutions of
Iraq.
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