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ABSTRACT

Detecting tampered region caused by copy-move forgery has
become one of the most prominent and interesting research
areas. It is easy to perform with simple copying and pasting
desire object and use it to add or delete existing object in an
image. This paper discussed a few algorithms for copy-move
forgery detection in terms of their advantage, disadvantage,
and type of attacks that can be handled. Generally, there are
two groups of approaches; active and passive where passive
approach does not need prior information of the image, thus
making it more popular. These attacks aim to increase the
level of difficulty on detecting tampered region. The focus of
the review is to evaluate the performance of existing block-
based methods under passive approach that able to handle
various post-processing attacks.

Key words : Passive approach, Block-based, Copy-move,
Forgery detection.

1. INTRODUCTION

Primarily, information has been passed using word, but it
has been replaced by image where it can convey better
information especially in the field of crime, journalism, etc
[1-2]. However, the concern is that there is a high potential
of vicious tampering where digital images can be changed to
hide the truth by using various image editing tools such as
Photoshop. In the early-to-mid 20th century, photographers
had realized that image forgeries could be powerful tools for
changing public perception and even history [3]. In the field
of image forgery, copy-move is known as the most actively
investigated subtopic of digital image tampering because of
the simplicity as it only involves copying and pasting of
some objects in the same image [4]. Besides, to make it
worse, most of the tampered images does not tamper by
solely copy-move, but also being tampered by post-
processing attacks and geometric transformation before
pasted which make it more challenging [5].

Some early works of image tampering detection did not
consider image post-processing after the tampering

64

operations (copy-move forgery, splicing, etc). However,
practical tampering often involves post-processing
operations to smooth the boundaries of tampered regions, in
order to make the final artifact less visually suspectable [6].
There are two kinds of post-processing operations. One is
active post-processing for improving the tampering effect,
e.g., image blurring, brightness change and contrast
adjustments. The other one is passive post-processing that
may be unintentionally introduced to tampered images
during data transmission, e.g., JPEG compression, noise
adding, and colour reduction [7]. Nowadays, the term image
tampering implies all the tampering processes with or
without post-processing. These post-processing operations
increase the difficulty of exposing such forgery.

Figure 1 shows two examples of copy-move image forgery
without any post-processing attacks. Shown in the left
column are two original images and in the middle are their
counterpart tampered images while the right column shows
the ground truth of the images. The top middle panel shows
an undesirable background is concealed by a region
belonging to foreground while the bottom middle panel
shows a duplicated region belonging to the foreground is
used to create another foreground that contains large
identical textured regions. These duplicated regions are
well-blended into the surroundings at the target locations
and become very difficult to detect visually. Figure 2 shows
the images in Figure 1 that have been tampered with post-
processing attacks; blurring. According to [8], many times,
an intelligent adversary intentionally blurs a region of an
image or the whole image while duplicating it, specifically
its edges, so as to ensure that it does not stand out or seem
out of place due to the abrupt variations along the edges.
This makes the image imperceptible to human eyes, as well
as helps to avoid detection of the forgery by conventional
copy-move forgery detection algorithms such as [9].
Therefore, to detect such forgeries reliably and be robust to
some of the post-processing operations, a number of
approaches have been carried out.



(e1)
Figure 1: Original images (al&d1), forged images (b1&el)
and their ground truth (c1&f1) without post-processing attack [7]

(1)

2. DIGITAL IMAGE FORGERY DETECTION
APPROACHES

Two categories of image forgery detection techniques are
active and passive approaches. Active approaches are also
known as intrusive approaches [10]. Active detection
approaches require post-processing manipulations of the
image after being captured. The examples of this approach
are digital signature and digital watermark [11].

The advantage of this method is less computational
complexity and simple to apply [12]. Unfortunately, the
drawbacks are more than benefits which need the signature
or watermark to be inserted using special equipment which
known to be expensive [13]. Besides, millions of images
which are already on the internet cannot benefit from these
approaches [14].

On the other hand, passive approaches or non-intrusive
approaches does not require prior presence of digital
signature or watermark to attest the image [14]. Passive
approaches are also called blind image forgery technique
[13]. These approaches take into account, the correlation of
the image for forgery detection. Hence, they come out to be
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the most useful approach for those images that are already
on the web.

3. BLOCK-BASED METHOD

In block-based methods, image is divided in blocks of fixed
dimensions and further features are extracted corresponding
to each block of image. Features are extracted from each
block using several methods such as moment-based,
dimensionality reduction-based, frequency transform-based,
intensity-based, and texture-based.

(€2)

Figure 2: Original images (a2&d2), forged images (h2&e2)
and their ground truth (c2&f2) with post-processing attack
(blurring) [7]

(2)

3.1. Moment-based Method

The moment-based was initially employed in copy-move by
[15] using blur invariant moment. This method is resilient
to blur degradation, additive noise and arbitrary contrast
changes as the method is represented using the function of
central moments. However, the issue arises when large
image is used. This is because large image means high
computational complexity since the there is a high number
of features to be extracted. Fortunately, a combination of
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blur moment and DWT [16] able to reduce it. Alternatively,
according to [17], the implementation of mixed moments,
which is a combination of exponential moments and
histogram-invariant moment can help in not only detecting
forgery when there is post-processing attack such as
brightness adjustment and contrast change but also giving a
good result when facing geometric transformations; scaling
and rotation. Besides, it shows that aside from a good
detection result, the method also happens to have low
processing time. The advantages of exponent moments
encourage Wang et al. [18] to propose a new method that
used invariant quaternion exponent moments (QEMS). This
method used the original tampered color image for feature
extraction and shows that it is invariance under various
conditions such as noise, JPEG compression and geometric

3.3. Frequency Transform-based Method

To overcome the limitation of dimensionality
reduction-based methods, [21], [22] as well as [23] had use
the advantage of SVD and combined it with methods based
on frequency-transform such as DCT, DWT and 2D-DWT
respectively, for better detection and localization of
duplicated region. SVD is generally stable and robust to
various operations particularly Gaussian blurring, noise,
JPEG compression and their mixed operations [24] as well
as achieves rotation invariance for both algebraic and
geometric properties. Contrary, [8] replace DWT with
Stationary Wavelet Transform (SWT) as it is shift invariant
and able to find the edges of forged region even in blurring
condition. Table 2 shows the summary of dimensionality
reduction and frequency transform-based methods for
CMFD.

transformations. However, it hardly can be used for real-
time application cause the method had high computational
complexity. Table 1 shows the summary of moment-based
methods for CMFD.

3.2. Dimensionality Reduction-based Method

Table 2: Summary of Dimensionality Reduction and

Frequency Transform-based Methods for CMFD

Dimensionality

reduction and

R(rieere frequency Performance Limitation
. . . . . transform-
Dimension reduction techniques are commonly used with based methods
domain fegtures to reduce _the dimensionality of the image [19] DCT-PCA Insensitive to image with Limited to large
and lowering the complexity. Among these techniques are changes in intensity size of duplicated
Principal Component Analysis (PCA), and Singular Value region
Decomposition (SVD). As the problem in detecting copy- [20]  Improved PCA-  Capable to detect copy-move  Low accuracy for
SIFT with geometric noise and
move forgery begomes more com_pl_ex and advanced, transformations blurring
researchers had improved the original PCA [9] by conditions
hybridizing it with other method such as DCT and SIFT. [21] DCT and SVD ICaP?b',e Ofdeltf_Ctli"g and (';_iTitfddtg imagte
- ocalizing multiple copy-move Istorted by post-
Sunil et al. [_19] proposed DC_:T-PCA to overcome the for image Lnder Gaussian processing
problem of brightness changes in copy-move region. The blurring, AWGN, JPEG attacks
generated feature vector is invariant to the changes of compression and their mixed
B A A operations
mten.SI.ty by down s_ampllng the IO.W frequency of DCT [22] DWT and SVD Can effectively detect multiple  Limited to non-
coefficients. Alternatively, the algorithm proposed by [20] copy-move forgery and overlapping
has lower computational complexity as well as invariance to precisely locate the duplicated  duplicated region
geometric transformations. This is the result of combining xgs'od”i:'tgr‘{gg wg‘ai';s'i’::ge
PCA with SIFT. However, these methods are limited to blurring, JPEG compression
certain attacks and the usage of key points method decrease and their mixed operations
the performance when homogeneous regions are present. [23] 2D-DWTand  Fast, efficient and accurate Use varies
Table 1: Summary of Moment-based Methods for CMFD SVD identification and localization ~ threshold for
: Momen)t/ of duplicated object with different types of
g S gaussian blurring, noise, JJEG  image
Reference mté?;%% . Performance Limitation compression, rotation
- - - invariance
[13] Blur Moment Invarlan(_:e to blu_r. I-_||gh calculation [24] SVD Can detect copy-move forgery _ Longer time for
degradation, additive time of the
9 d b d when the post-processing detection of
Qggstfaz?cgn't;ry procedure. operations like rotation, images with
[14] BLUR High ability(?f Limited to images Sca'li.”%' JPEG compression are 'tf}rg‘lf size of
- - applied. oc
Mog\(j\r)}rand ?grteg:lngncazy ?gzgﬁce V\%Eer;:'s: attacks [8] SWT-SVD Shift invariant and robust to Low accuracy for
of r?oig/el blurgr gnl ing noise and blurring. small size of
contrast’changes / duplicated region
[15] Mixed Insensitive to Limited to big
Moment translation, scaling, tamper region. .
rotation, brighmesgs Pertes 3.4 Intensity and Texture-based Method
and contrast change For intensity and texture-based approaches, since being
[16] QEMs Able to detect High

duplicated object in
scaling, rotation, noise
and compression
conditions

computational
complexity
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introduced by [25], feature extraction using image intensity
has been widely used. Their method searched for blocks
with similar intensity patterns based on a kd-tree and this
method results in invariancies against JPEG compression.



Zimba and Xingming [26] proposed a method that calculate
the average intensity of sub-blocks, enable it to detect
duplicated object in an image concealed with JPEG
compression and noise. Davarzani et al. [26] extracted
feature vectors for each overlapping image block using
multi-resolution local binary patterns operators (MLBP) and
then sorted by lexicographical order. They also utilized the
k-d tree and random sample consensus (RANSAC)
algorithms to reduce the block matching time and eliminate
false detections, respectively. Zheng et al. [28] proposed an
algorithm based on Local Binary Pattern (LBP) to extract
image features using the statistical analysis of pixels of
small overlapped blocks of an image, then they compared
the similarity of these blocks where the features are directly
extracted from each overlapping block. This method is
robust to noise, blurring and rotation attacks. In 2016, [29]
introduced a method where the features were extracted by
calculating the average value of the intensity of each block.
This method is not only resilient against image compression
but also rotation. Table 3 shows the summary of intensity
and texture-based methods for CMFD.

Table 3: Summary of Intensity and Texture-based Methods

for CMFD
Intensity and
Reference  texture-based Performance Limitation
methods

[23] Intensity Robust to JPEG By using smaller block

calculation compression sizes allows more
based on k-d details in the duplicated
tree regions to appear, but
the algorithm is
sensitive to mismatches
due to the smaller area
of comparison.

[24] Calculation of ~ Capable to detect ~ Limited to certain post-
the average duplicated object  processing attacks
intensity of in JPEG
sub-blocks compression and

noise condition

[25] MLBP Robust to noise, Time consuming for
blurring and forgery detection in

rotation attacks high resolution images
and cannot detect
duplicated regions with
arbitrary rotation
angles.

[26] LBP Robust to noise, Limited to non-regular

blurring and regions of duplication
rotation attacks

[27] Calculation of Invariance to Limited to image with

the average image small area of

value of the compressionand  homogeneous region
intensity of rotation

each block

4. CONCLUSION

As the development of technologies have been advance over
the years, many approaches have been developed for copy-
move image forgery detection and reveals the tampered
region whether the image had been attacked by post-
processing operations or not. Although there are some
differences between all the approaches being developed but
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mainly all of them share the same principal which is to
develop better method that can cope with the post-
processing attacks and at the same time providing better
algorithm with low complexity.

Other issue is that, beside post-processing attacks, there are
also geometric transformations such as rotation and scaling
that had been employed by forgers nowadays to increase the
challenge of forgery detection. Even though there were
studies that address these problems however, there are cases
that the parameters of rotation and scaling had been altered
severely causing the methods to not able to detect the region
of tampering accurately [30]. The suggestion to address this
problem might be to use feature extraction method with
circular block instead of using square block.
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