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ABSTRACT

Cryptography helps to send data from a sender to a receiver by
providing confidentiality and integrity and it is carried out in
two different phases — encryption and decryption. So many
cryptographic algorithms are proposed for encryption and
decryption process. All these algorithms come under either
symmetric key cryptography or asymmetric key cryptography.
A lot of research is going on these cryptographic algorithms
and different approaches have been applied on them. Among
all, geometrical approach is one of the most prominent
cryptographic techniques. The proposed chakra based Text
crypto system is based on chakra symmetric key encryption
algorithm [1]. Here the encryption process is applied on Text
data of different extensions which is considered as plain text
and the corresponding cipher text is generated by the
principle of circle generation and rotation. It works with less
computational complexity and more confidentiality.

Key words: Cryptography, Cartesian coordinate, encryption,
geometric cryptography

1. INTRODUCTION

Information plays major role in all aspects. With the fast
development of technology, huge volumes of data are
produced and providing security to these data during
communication is most essential. Therefore vast research is
going on cryptography algorithms. Transmitted text and
images have different applications like military, medical,
commercial etc. Therefore it is very essential to encrypt the
text / image data before transmission via network to maintain
security and accessing by unauthorized persons. The circle
based encryption process provides a new and efficient way to
encrypt the Text data.

2. RELATED WORK

In [2], the authors proposed a hybrid of public key crypto
system by combining ECC — for key encryption & digital
signature and AES for confidentiality. The main parameters
are 192 bit key length, 12 iterations and different types of
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attacks. With this, the competency is increased and failures
are minimized. The cache timing attack correlates the timing
details for encryption using known and unknown key and this
algorithm prevents the weaknesses posed by timing side
channel attack. So many authors work with the Text
encryption scheme.

With the advantage of high security with lesser key size the
authors used elliptic curve cryptography [3] for text
encryption. Here the ASCII values of the plain text are paired
up and these values are given as input to the scheme. This
procedure avoids mapping which is a costly affair and the
common lookup tables need not be distributed to the sender
and receiver. This algorithm accepts any type of script
consisting of ASCII values. The authors performed key space
analysis and key sensitivity analysis which gives better
results. The strength of the scheme is analyzed with different
attacks and time complexity is also evaluated. This algorithm
also reduces the bandwidth utilization.

In article [4], the authors briefly described ECC key
exchange, encryption and decryption of both text and images
and a detailed explanation of implementing Elliptic Curve
Cryptography on text document in C++. The proposed
scheme is straightforward and utilized all security features of
elliptic curves and is applicable to all ASCII characters.

The article [5] proposed by Maria et.al implemented by
ECC. The authors first transformed the message into an affine
point on the elliptic curve over the finite field and
demonstrated the method of encryption and decryption of a
text message. The proposed scheme is almost infeasible to
challenge a brute force attack to crack the cryptosystem using
ECC.

In [6] the same authors presented the implementation of
Elliptic Curve Cryptography and demonstrated encryption
and decryption process of a text message and image files in
spatial domain by getting security using Comparative Linear
Congruential Generator for good random number generation.
This allows the cracking of cipher text nearly impossible for
the brute force attack. In this article, a Nonce based Elliptic
Curve Cryptosystem is proposed. The proposed scheme
reduces the processing time, improves the computation speed,
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less power utilization and less storage necessities. These
facilities allow the execution of security system in mabiles,
smart cards and other small devices.

.3. METHODOLOGY

3.1 Proposed Scheme

The Text encryption algorithm works based on the
geometrical circle properties and transformations -
translation & rotation. Here the input plain text is converted
into its corresponding binary pattern.

3.2 Encryption Process

The Encryption process is a symmetric key encryption where
same key used by the sender and the receiver. This scheme
consists of the following parameters as the key — X, Y, are
the dimensions of the encryption grid, r — radius of the circle,
a -random angle at which the circle is rotated. Based on the
above key inputs, a random key is generated by the encryption
algorithm.

Encryption Algorithm

1. Input the TEXT to be encrypted.(.txt, .doc, .py, .docx,

.pdf)

2. Convert the Text file into sequence of binary patterns.
3. Print the length of the input file Len(File);
4. Enter X, Y_ dimensions of the encryption grid,;

If (XL, YL) < Len(FHE)

Then

Reenter X, Y.

4.1 Enter the radius of the circle r

4.2 Create an empty grid and fill it with random bits
(0.1)

4.3 Fill the grid with the Text input string

4.4 Find the center of the circle (Xc, Y¢) based on the
input circle radii;

45No of circles are generated with random
angles(0,90,180,270,360)

4.6 Generate the circumference point of each circle
based on Bresenham circle generation
algorithm.

4.7 Create encrypted file with the file form (enc.)

Generate the key based on the parameters X, Y, r, Image
size, random rotation angle.

3.3 Decryption Process

Since this is a synmetric key encryption process, the key
which is generated during encryption process is used for
decryption also.
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Decryption Algorithm

1. Enter the encrypted Text file enc.txt

2. Enter the key string

3. Divide the key into XL, YL, radius, length of the input
bits and array of random rotations.

4. Sort the circles based on the XL, YL location.

5. Read each circle and reverse the circle center point
XC, YC and circumference point.

6. Rotate each circle in anti clockwise direction based on
the key.

7. Save the decrypted file decrypt.txt

Input the Text File
et doct. d?m'. pdif py

—

Convert the Text file into
Binary pattern

v

calculate the length of the
Input Text file L

Enter the XL YL of the grid &
Radius R
Fill the Input Text in the grid and
create circle with R & center Xc. ¥c

v

Rotate each circle with random
angle of rotation (0,90 180,270, 360)

Read the pattern of Text from grid to
create Encrypted file

v

Key Generated Decryplion based
on XL YL R L Angle of rotation

Figure 1: Flow chart of the proposed Encryption Process
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Table 1: Sample Key Parameters

File Name & Plain Key Parameters No. of Circle | Rotation Angle of each Key generated Encrypted
Type Text (XL, YL ,r) generated circle Text Size
Size
Adele.txt 89.1KB (900,900,100) 41 [360, 270, 0, 0, 360, 360, | 3930302439303024313030243733303 147KB
360, 90, 180, 270, 180, 6343024333630243237302430243024
90, 270, 0, 180, 0, 90, 180, | 3336302433363024333630243930243
90, 360, 180, 360, 180, 0, | 1383024323730243138302439302432
270, 0, 270, 270, 360, 3730243024313830243024393024313
270, 180, 0, 90, 0, 180, 8302439302433363024313830243336
270, 270, 360, 270, 90, 3024313830243024323730243024323
270] 7302432373024333630243237302431
3830243024393024302431383024323
7302432373024333630243237302439
302432373024
Word.docx 14.1KB (400,400,50) 41 [360, 270, 360, 270, 0,90, | 3430302434303024353024393731323 31.4KB
90, 90, 180, 90, 0, 180, 0243336302432373024333630243237
180, 0, 360, 90, 0, 180, 3024302439302439302439302431383
360, 0, 360, 0,180,0,0,0, | 0243930243024313830243138302430
270, 270, 0, 180, 360, 2433363024393024302431383024333
270, 360, 90, 90, 360, 6302430243336302430243138302430
360, 360, 90, 270, 90] 2430243024323730243237302430243
1383024333630243237302433363024
3930243930243336302433363024333
6302439302432373024393024
Pdf.pdf 210KB (1300,1300,500) 5 [360, 180, 270, 360, 270] | 3133303024313330302435303024313 662 KB
6373635363024333630243138302432
3730243336302432373024

SAMPLE INPUT PLAINTEXT:

Oh I just want to make love to you Happy Mew Year! I heard that you're settled down

That you found a girl and you're married now

I heard that your dreams came true

Guess she gave you things I didn't give to you Old friend, why are you so shy?

Ain't like you to hold back or hide from the light I hate to turn up out of the blue, uninvited
But I couldn't stay away, I couldn't fight it

I had hoped you'd see my face and that you'd be reminded

That for me, it isn't over Never mind, I'll find somecne like you

KEY:
3930838243930302431303024373330363430243024333630243024302435330302430243135302433363024333630243135302432373024)
B24313830243930243336302433363024323730243237302439302432373024323730243930243138302431383024393024313530243931
24382430243082433363024323730824302433363024315383024393024333630243930243138302432373024313835024

SAMPLE OUTPUT CIPER TEXT:
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Figure 2: Sample Output of the Encryption Scheme.
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4. RESULT AND DISCUSSION

For Texts of different formats and different sizes, the key size,
key parameters, size of the encrypted text, No of circles
generated and rotation angles are presented in Table I. The
sample data is taken from the Kaggle data set [7] and the
encryption technique is applied on different input texts and
the result is presented.

5. CONCLUSION

In this paper, a symmetric encryption and decryption scheme
of text data based on the properties of the circle is
implemented. The input is a Text data of different sizes and
formats. The main strength of this algorithm is the key itself —
XY, radius and rotation angles. The key is generated
during the encryption process to encrypt the text data. After
that the same key is used for decryption process. Hence the
proposed algorithm is more secure. This scheme is tested on
Kaggle dataset and the experimental results on different size
and formats of text are mentioned. The security efficiency is
good.
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